How to setup MAC Authentication on the switch?

Go to WLAN tab->Administration->AAA/RADIUS tab->MAC Authentication.
Then, you can Add the MAC address of the clients on the field provided and select
Default Action to Allow or Deny then click Submit as shown below.
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Then, go to SSID tab and click on Edit button to the SSID you want to have MAC
authentication enabled.
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From the Edit menu as shown below, click on radio button for Local MAC
Authentication then click Submit.

Building Networks for People

a3
DL = o
© Cenzole ‘ R E
DWS-3024 - >
[CEAN T wLAN
& DWs-3024 | @lobal | Discovery | AaA/RADIUS | Radio | | vati aP |

EHE Monitoring Wireless Network Configuration

EHER Administration

ssiD I — Security ONane OWEP @ WPAWPA2

{ E{fE AP Management

BE Advanced Configuration Hide SSID ) O WPA Personal (& WPA Enterprise
B WLAN Visualization VLAN 241 (1t0 4094) WPA Versions FWPA [FIWPA2
L3 Tunnel
O WPA Ciphers FITKIP [FCCMPIAES)
L3 Tunnel Status Mone

Pre-Authentication &l

L3 Tunnel Subnet ,—
L3 Tunnel Mask '—

[MAC Authentication @ Local O Radius OD\sab\eJ
RADIUS IP Address 0000 | @lieerone
RADIUS Secret [ e

RADIUS Accounting

Then, go to Administration->AP Management->Reset and tick on the box provided for
the AP’s MAC address and click Reset button.

Note: If you have multiple access points, they all need to be reset for the settings to take
effect.
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