How To Set Up Wireless Network Security
Part 1: WEP
Part 2: WPA-PSK
Part 3-1: RADIUS Server Installation
Part 3-2: 802.1x-TLS
Part 3-3: WPA

You can secure your wireless connection using one of the methods described below. Choose the
one most suitable for your network. For simple networks WEP or WPA-PSK are most suitable,
complex networks with installed RADIUS services can use WPA.

Part 1: WEP
Stepl: Setting up Access Point’s WEP encryption key.

1. Log into the Access Point using your WEB browser (e.g. Internet Explorer). Go to Wireless
configuration page (Home > Wireless).
Select the WEP option (Enable).

2. Select the “Key Mode” (ASCII or Hex).

ASCII (American Standard Code for Information Interchange): the standard for assigning numerical
values to the set of letters in the Roman alphabet and typographic characters.

HEX (Hexadecimal): numbers from 0 to 9 and letters from A to F.

3. Select WEP Key length.
64 bit: 5 ASCII or 10 Hex charcters
128 bit: 13 ASCII or 26 Hex characters

4. Select default key.
There are 4 WEP keys that can be used. Default key is the key number 1.
Select key 1, other three keys can be ignored.

5. Press “Apply” to complete your settings.
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Step 2: Setting up Workstation’s WEP Key.

2a. If you are using D-Link Wireless Utility to configure your D-Link Wireless Card:

1. Open the D-Link AirPlus wireless utility by double-clicking on the bar graph icon and select
Encryption.

2. Put a check in the “Data Encryption” box and select “Shared Authentication” in the auth. mode
menu. Select 64, or 128 encryption for the key length. Under key 1 type in the Hex or ASCII
encryption key that was entered into the wireless router/access point.
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2b. If you are using Windows XP to configure your wireless card:

1. Right-click “My Network Places” on your desktop and click “Properties” (or go to Start > Control
Panel > Network)

2. Select your Wireless LAN Card, right click on the icon and select “Properties”. Click on “Wireless
Network” tab.

3. Select the Access Point which you going to connect to and click “Configuration” on the right.

4. Under “Wireless Network Properties” tick “Data encryption (WEP Enabled)”.
Uncheck “The key is provided for me automatically”.

5. Select “key index” which is the default key for your station (Note: in some versions of Windows
the indexes are from O to 3 which are mapped to keys 1 to 4).

6. Key in your WEP Key value into “Network Key” (exactly the same as the one entered on your
Access Point).

8. Press “OK” to finish your workstation’s WEP settings.
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Part 2: WPA-PSK
Since WPA-PSK standard is an extention of WEP key technology, its configuration is very similar to
the WEP key configuration:

Stepl: Setting up Access Point’s WPA-PSK

1. Log into the Access Point using your WEB browser (e.g. Internet Explorer). Go to Wireless
configuration page (Home > Wireless).

Select the WPA-PSK option (Enable).

2. Key in your security code (no less than eight characters)

3. Press “Apply” to complete Access Point’s configuration.
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Step2: Setting up Workstation’s WPA-PSK
1. We are using Windows XP as an example.

2. Right-click “My Network Places” on your desktop and click “Properties” (or go to Start > Control
Panel > Network)

3. Select your Wireless LAN Card, right click on the icon and select “Properties”. Click on “Wireless
Network” tab.

4. Select the Access Point which you going to connect to and click “Configuration” on the right.

5. Under “Network Authentication” select “WPA-PSK”.
Under “Data encryption” select “TKIP”

7. Key in your “Network Key” which should be same you entered on your Access Point

8. Press “OK” to finish your workstation’s WPA-PSK settings.
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Part 3: 802.1x and WPA

Part 3-1: RADIUS Server Installation

WPA implementation requires RADUIS services running on your network.
We will use RADIUS Server running on Windows 2000 and 802.1x-TLS as an example.

Setting up RADIUS Server:
e Windows 2000 Server with Active Directory configuration.
e The server is set as Domain controller with DHCP/DNS enabled.
e For 802.1x, Windows 2000 requires Service Pack 3 or later.
e For WPA, Windows 2000 requires Service Pack 4 or later.

Step 1: Certificate Authority Installation

1. Logon into your Windows 2000 server as Administrator.
2. Go to Start > Control Panel > Add or Remove Programs.
3. Select “Add or remove Windows Components”.

4. Tick "Certificate Services” and press “Next”.

Windows Components Wizard -

YWindows Components
‘Yo can add or remove components of Windows 2000,

Ta add or remove a component, click the checkbaox, & shaded box means that only
part of the component will be installed. To see what's included in a component, click

Details.

Components:

[ < Cluster Service 25 MB il
[B3 Certificate Services 1.4 MB

27 Indexing Service 0.0MB

W 53 Intermet Infarmatinn Services 115 M 7MR X

Description: Includes Windows Accessories and Utilities for your computer.
Total disk space required: 21 MB Diatails |
Space available on disk: 1186.2 MB

< Back I Mext » I Cancel I

5. Click “Enterprise root CA” press “Next”.



Yindows Components Wizard

Certification Authority Type
There are four types of certification authorities.

Certification Autharity types: D escription:
* Enterprize root CA The most trusted CA in an :l
enterprise. Should be installed
" Enterprise subordinate Cé before any other Ca. Requires

Active Directony,
" Stand-alone root Ca

" Stand-alone subordinate Ca LI

[~ Advanced options

< Back I Mext » I Cancel

6. Put a CA name to identify this Certificate Service and press “Next”.

Windows Components Wizard

CA Identifying Information
Enter information to identify thiz Ch

CA name:

Organization:

Organizational unit:

City:

State or province:

Countyreqgion: I us

E-mail:

CA description:

Valid far: [z [vems | Eweies [12/28/20055.09Ft

< Back Mest » Cancel

7. Specify data storage location, database and recode files and Press “Next”.

8. You will see “Computer processing Internet information service. You need to stop this service to
continue”. Press “Yes” to continue.

9. Press “Complete” to finish the Wizard.



Step 2: Certificate Authority Configuration

1. Go to Start>Program files> System administrative tools>Certificate Authority.

2. Open “Wireless” (the one you added into your system), right-click on the “Policy Setting” and
select “New”.

3. Select “Certificate to Issue”

{& Certification Authority I =10 x|
| action giewH<:=-+|EE|||@ ‘
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@ Certification Authority (Local) EFS Recovery Agent File Recovery
= @ Wireless Basic EFS Encrypting File System
i Revoked Certificates @ Domain Controller Client Authentication, Server Authentic
(] Issued Certificates Web Server Server Authentication
(] Pending Requests Cnmputer Client Authentication, Server Authentic
[:_] Failed Requests Bl user Encrypting File System, Secure Emaill,
R o —
Code Signing, Microsoft Trusk List Signi
Wiew »
Refresh
Export List, ..
Help

4| | 3|

|Add a Certificate Template to the list of Certificate Templates issued by this Certifica { ‘

4. Select two Certificates: "Authenticated Session” and "Smartcard Logon” by holding down Ctrl key.
Press “OK” to continue.

: Select Certificate Template 2| x|

Select a certificate template to izsue certificates

| a

User Signature Only Secure Email, Clier

Smartcard User Secure Email, Clier
i Client Authenticatic

Authentic:

Smartcard Logon Client Authenticatic
Code Signing Code Signing
Trust Ligt Signing Microsoft Trust List
[ﬁ Frmllment &nent i Certificate R F!l‘IIJF;ﬂ x

| 0K I Cancel |

5. Go to Start> Program> System Administrative Tools> Active Directory Users and Computers.
6. Right Click on your Domain and click “Properties”.



3{' Active Directory Users and Computers 3 T ||:|] ﬂ
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ER%:) [ AR itin builtinDamain
- Delegate Contral... Conkainer Default container for upgr...
|¢|| Find... Organizational ...  Default container For new ...
@  Connect to Domain... Container Default container for secu..,
E' | Connect to Domain Controller. .. Container Default container for upgr...
#-|  Operations Masters...
MNew »
All Tasks »
Wiews »
New Window from Here
Refresh
Export Lisk. ..
4 | Properties
Opensp g, | | |

7. Select “Group Policy” tab and tick “default Domain Policy” click on “Properties”.

faet.local Properties A 2 x|

General] Managed By Group Policy |

Current Group Policy Object Links for fast

Group Policy Object Links | No Dverride | Disabled |

iDefault Domain Palicy

Group Policy Objects higher in the list have the highest priority,
Thig list obtained from: fag34.faet.local

New | add. | Edt | g |
Options... I Delete... I Properties | Down I

[~ Block Policy inheritance

[ ok | cence | senb |

8. Select Computer configuration > Security Setting > Public Key Policies
9. Right Click “Automatic Certificate Request Setting”, select “New” then click on “Automatic
Certificate Request”.



10. The Automatic Certificate Request Setup Wizard will guide you through the Automatic Certificate
Request Setup, Click next to continue.
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11. Select "Computer” certificate template and press “Next”.

Automatic Certificate Request Setup Wizard j x|

Certificate Template
The nest time a computer logs on, a certificate based on the template pou select is
provided. =

& certificate template iz a set of predetined properties for certificates issued to
computers, Select a template from the fallowing list,

Certificate templates:

| Intended Purposes

Com |:ru Cliert Authenticati ion, Server Authenticatior
Domain Controller Client suthentication, Server Authenticatior
Erraliment Agent [Computer) Certificate Request Agent

IPSEC 1.3.6.1.55.82.2
] | il

< Back I Mext > I Cancel I

12. Press "Complete” to finish Automatic Certificate Request configuration Wizard.
13. Go to Start > Run type “CMD” press Enter.
14. Under Dos command type “c:\secedit/refreshpolicy machine_policy” and press Enter.



WINNT" System32\cmd.exe

Microsoft Windows 2008 [Uersion 5.080.21951]
CC> Copyright 1985-2000 Microsoft Corp.

C:\>secedit/refreshpolicy machine_policy

Group policy propagation from the domain has been initiated for this computer. I
t may take a few minutes for the propagation to complete and the new policy to t
E\:ke}effect. Please check Application Log for errors, if any.

L%

Step3: Internet Authentication Service (Radius) Configuration
1. Go to Start > Control Panel > Add or remove programs
2. Select “Add or Remove Windows Components”, select "Network Services”

Windows Components Wizard ;

wWindows Components
“You can add or remove components of Windows 2000,

To add or remove a component, click the checkbox, & shaded box means that only
part of the component will be installed. To see what's included in a component, click

Details.

Components:

vl Q:jlnternet Infarmation Services [1S) 21.7 MB ;]
[:] ijanagemenl and Monitoring Tools 5.2 MB il
(] = Message Queuing Services 2E6MB

:: MNetworking Services
1 2= Nther Netwark File and Print S ervices nnmRe L]

Description: Containg a vanety of specialized, network-related services and protocols.
Total disk zspace required: 0.4 MB
Space available on disk: 1169.9 MB

< Back ] MNext » I Cancel I

3. Press “Details... " and select "Internet Authentication Service”



Networking Services i ﬂ

To add or remowve a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metworking Services:

(] EEDM Internet Services Proxy 0.0MB
vl = Domain Name System [DNS) 1.1 MB
.@ Dynamic Host Configuration Protocal [DHCP) 0.0mMe
M Y Intemet Authentication Service 0.0MBE
] g [JoS Admission Control Service DOME —
L] ,‘gl Simple TCPAP Services 0.0MB
(] ™ Site Server ILS Services 1.5MB ;I

Description:  Enables authentication, authorization and accounting of dial-up and VPN
ugers. |AS supports the RADIUS protocol.

Total disk space required: 0.4 MB [etaie
Space available on disk: 11659.3 MEB I

0K Cancel

4. Go to Start > Programs > System Administrative Tools > Internet Authentication Service.
5. Right Click on “Client” and select “New Client”.

=10] x|
| acton vew || &= = | @&[m| ™| 2 |

Tree I Friendly Mame I Address ] Protocol

@3 Internet Authentication Service (Lacal)
-
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@ ,%? Remot  New Client

Mew »

Wiew »
Expork Lisk. ..
Help

< | | i

6. Put a name to represent your Access Point and press “Next”.
7. Key in a share key for this Access Point.
8. Press “Finish” to complete.



Add RADIUS Client

Client Infarmation
Specify information regarding the client.

Client address [IP or DNS]:

|152.153.1.1

Client-Yendor:

“ferify... |

|RADIUS Standard

[T Client must always send the signature attibute in the request

Shared secret:

Confirm shared secret:

Ixxxx

I:num

< Back I Finish I

Cancel I

9. Right click on “Remote Access Policy” and select “New Remote Access Policy”

RI=E
| acion vew || & » | @@ B2 |
Tree' | Mame |0rder I

#- Clients

gremote Access

%3 Internet Authentication Service (Local)

-] Remote Access Logging

Open
Mew Remote Access Policy

Mew

Yiew

Export List...

Help

e_'?::f Allow access if dial-in permission is enabled

1

EExporhs the current list ko a File

10. Type a name for new policy, press “Next”.
11. Select "Day-And-Time-Restrictions” press “Add”.




: Select Attribute

Select the type of attribute to add, and then click the Add button.

Altribute types:
MName Descrption
Called-Station-1d Phone number dialed by user
Calling-Station-1d Phone number from which call originated
Client-Friendly-MName Friendly name for the RADILS client. (1AS anly)
Client-|P-&ddress IP address of RADIUS client. (145 only)
Client-Yendor Manufacturer of BADIUS proxy ar HAS. (145 onl
BETENERN R ool Time penods and days of week during which use
Framed-Protocol The protocol to be used
NAS -l dentifier String identifying the NAS oniginating the request
MNAS-P-Addiess IP address of the NAS onginating the request (|4
MNaS-Port-Type Type of physical port used by the NAS onginatin
Service-Type Tvpe of service user has requested
Tunnel-Type Tunneling protocols to be used
windows-Groups Windows groups that user belongs to
4| | M
Add... Cancel |
12. Tick “Permitted” and select this service operation time.
x

¢ 4 ¢ o]

12-2-4-6-8-10-12- 2+ 4-6-8-10-12

Al Cancel |

G -
Fooein) IIIIII l Permitted
wednesday [ " Deried

Friday

Sunday through Saturday from 12 AM to 12 AM

13. Tick “Grant remote access permission” and click “Next”.




14. Press "Edit Profile”

Settings |

Policy name: ITLS

Specify the conditions to match:

Day-And-Time-Bestictions matches "Sun 00:00-24:00; Mon 00:00-24:00:

Kl | i

pdd. | Remove |  Edt.

— It a user matches the conditions

% Grant remaote access permission

" Deny remote access pemission

Access will be granted with the profile you specify, unless access
iz overidden on a per-user basis.

Edit Prafile. ..

oK Cancel I Apply

15. Select Authentication method: tick "Extensible Authenticatio n Protocol” and select “Smart Card
or other Certification” under Authentication. Press “OK” to complete configuration.
Note: If you need other authentication methods please select them here.



Edit Dial-in Profile 21 x|

Diakin Constraints | IP | Multlink
Authentication | Encryption | Advanced

Check the authentication methods which are allowed for this connection.

v Extenzible Authentication Protocol
Select the EAP type which is acceptable for this policy.

ISmart Card or ather Certificate EI Configure. .. |

™ Microsoft Encrypted Authentication version 2 (MS-CHAP v2)
[T Microsoft Encrypted Authentication [MS-CHAP)

™ Encrypted Authentication [CHAP)
™ Unencrypted Authentication (PAP, SPAP)

Unauthenticated Access

= Allow remote PPP clients to connect without negatiating
any authentication method.

0K Cancel Apply

16. Put this policy to be first (please confirm the policy order).

P Internet Authentication Service =10.x
| action Vew || = Bm| X @B @]+ ¢
Tree | Narme | order |

[ Intemet Authentication Service (Local) T

E|I-_| Climnks '::S MDS
[+ ] Remota Accass Logaing
b E? Remote Access Policies

2




17. Go to Start > Programs > System Administrative tools > Active Directory Users and Computers
18. Right click on the user who needs this service.

181
RETE|

BEIENECAE S R |

49 Active Directory Users and Computers

J@ Console
J Action  Yiew |J A o= | | >

Window  Help

Tree I Users 21 ohjects
g Artive Directory Users | Mame I Type I Description |
EI@ Faet.local € Administrator  User Built-in account for adrmini...

[ Builtin

mCert Publishers

m Domain Admins

!ﬁDomain Camp...
ﬁEDomain Contkr..,

Domain Guests
mDomain Users

€ Enterprise Ad...

!ﬁGroup Palicy ...

Security Group ...

Security Group ...
Security Group ...
Security Group ...,
Security Group ...,
Security Group ...
Security Group ...
Security Group ...

Enkerprise certification an...

|1 Computers !ﬁDHCP Adminis... Security Group ... Members who have admini...

{5 pomain Contral mDHCP Users Security Group ... Members who have view-..,
! [Z0 Foreigre curity mDnsndmlns Securlty Group ... DMS Administrators Group
{23 Users €T DrsUpdatePr...  Security Group ... DNS dlients who are permi,..

Decignated administratars...
All workstations and serve, .,
Al dornain controllers in th...
All dorain guests

Al domain users

Designated administrators. ..
Members in this group can...

ﬁGuest User Built-in account for guest ...
ﬂ IUSR_FaE3 User Built-in account For anony. ..
ﬂ TWAM_FAES4 Liser EBuilt-in account For Tnkern. ..
ﬁkrbtut User Key Distribution Center Se...

RAS and IAS ...
Schema Adrins

ﬂ TsInkernetUser

Security Group ...
Security Group ...

User

Servers in this group can ...
Designated administrators, .,
This user account is used ...

COPY.

Add members ko a group..
Disable Account

Reset Passward...

Move...

Open home page

Send mail

All Tasks 3

Dielete
Rename
Refresh

Properties

Help

19. Select “Dial- in”, tick “Allow Access” in Remote Access Permissions and press “OK” to complete
the configuration.



kent Properties llil

Remote control I Terminal Services Profile
General I Address | Account | Profile I Telephones I Organization
tMermber OF Dial-in | Environment | Sessions

— Remote Accezs Permission [Dial-in or %P

" Allow access
" Deny access

£~ Contral access through Hemote Sceess Policy

I Yerify Caller-D:

— Callback Options
{* Mo Callback

= Set by Caller [Routing and Remote Access Service only)
" Always Callback to: |
I™ | &ssiagn a Static |IP Address I

I Apply Static Foutes

Define routes to enable for this Dial-in Static Boutes .. ]
connection.

| Ok I Cancel I Apply I

Note: If you will be using another authentication method (example: MD5 needs CHAP), please go to
“Authentication” page. TLS can use the default values.

Edit Dial-in Profile f 21 xl

Diakin Constraints | IP | Multiink
Authentication I Ercryption | Advanced

Check the authentication methods which are allowed for this connection.

v Extensible Authentication Protocal

Select the EAP type which iz acceptable for this policy.

ISmart Card or ather Certificate ;I Configure... |

™ Microsoft Encrypted Authentication version 2 (MS-CHAP v2)
[~ Microsoft Encrypted Authentication (MS-CHAP)

[~ Encrypted Authentication (CHAP)
[~ Unencrypted Authentication [PAP, SPAP)

Unauthenticated Access

r Allow remote PPP clients to connect without negatiating
any authentication method.

oK I Cancel ] Apply




Part 3-2: 802.1x TLS Logon

Step 1: Get a CA

1. Connect your computer to the network with RADIUS Server (use wired connection. Otherwise
disable all security settings on your wireless connection).

2. Open you WEB browser (for Example IE). In the address bar type “RADIUS Server IP/certsrv”
(for example “192.168.1.10/certsrv”). Please make sure IIS service of your Windows 2000 server is
turned on.

3. Server will return a message with username/password request. Please type your
username/password (you setup this up in the previous step).

Connect to 192.168.1.10

Connecting to 192,168.1,10

User narne: | € kent ~ ‘ o

Password: | sses |

[C1remember my password

| ok || cancel |

4. Microsoft Certificate Service --- Wireless page will come up. Select "Request a Certificate” and
press “Next.

A Microsoft Certificate Services - Microsoft Internet Explorer

Filo Edit Miow Favorites Tools Help l'F
| A @ L " i S, B

Qo= © (5] [&] B Dsower Jrraones @rene @ 3+ 12

Address | €] hitp:/192.168.1,10/certsr] ~| B30 unks

Microsoft Certificate Sewices - Wireless

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program.
Once you acquire a certificate, you will be able to securely identify yourself to other people over the web, sign

your e-mail messages. encrypt your e-mail messadges, and more depending upon the type of certificate you
request.

Select atask:
O Retrieve the CA cerlificate or certificate revocation list
@ Request a certificate
© Check on a pending certificate

&] Done ® Internet

5. Select "User certificate request” press “Next”.



2l Microsoft Certificate Services - Microsoft Internet Explorer,

File Edit WYew Favorites Tools Help -g'.,t
[ @ . : 5 2 |
e Back - () \ﬂ lﬂ ;\] P ) Search * [ Favorites Q Media {f} =2 ¢ =
Address .g‘] http:/f192.168.1.10]/certsrv/certrqus. asp Vl G0 Links **

Microsoft Certificate Services -- Wireless Home

Choose Request Type

Please select the type of request you would like to make:

® User certificate request:

O Advanced request

& Done ® Internet

6. User Certificate — Identifying Information, press “Submit”.
7. CA warning message will pop up, press "Yes”.

Potential Scripting Violation

This Web site is requesting a new certificate on yvour behalf, You should allow only
. trusted Web sites ko request a certificate for yvou,
Do you want ko request a certificate now?

-

Yes Mo

8. Click “Install this certificate”



23 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit View Favorites Tools Help :'l'.v'
S - . = : . M :
. \ : O s " ; . W
@ Back > \ﬂ @ { A - Search 72 Favorites G“ Media E R~ &g =
Address | @] hetp:/f192,168.1.10/certsrv/certfrsh. asp v|BYco ks >

Microsoft Certificate Se s - Wireless

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

&] Done @ Internet

9. Confirm adding this CA, press “Yes”.

Root Certificate Store

'2 Do vou want to ADD the Following certificate to the Root Store?
LJ

Subject : Wireless, US

Issuer : Self Issued

Time Yalidity : Monday, December 29, 2003 through Thursday, December 29, 2005
Serial Murnber ; 47AED71F FD477EBD 40FAADODE B46EAF3D

Thumbprint {shal) : C9921D092 D32C4481 S552D90EC S4BDEGSY 8D786E10
Thumbprint {mdS) : 71723801 EDAZ2805 6FF11762 614DE7SS

Yes ] Mo |

10. Certificate Installed.

Step 2: Access Point Configuration
1. Log into the Access Point using your WEB Browser. Open Access Point Security configuration
page.
2. Select “802.1x”
e 3. Fill in the configuration fields on this page:
Lifetime: How frequently the Key is changed
Length: Encryption Length
IP: RADIUS Server IP
Port: Service Port (Standard RADIUS port 1812)
Shared Secret : Share key on RADIUS server (the one you set up for this AP)
Note: If you have a Backup Server please setup RADIUS server 2 as well.



D-Link

Bufilding Networks for People

—AmrPlus

EME
High-Speed 2.4GHz Wireless Access Point

DWL-2000AP . — =
! BT Advanced PTYE Status Help
‘ : g1 x
- & Enabled ¢ Disabled
Encryption Key Length @ B4 bits © 128 bits
f Lifetirne ISD Minutes vi
" Performance
RADIUS Server 1 P I‘I 92.168.010
W Port |1 gz
— Shared Secret  [*
802.1% RADIUS Server 2 P |lJ.D.I].U
= (Optional) Port ID—
Shared Secret I
Apply Cancel Help

Step 3: 802.1x Connection

1. We will use Windows XP Wireless Utility as an example.
2. Right click on “My Network Places” on your desktop and select “Properties” (or go to Start >

Control Panel > Network).

3. Select your Wireless LAN Card, right-click and select “Properties”.

4. Click “Wireless Network”.

5. Select the Access Point which you are going to connect to and click “Configure”




-4 Wireless Network Connection 2 Properties E|E|

L@E’E@u wireless Networks | Advanced |

Use Windows to configure my wireless network settings

Available netwiorks:
To connect to an available network, click Configure,

1 GST-AP ~ l Configure

1 C-test

i faet v

Freferred netwarks:

Automatically connect to available networks in the arder listed
below:

T"‘||_‘|‘-,-'-—_‘ |_3|_.-i.‘._|5'\

[ Add... ][ Remove ][ Froperties ]

Learn about setting up wireless network
configuration.

I oK ][ Cancel ]

6. Select "OPEN System” under Network Authentication. Select WEP encryption. Tick “The

key is provided for me automatically”.

Association | Authentication |

Metwaork name [SSID): ‘ faet |
Wireless network key

This network requires a key for the following:

Metwork Authentication: | Open v |

Data encryption: | v ‘
L |
Lonirm nebwork, key ‘ ‘

The key is provided for me automatically

uter [ad hoc) network: wireless

a computer-to

pomits are not L

[ Ok ][ Cancel J




7. Select “Authentication” page. Tick “Enabled IEEE 802.1xAuthentication for this Network”, Under
EAP Type select "Smart Card or other certificate”. Press “OK”.

faet properties E‘

ﬁ_ﬂ;ssoc:iaticun] Authentication |

Select thiz option to provide authenticated network, access for
wireless Ethernet networks.

Enable IEEE 2802.1x authentication for this network,

EAP type: !_Smart Card or other Certificate v |

Froperties

Authenticate as computer when computer infarmation is available

[] Authenticate as guest when user or computer information is
unavailable

[ oK ] [ Cancel ]

8. When your workstation will be connecting to the AP you will see the Authentication process
window. Click on it and you will see a pop up window as below. (If there is more than one CA on

your system you will see a CA selection screen first).

Validate Server Certificate

The Root Certification Authority for the server's certificate is:

Wireless
If this is the correct certificate, click OK to connect and you will not see this

message again. Click CANCEL to drop connection,

r'v'iew Server Certificate ]

I oK l[ Cancel ]

Note: Newer versions of Windows can handle it automatically; you may not see the last step.



Part 3-3: WPA Logon
Step 1: Request CA
Please see to the steps for setting up 802.1x to request CA

Step 2: AP Configuration
1. Log into your Access Point using your WEB Browser (e.g. Internet Explorer). Open security web

page on your Access Point.
2. Select WPA on this page, press “Apply”.

D-Link

Building Networks for People

f‘Air,Pﬁ IL}E% —

High-Speed 2.4GHz Wireless Access Point

DWL-2000AP

.
il

0T Advanced  Tools Status Help
AP Name : [DWL-2000AP
Wizard SSID : [faet

Channel : IB 'I

Authentication : € Open System ¢ Shared Key & wWPA © WPA-PSK

Apply Cancel Help

DHCP

l

3. Go 802.1x Configuration page

3. Fill in the configuration fields on this page:

Lifetime: How frequently the Key is changed

Length: Encryption Length

IP: RADIUS Server IP

Port: Service Port (Standard RADIUS port 1812)

Shared Secret : Share key on RADIUS server (the one you set up for this AP)
Note: If you have a Backup Server please setup RADIUS server 2 as well.



DWL-2000AP

-AirPlus
XorenmE,

High-Speed 2.4GHz Wireless Access Point

Help

Mode

Performance

Filters

Al

802.1X

Step 3: Connection as WPA
1. We will use Windows XP Wire

2. Right click on “My Network Places” on your desktop and select “Properties” (or go to Start >

Control Panel > Network).

[ Home VYTV ER Tools Status
802.1X
@ Enabled ¢ Disabled
Encryption Key Length @ B4 hits T 128 bits
Lifetime [30 Minutes =]
RADIUS Server1 1P [fez16s010
Port [W
Shared Secrat |“°’°“‘"
RADIUS Server2 [P oo
{Optional) Port IU_

Shared Secret

|
9 90

Apply Cancel Help

less Utility as an example.

3. Select your Wireless LAN Card, right-click and select “Properties”.

4. Click “Wireless Network”.
5. Select the Access Point which

- Wireless Network Connection 2 Properties

you are going to connect to and click “Configure”

?X

! General_J Wif6|E-'$$ Metwork s i Advanced}

Use Windows to configure my wirsless

Axailable networks:

To connect ta an available netwark, click Canfigure.

network settings

i GST-AP
L1 C-test
i faet

| Configure
»

Preferred netwaorks:

below:

Autornatically connect ta available netwarks in the order listed

MOYE QO

Add... ][ Remaove ]l Pr

l

operties I

Leamn about etting up wireless netwark

1]6 ][ Cancel ]




6. Select “WPA” under Network Connection, and use “TKIP” for Data Encryption.

Wireless network properties @@

Association | Authertication

Metwork name [S510): IE ]

Wireless network. key

This network requires a key for the following:

MNetwork Authentication: [WF’A W ’

Data encryption: | TKIP = [

Ihe key iz provided for me automatically

[] This is & computerta-computer (ad hoc) network,; wireless
access points are not used

[ 0K ][ Cancel ]

7. Select EAP type "Smart Card or other Certificate”, Press “OK” to complete the setup.

Wireless network properties @@

‘ Association ‘m::atbn {

Enable |EEE 802.1% authentication for this netwark

=Rl S mait Card or other Certificate

Authenticate as computer when computer information is available

[] Authenticate as guest when user or computer information is
unavailable

[ Ok ] [ Cancel ]




8. When your workstation will be connecting to the AP you will see the Authentication process
window. Click on it and you will see a pop up window as below. (If there is more than one CA on
your system you will see a CA selection screen first).

Note: Newer versions of Windows can handle it automatically; you may not see the last step.

Validate Server Certificate

| The Root Certification Authority for the server's certificate is:

Wireless
If this is the correct certificate, click OK to connect and you will not see this
message again. Click CANCEL to drop connection,

r'v'iew Server Certificate ]

oK I[ Cancel ]

~ End of Document ~



