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Chapter  1. Introduction 

D-Link W ireles s  Contro ller (DW C), DW C-1000, is  a fu ll-featu red  wireles s  LAN 

contro ller desig ning  fo r s mall network env ironment . The cen t ralized  con tro l funct ion  

con tains various access poin t  management functions, s uch as  fast -roaming , in ter-s ubnet  

roaming , au tomat ic channel and  power ad jus tment , s elf -healing  etc. The advanced  

wireles s  s ecurity  fu nct ion , includ ing  rouge AP detect ion , cap t ive portal, wireles s  

in t rus ion  detect ion  s ys tem (W IDS), o ffers  a s t rong  wireles s  network pro tect ion  

avo id ing  at tacks  from hackers . After licens e upgrade op t imal network s ecurity  is  

p rov ided  v ia featu res  s uch  as  v ir tual p rivate network (VPN) tunnels , IP Security  

(IPs ec), Po in t -to -Poin t Tunneling Pro tocol (PPTP), Layer 2 Tunneling  Pro tocol (L2TP), 

and  Secure Sockets  Layer (SSL). Empower your road  warrio rs  with  clien t les s  remote 

acces s  anywhere and  any t ime us ing  SSL VP N tunnels . 

 

There are two  types  o f licens es  availab le to  act ivate increas ed  funct ionality  fo r the 

DW C.  Thes e licens es  are no t  act ivated  by  defau lt .   

 

1. VPN l icens e  upgrade enables the fo llowing  features: ISP Connect ion  types  

(PPPoE, PPTP, L2TP, NAT/Trans paren t  mode ), Opt ion2/DMZ port , IP 

A lias ing , Dynamic Rout ing  (RIP), VPN (PPTP clien t /s erver,  L2TP clien t  

/ s erver , SSLVPN, OpenVPN) , In tel AMT, Dynamic DNS, W ebs ite Filter, 

Applicat ion  Rules , Firewall Rules , UPNP, IGMP proxy , and  ALG/SMTP -

ALG 

2. AP l icens e  upgrades  the n umber o f APs  con tro ller can  manage. You  can  

upgrade up to  3 AP licens es . By  defau lt  DW C-1000 can  manage up to  6 

AP's . You  increas e the number by  6 upon  each  AP licens e.  
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1.1 About this User Manual 

This  document is  a h igh  level manual to  allow new D-Link W ireles s  Contro ller us ers  

to  configure connectiv ity , W LAN configuration, s etup VPN tunnels, es tablis h firewall 

ru les  and  AP management  and  perform general admin is t rat ive tas ks .  Typical 

dep loyment  and use case s cenarios  are des cribed  in  each  s ect ion .  For more detailed  

s etup  ins t ruct ions  and  exp lanat ions  o f each  configurat ion  parameter, refer to  the 

on line help  that  can  be acces s ed  from each  page in  the con tro ller GUI. 

 

 For th is  us er manual all s creens ho ts  are taken  with  an  act ivated  VPN 

licens e which  enab les  VPN /  Firewall featu res .   
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1.2 Typographical Conventions 

The fo llowing  is  a lis t  o f the various terms , fo llowed  by  an  example o f how that  term 

is  repres en ted  in  th is  document : 

 Product  Name: D-Link W ireles s  Contro ller  

o  Model number: DW C-1000 

 GUI Menu Path /GUI Navigat ion  –  Monitoring > Controller  Status  

 Importan t  no te –   
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Chapter  2. Configuring Your Network  

 

To enab le management  acces s  fo r the b rows er bas ed  web  GUI acces s   o r SNMP 

manager, you  mus t  connect the  contro ller to  the network. The default  IP address/subnet  

mas k of the con tro ller management  in terface is  192 .168 .10 .1  /  255 .255 .255 .0  and  

DHCP s erver on  the LAN is  d is ab led by  default  on the contro ller. You  mus t  connect the 

con tro ller to  a 192 .168 .10 .0  network. 

After you  configure network in format ion, s uch as  the IP address and  s ubnet  mas k, and  

the con troller is  physically  and  log ically  co nnected  to the network, you can  manage and 

monito r the con tro ller remotely  th rough  W eb brows er, o r an  SNMP -bas ed  network 

management  s ystem.Once the in it ial s etup is  complete, the DW C-1000 can  be managed  

th rough  wired  in terface connected  to  con tro ller.  

 Acces s  the contro ller‟s  GUI for management  by  us ing  any  web  brows er, 

s uch  as  Micros oft  In ternet  Explorer o r Mozilla Firefox. 

 

Go  to  http:/ /192 .168 .1 0 .1  (defau lt  IP addres s ) to  d is p lay  the con tro ller‟s  

management  log in  s creen . 

Defau lt  log in  creden t ials  fo r the management  GUI: 

 Us ername: admin 

 Pas s word : admin 

 If the con tro ller‟s LAN IP address was  changed, us e that  IP addres s  in  the 

nav igat ion  bar o f the b rows er to  acces s  the con tro ller‟s  management  UI . 

2.1 LAN Configuration 

Setup > Network Settings > LAN Setup Configuration 

By defau lt , in  the con tro ller the Dynamic Hos t  Configurat ion  Pro toco l (DHCP) mode 

is  s et  to  “None”. The DHCP mode can  be s et  as  a DHCP s erver o r DHCP relay . W hen  

DHCP mode is  s et  as  DHCP s erver, the con tro ller fun t ions  as  a DHCP s erver fo r 

as s ig n ing  IP addres s  leas es  to  hos ts  on  the W LAN or LAN. W ith  DHCP, PCs  and  
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o ther LAN dev ices  can  be as s igned  IP addres s es , the defau lt  gateway , as  well as  

addres ses fo r DNS s ervers , W indows  In ternet Name Serv ice (W INS) s ervers . The PCs  

in  the LAN are as s igned  IP addres s es  from a poo l o f addres s es  s pecified  in  th is  

p rocedure. Each  pool addres s  is  tes ted  before it  is  as s igned  to  avo id  dup licate 

addres s es  on  the LAN. 

For mos t  app licat ions the default  DHCP and  TCP/IP s et t ings  are s at is facto ry .  If you  

want  ano ther PC on  your network to  be the DHCP s erver o r if you  are manually  

configuring  the network s et t ings  o f all o f your PCs , s et  the DHCP mode to  „none‟ . 

DHCP relay  can  be us ed  to  fo rward  DHCP leas e in format ion  from another LAN 

device that  is  the network‟s  DHCP s erver;  th is  is  part icu larly  us efu l fo r wireles s  

clien ts .  

Ins tead  of us ing  a DNS s erver,  you  can  us e a W indows  In ternet  Naming  Serv ice 

(W INS) s erver. A  W INS s erver is  the equ ivalen t  o f a DNS s erver bu t  us es  the 

NetBIOS pro toco l to  reso lve hostnames. The con tro ller includes  the W INS s erver IP 

addres s  in  the DHCP configurat ion  when  acknowledgin g  a DHCP reques t  from a 

DHCP clien t . 

You  can  als o  enable DNS proxy  fo r the LAN. W hen  th is is  enabled  the controller then 

as  a p roxy  fo r all DNS reques ts and communicates with  the ISP‟s  DNS s ervers . W hen  

dis ab led  all DHCP clien ts  receive the DNS IP addres s e s  o f the ISP.  

To  configure LAN Connect iv ity , p leas e fo llow the s teps  below:  

1. In the LAN Setup page, enter the following information for your controller: 

IP addres s : (facto ry  defau lt : 192.168.10.1). 

 If you  change the IP addres s  and  click Save Set t ings ,  the GUI will no t  

res pond. Open a new connection to  the new IP addres s and log  in  again . Be 

s ure the LAN hos t  (the machine used to  manage the con troller) has  obtained 

IP addres s  from newly  as s igned  pool (o r has  a s tat ic IP addres s  in  the 

con tro ller‟s  LAN s ubnet ) before acces s ing  the con tro ller v ia changed  IP 

addres s . 

S ubnet mas k : (facto ry  defau lt : 255.255.255.0).  

2. In the DHCP section, select the DHCP mode: 

None: the con tro ller‟s  DHCP s erver is  d is ab led  fo r the LAN  
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DHCP S erver . W ith  th is  op t ion  the con tro ller as s igns  an  IP addres s  with in  the 

s pecified  range p lus  add it ional s pecified  in format ion  to  any  LAN dev ice  that  

reques ts  DHCP s erved  addres s es . 

If DHCP is  being  enab led , en ter the fo llowing  DHCP s erver parameters :  

DHCP Relay: W ith  th is  op t ion  enab led , DHCP clien ts  on  the LAN can  receive IP 

addres s leas es  and  corres ponding  in format ion  from a DHCP s erver on  a d ifferen t  

s ubnet . Specify  the Relay  Gateway , and when  LAN clien ts  make a DHCP reques t  it  

will be pas s ed  along  to  the s erver acces s ib le v ia the Relay  Gateway  I P addres s .  

S tarting  and Ending  IP Addres s es : En ter the firs t  and  last  contin uous addresses in  

the IP addres s  poo l. Any  new DHCP clien t  jo in ing  the LAN is  as s igned  an  IP 

addres s in  th is  range. The defau lt  s tart ing  addres s  is  192.168.10.100. The defau lt  

end ing  address is  192.168.10.254. Thes e addresses s hould  be in  the s ame IP address 

s ubnet  as the contro ller‟s LAN IP address.  You  may  wis h  to  s ave part  o f the s ubnet  

range fo r dev ices  with  s tat ically  as s igned  IP addres s es  in  the LAN .  

Default Gateway (Optional): Enter the IP addres s  o f the con tro ller which  you  

want  to  make it  as  a defau lt  o ther than  DW C-1000 

Primary and S econdary DNS  s ervers : If configured  domain  name s ys tem (DNS) 

s ervers  are availab le on  the LAN en ter the ir IP addres s es  here.   

Domain Name : En ter domain  name   

WINS  S erver (optional): En ter the IP addres s fo r the W INS s erver o r, if p res en t in  

your network, the W indows  NetBios  s erver.  

Leas e Time : En ter the t ime, in  hours , fo r which  IP addres ses  are leas ed  to  clien ts .  

Enable DNS  Proxy: To  enab le t he contro ller to  act  as a p roxy  fo r all DNS requests  

and  communicate with  the ISP‟s  DNS s ervers , click the checkbox.  

Relay Gateway: En ter the gateway  addres s . Th is  is  the on ly  configurat ion  

parameter requ ired  in  th is  s ection when  DHCP Relay  is  s elected  as  it s  DHCP mode  

3. Click Save Settings to apply all changes . 
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Figure  1: Se tup page  for LAN TCP/IP s e ttings  (DHCP s e rve r) 
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Figure  2: Se tup page  for LAN TCP/IP s e ttings  (DHCP Re lay)  

 

W hen DHCP relay  is  eanab le d , DHCP clien ts  on  the LAN can  receive IP addres s  

leas es  and  corres ponding  in format ion  from a DHCP s erver on  a d ifferen t  s ubnet . 

Specify  the Relay  Gateway , and  when  LAN clien ts  make a DHCP reques t  it  will be 

pas s ed  along  to  the s erver acces s ib le v ia the Re lay  Gateway  IP addres s .  

 

2.1.1 LAN DHCP Reserved IPs 

Setup > Network Settings > LAN DHCP Reserved IPs  

The con tro ller DHCP s erver can  as s ign  TCP/IP configurat ions  to  computers  in  the 

LAN explicit ly  by  add ing  clien t 's  network in terface hardware addres s  and  the IP  

addres s  to  be as s igned  to  that  clien t  in  DHCP s erver's  databas e. W henever DHCP 

s erver receives a request from clien t , hardware address o f that clien t  is  compared with  

the hardware address lis t  p resen t in  the database, if an  IP addres s is  already  as s igned  

to  that  computer o r dev ice in  the databas e , the cus tomized  IP addres s  is  configured  

o therwis e an  IP address is  ass igned  to  the clien t  au tomat ically  from the DHCP pool.  



Wireless Controller  User Manual 

22  

 

IP Addres s es : The LAN IP addres s  o f a hos t  that  is  res erved  by  the DHCP s erver.  

MAC Addres s es : The MAC addres s  that  will be as s igned  the res erved  IP addres s  

when  it  is  on  the LAN.  

The act ions  that  can  be taken  on  lis t  o f res erved  IP addres s es  are:  

S elect: Selects  all the res erved  IP addres s es  in  the lis t .  

Edit: Opens  the LAN DHCP Res erved  IP Configurat ion  page to  ed it  the s elected  

b ind ing  ru le. 

Delete : Deletes  the s elected  IP addres s  res ervat ion(s )  

Add: Opens  the LAN DHCP Res erved  IP Configurat ion  page to  add  a new b ind ing  

ru le.  

 

Figure  3: LAN DHCP Re s e rve d IPs   

 

. 

2.1.2 LAN DHCP Leased Clients 

Setup > Network Settings > LAN DHCP Leased Clients 

This  page p rov ides  the lis t  o f clien ts  connect  to  LAN DHCP s erver.  
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Figure  4: LAN DHCP Le as e d Clie nts  

 

 

IP Addres s es : The LAN IP addres s  o f a hos t  that  matches  the res erved  IP lis t .  

MAC Addres s es : The MAC address o f a LAN hos t  that has a configured  IP addres s  

res ervat ion . 

 

2.1.3 LAN Configuration in an IPv6 Network 

Advanced > IPv6 > IPv6 LAN > IPv6 LAN Config 

In  IPv6 mode, the LAN DHCP s erver is  enab led  by  defau lt  (s imilar to  IPv4 mode). 

The DHCPv6 s erver will s erve IPv6 address es  from configured  addres s  poo ls  with  

the IPv6 Prefix Length  as s igned  to  the LAN.  

 IPv4 /  IPv6 mode mus t  be enab led  in  the Advanced > IPv6 > Routing  

mode  to  enab le IPv6 configurat ion  op t ions .  

LAN IP Address Setup 

The defau lt  IPv6 LAN address fo r the rou ter is  fec0::1 . You  can  change th is  128 b it  

IPv6 addres s based on  your network requ irements . The o ther field  that  defines  the 

LAN s et t ings  fo r the rou ter is  the p refix leng th . The IP v6 network (s ubnet ) is  

iden t ified  by  the in it ial b it s  o f the addres s  called  the p refix. By  defau lt  th is  is  64  

b it s  long . A ll hos ts in  the network have common in it ial b it s  fo r their IPv6 addres s ;  

the number o f common in it ial b it s  in  the network‟s  addres s es  is  s et  by  the p refix 

leng th  field . 
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Figure  5: IPv6 LAN and DHCPv6 configurat io n 

 

 

 If you  change the IP addres s  and  click Save Set t ings , the GUI will no t  

res pond. Open a new connection to  the new IP addres s and log  in  again . Be 

s ure  the LAN hos t  (the machine used to  manage the rou ter) has ob tained  IP 

addres s from newly  as s igned pool (o r has a s tatic IP address in  the rou ter‟s  

LAN s ubnet ) before acces s ing  the rou ter v ia changed  IP addres s .  
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DHCP v6 

As  with  an  IPv4 LAN network, the rou t er has  a DHCPv6 s erver. If enab led , the 

rou ter as s igns  an  IP addres s  with in  the s pecified  range p lus  add it ional s pecified  

in format ion  to  any  LAN PC that  reques ts  DHCP s erved  addres s es .  

The fo llowing  s et t ings  are us ed  to  configure the DHCPv6 s erver:  

DHCP S tatus : Th is  allow to  Enable/Dis ab le DHCPv6 s erver.  

DHCP Mode : The IPv6 DHCP s erver is  either s tateles s  o r s tatefu l. If s tateles s  is  

s elected  an  external IPv6 DHCP s erver is  no t  requ ired  as  the IPv6 LAN hos ts  are 

au to -configured by  th is contro ller. In  th is  case the contro ller advert isement  daemon 

(RADVD) mus t  be configured  on  th is  dev ice and  ICMPv6 con tro ller d is covery  

mes s ages  are us ed  by  the hos t  fo r au to -configurat ion . There are no  managed  

addres s es  to  s erve the LAN nodes . If s tatefu l is  s elected  the IPv6  LAN hos t  will 

rely  on  an  external DHCPv6 s erver to  p rov ide requ ired  configurat ion  s et t ings  

The Domain Name  o f the DHCPv6 s erver is  an  op t ional s et t ing  

S erver Preference : To  ind icate the p reference level o f th is  DHCP s erver. DHCP 

advert is e mes s ages  with  the h ighes t  s erver p reference value to  a LAN hos t  are 

p referred  over o ther DHCP s erver advert is e mes s ages . The defau lt  is  255.  

DNS  s erver: The details  can be manually  en tered here (p rimary /secondary op t ions . 

An  alternat ive is  to  allow the LAN DHCP clien t  to  receive the DNS s erver details  

from the ISP d irect ly . By  s elect ing  Us e DNS proxy , th is  rou ter acts  as  a p roxy  fo r 

all DNS reques ts  and  communicates  with  the ISP‟s  DNS s ervers  (a Option  

configurat ion  parameter).  

Primary and S econdary DNS  s ervers : If there are configured  domain  name s ystem 

(DNS) s ervers  availab le on  the LAN en ter the IP addres s es  here.  

Leas e/Rebind time : It  s ets the duration o f the DHCPv6 leas e from th is  rou ter to  the 

LAN clien t . 

IPv6 Address Pools 

This  featu re allows  you  to  define the IPv6 delegat ion  p refix fo r a range o f IP 

addres ses to  be s erved  by the gateway‟s  DHCPv6 s erver. Us ing  a delegat ion  p refix 

you  can  au tomate the p rocess o f in forming  o ther networking  equipment  on  the LAN 

of DHCP in format ion  s pecific fo r the as s igned  p refix. 
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Prefix Delegation 

The fo llowing  s et t ings  are us ed  to  configure the Prefix Delegat ion :  

Prefix Delegation : Select  th is  op tion to  enab le p refix delegat ion in  DHCPv6 s erver. 

Th is  op t ion can  be s elected on ly  in  Stateless Addres s  Auto  Configurat ion  mode o f 

DHCPv6 s erver. 

Prefix Addres s : IPv6 prefix addres s  in  the DHCPv6 s erver p refix poo l  

Prefix Length: Length  p refix addres s  

2.1.4 DHCPv6 Leased Clients 

Advanced > IPv6 > IPv6 LAN > DHCPv6 Leased Clients  

This  page p rov ides  the  lis t  o f DHCPv6 clien ts  connected  to  t he LAN DHCPv6 

Server and  to  whom DHCPv6 Server has  g iven  leas es .   

 

Figure  6: DHCPv6 Le as e d Clie nts  

 

 

IP Addres s es : Th is  is  the DHCP s erver IP addres s . 

DUID: Each  DHCP clien t  and  s erver has  a DUID. DHCP s ervers  us e DUIDs  to  

iden t ify  clien ts fo r the s elect ion  o f configurat ion  parameters  and  in  the as s ociat ion  
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o f IAs  with  clien ts . DHCP clien ts  us e DUIDs  to  iden t ify  a s erver in  mes s ages  where 

a s erver needs  to  be iden t ified .  

IAID:An iden t ifier fo r an  IA , chos en  by  the clien t . Each  IA  h as  an  IAID, which  is  

chos en to  be unique among all IAIDs  fo r IAs  belonging to  that clien t . : Th is  is  Dhcp  

s erver IP addres s . 

2.1.5 Configuring IPv6 Router Advertisements 

Router Advertis ements are analogous to IPv4 DHCP as s ignments fo r LAN clien ts , in  

that  the rou ter will as s ign  an  IP addres s  and  s upport ing  network in format ion  to  

dev ices  that are configured to  accept  s uch details. Router Advert isement  is  requ ired  

in  an  IPv6 network is  requ ired  fo r s tateless au to  configurat ion  o f the IPv6 LAN. By  

configuring  the Rou ter Advert is ement  Daemon on  th is  rou ter, the DW C-1000 will 

lis ten  on  the LAN for rou ter s o licitat ions  and  res pond  to  thes e LAN hos ts  with  

rou ter adv is ements .  

RADVD 

Advanced > IPv6 > IPv6 LAN > Router Advertisement  

To s upport  s tateless IPv6 au to  configuration on  the LAN, s et  the RADVD s tatus  to  

Enable. The fo llowing  s et t ings  are us ed  to  configure RADVD:  

RADVD S tatus : You  can  enab le the RADVD proces s  here to  allow s tateles s  

au to  configurat ion  o f the IPv6 LAN network.  

Advertis e Mode : Select  Uns o licited  Mult ica s t  to  s end  rou ter advert is ements  

(RA‟s ) to  all in terfaces  in  the mult icas t  g roup . To  res t rict  RA‟s  to  well known 

IPv6 addres ses on  the LAN, and  thereby  reduce overall network t raffic, s elect  

Unicas t  on ly .  

Advertis e Interval : W hen  advertis ements are unso licited  mult icast packets, th is 

in terval s ets the maximum t ime between  advert isements from the in terface. The 

actual durat ion  between  advertisements is  a random value between  one th ird  o f 

th is  field  and  th is  field . The defau lt  is  30 s econds .  

RA Flags : The ro uter advert is ements  (RA‟s ) can  be s en t  with  one o r bo th  o f 

thes e flags . Chos e Managed  to  us e the admin is tered  / s tatefu l p ro toco l fo r 

addres s  au to  configurat ion . If the Other flag  is  s elected  the hos t  us es  

admin is tered /s tatefu l p ro toco l fo r non -addres s  au to  configurat ion . 
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Router Preference : th is low/medium/h igh parameter determines the p reference 

as s ociated  with  the RADVD proces s  o f the rou ter. Th is  is  us efu l if there are 

o ther RADVD enab led  devices on  the LAN as  it  helps  avo id  conflicts  fo r IPv6 

clien ts . 

MTU: The rou ter advertis ement  will s et  th is  maximum t rans mis sion un it  (MTU) 

value fo r all nodes  in  the LAN that  are au toconfigured by  the rou ter. The defau lt 

is  1500. 

Router Lifetime : Th is  value is  p res en t in  RA‟s  and  ind icates  the us efu lnes s  o f 

th is  rou ter as  a defau lt  rou ter fo r the in terface. The defau lt  is  3600 s econds . 

Upon  exp irat ion  o f th is  value, a new RADVD exchange mus t  take p lace between 

the hos t  and  th is  rou ter.  
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Figure  7: Configuring the  Route r Adve rtis e me nt Dae mon 

 

Advertisement Prefixes 

Advanced > IPv6 > IPv6 LAN > Advertisement Prefixes 

The rou ter advert isements configured with  advert is ement  p refixes  allow th is  rou ter 

to  in form hos ts  how to  perform s tateles s  addres s  au to  configurat ion . Router 

advert is ements con tain  a lis t  o f s ubnet  p refixes  that  allow the rou ter to  determine 

neighbors  and  whether the hos t  is  on  the s ame link as  the rou ter.  

The fo llowing  prefix op t ions  are availab le fo r the rou ter advert is ements :  

IPv6  Prefix Type : To  ens ure hos ts  s upport  IPv6 to  IPv4 tu nnel s elect  the 6to4 

prefix type. Select ing  Global/Local/ ISATAP will allow the nodes  to  s upport  all 

o ther IPv6 rou t ing  op t ions  

S LA ID: The SLA ID (Site -Level Aggregat ion  Iden t ifier) is  availab le when  6to4 

Prefixes  are s elected . Th is s hould  be the in terface  ID of the rou ter‟s  LAN in terface 

us ed  fo r rou ter advert is ements .  
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IPv6  Prefix: W hen  using Global/Local/ ISATAP prefixes , th is field  is  us ed to  define 

the IPv6 network advert is ed  by  th is  rou ter.  

IPv6  Prefix Length : Th is  value ind icates the number con tiguous , h igher o rder b it s  

o f the IPv6 address that define up  the network port ion o f the address. Typically  th is  

is  64.  

Prefix Lifetime : Th is  defines the duration (in  s econds ) that  the reques t ing  node is  

allowed  to  us e the advertised p refix. It  is  analogous  to  D HCP leas e t ime in  an  IPv4 

network. 

Figure  8: IPv6 Adve rtis e me nt Pre fix s e ttings  

 

 

2.2 LAN QoS  

2.2.1 Port Queue Scheduling 

Setup > LAN QoS > Port Queue Scheduling 

This  page allows  tos elect  the queueing  s cheduling  algorithm.  

Queueing  s chedul ing  algorithm:  The s cheduling algorithm for the LAN contro ller 

can  be configured  here. The s upported  algorithms  are s t rict  and  weigh ted  round  
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rob in  on ly . The dev ice will be p rogrammed to  handle the t raffic  us ing  the algorithm 

configured  here  

Figure  9: Port Que ue  Sche duling  

 

 

2.2.2 Port Queue Status 

Setup > LAN QoS > Port Queue Status 

This  page s hows  the curren t  queue management  algorithm that  is  us ed  in  the LAN 

contro ller 

Queueing  Management algori thm:  Dis p lay  the curren t  queue manage ment  

algorithm that  is  us ed  in  the LAN contro ller 
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Figure  10: Port Que ue  Status  

 

 

2.2.3 Option QoS Configuration 

Setup > LAN QoS > Option QoS Configuration 

This  page allows  configuring  the Opt ion  QoS and  defin ing  the bandwid th  fo r Opt io n  

in tefaces .  
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Figure  11: Option QoS Configuratio n 

 

 

Option QoS : To enab le Bandwid th  management  s elect  the check box and  click 

Apply . 

Option Configuration : Define the ups tream.downs tream for bandwid th  fo r Opt ion1 

and  Opt ion  2 in te rfaces . 

Bandwidth Profi le : Click Add  to  define bandwid th  p rofile  

 

Bandwidth Management  

Profi le Name: Allows  defin ing  a p rofile name . 

Priori ty: Select  the p rio rity  o f p rofile . 

Maximum Bandwidth :Prov ide the maximum allowed  bandwid th  o f the p rofile  

Minimum Bandwidth: Prov ide the min imum allowed  bandwid th  o f the p rofile  

Option Interface : Select  the in terface Opt ion1/Opt ion2 
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Figure  12: B andwidt h Profile  Configurat io n 

 

 

2.2.4 Traffic Selector Configuration 

Setup > LAN QoS > Traffic Selector Configuration 

After you  create a bandwid th  p rofile, you  can  as s ociate it  with  a t raffic flow .  
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Figure  13: Traffi c Se le ctor Configurat io n 

 

 

Avai lable Profi les :Select  one o f the p rev ious ly  configured  bandwid th  p rofiles  to  

as s ociate  th is  t raffic s electo r.  

S ervice : Select  one o f the s erv ices  from the availab le s erv ices .  

Traffic S elector Match Type :Choos e the method  fo riden t ify ing  the hos t  that  is  

con t ro lled  by  th is  t raffic Selecto r: IP Addres s , MAC Addres s , Port  Name, VLAN 

Name, DSCP value o r BSSID. 

IP Addres s : En ter IP Addres s  o f LAN hos t , if you  chos e IP as  the Match  Type.  

MAC Addres s : En ter a valid  MAC Address, if you  chose MAC Address as  the Match  

Type. 

Port Name : Select  the LAN port  number, if you  chose Port  Name as  the Match  Type . 

Avai lable VLANs : Select  a VLAN, if you  chos e VLAN Name as  the Match  Type.  

DS CP value : En ter a valid  DSCP value between  0 and  63, if choos e DSCP as  the 

Match  Type. 
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2.2.5 LAN QoS Configuration 

Setup > LAN QoS > LAN QoS Configuration 

Enabling  QoS on  LAN is  an  adv anced  configurat ion , which  is  requ ired  on ly  if you  

expect  congestion on  the t raffic on  the LAN ports . Th is page allows  you to  enab le the 

configurat ion  and  configure each  port ‟s  to  t rus t  a  CoS or DSCP values  in  the                  

packet .  

Figure  14: LAN QoS Configuratio n 

 

LAN Port: This  lis f ou t  the availab le LAN ports   

Clas s i fy Us ing: This  p rov ide the lis t  o f QoS s erv ices  availab le on  the port  

 

2.2.6 801.p Configuration  

Setup > LAN QoS > 801.p Configuration 

Port  CoS Mapping  enab les  you  to  change the p rio rity  o f the PCP value .  
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Figure  15: 801.p Configurat io n 

 

 

CoS  Value : value o f the cos  in  the PCP part  o f the LAN t raffic.  

Priori ty Queue ::Prio rity  fo r the part icu lar CoS value  

 

2.2.7 DSCP Configuration  

Setup > LAN QoS > DSCP Configuration 

This  page allows  configuring  IP DSCP values  to  which  you  can map  an  in ternal t raffic 

clas s .  
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Figure  16: DSCP Configuratio n 

 

 

DS CP: Lis ts  the IP DSCP values  to  which  you can  map  an  in ternal t raffic clas s . The  

values  range from 0-63. 

Queue: Th is  p rov ides  the p rio rity  o f the queue  
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2.2.8 Remark CoS to DSCP  

Setup > LAN QoS > Remark CoS to DSCP 

Remarking  CoS to  DSCP is  an  advanced QoS configuration, where the Layer 2 quality  

o f s erv ice field  is  t rans lated  to  a Layer 3  QoS field  in  the packet , s o  that  ups t ream 

rou ters  can  make a QoS decis ion  bas ed  on  the DSCP field  s et  in  the packet .  

Figure  17: Re mark CoS to DSCP 

 

 

Once you  enab le  CoS to  DSCP marking  by  choos ing  the check box, you  can  choos e 

the appropriate value o f the DSCP for a g iven  CoS value.  
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2.3 VLAN Configuration 

The con tro ller s upports v irtual network is o lat ion  on the LAN with  the us e o f VLANs . 

LAN dev ices  can  be configured  to  communicate in  a s ubnetwork defined  by  VLAN 

iden t ifiers . LAN po rts  can be as s igned  un ique VLAN IDs  s o  that  t raffic to  and  from 

that  phys ical port  can  be is o lated  from the general LAN. VLAN filtering  is  

part icu larly  us efu l to  limit  b roadcas t  packets  o f a dev ice in  a large network  

VLAN s upport  is  d is ab led  by  defau lt  in  the con tro ller. In  the VLAN Configurat ion  

page, enab le VLAN s upport on  the controller and  then proceed  to  the next  s ect ion  to  

define the v irtual network.  

Setup > VLAN Settings > Available VLAN  

The Availab le VLAN page s hows a lis t  o f configured VLANs  by  na me and  VLAN ID. 

A  VLAN members h ip  can  be created  by  clicking  the Add  bu t ton  below the Lis t  o f 

Availab le VLANs .  

A  VLAN members h ip  en t ry  cons is ts  o f a VLAN iden t ifier and  the numerical VLAN 

ID which  is  as s igned  to  the VLAN members h ip . The VLAN ID value can  be any  

number from 2 to  255. VLAN ID 1 is  res erved  fo r the defau lt  VLAN, which  is  us ed  

fo r un tagged  frames  received  on the in terface. By  enab ling  In ter VLAN Rout ing , you  

will allow t raffic from LAN hos ts belong ing  to  this VLAN ID to  pas s th rough to  o ther 

configured  VLAN IDs  that  have In ter VLAN Rout ing  enab led .  
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Figure  18: Adding VLAN me mbe rs hips  to the  LAN  

 

 

2.3.1 Associating VLANs to ports 

In  o rder to  tag  all t raffic th rough  a s pecific LAN port  with  a VLAN ID, you  can  

as s ociate a VLAN to  a phys ical port .  

Setup > VLAN Settings > Port VLAN 

VLAN members h ip  p ropert ies fo r the LAN and  wireles s  LAN are lis ted  on  th is page. 

The VLAN Port  tab le d is p lays the port iden tifier, the mode s ett ing  fo r that  port  and  

VLAN members h ip  in format ion . The configurat ion  page is  acces s ed  by  s elect ing  

one o f the four phys ical ports  o r a configured  acces s  po in t  and  clicking  Edit .  

The ed it  page o ffers  the fo llowing  configurat ion  op t ions :  

 Mode: The mode of th is  VLAN can  be General , Acces s , o r Trunk . The 

defau lt  is  acces s .  

 In  General  mode the port  is  a  member o f a us er s electab le s et  o f VLANs .  

The port  s ends and receives  data that  is  tagged  or un tagged  with  a VLAN 

ID. If the data in to the port  is  un tagged, it  is  as signed the defined  PVID. In  

the configurat ion  from Figure 6, Port  3 is  a General port  with  PVID 3, s o  
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un tagged data in to  Port 3 will be as s igned PVID 3. A ll tagged data s ent ou t  

o f the port  with  the s ame PVID will be un tagged. Th is  is  mode is  typ ically  

us ed  with  IP Phones that have dual Et hernet ports. Data coming  from phone 

to  the con troller port  on the contro ller will be tagged. Data passing  through  

the phone from a connect ed  dev ice will be un tagged . 

 

Figure  19: Port VLAN lis t  

 

 In  Acces s  mode the port is  a  member o f a s ing le VLAN (and  on ly  one). A ll 

data go ing  in to  and  ou t  o f the port  is  un tagged . Traffic th rough  a port  in  

acces s  mode looks  like any  o ther Ethernet  frame.  

 In  Trunk  mode the port  is  a  member o f a us er s electable s et o f VLANs . A ll 

data go ing  in to an d ou t o f the port is  tagged. Untagged coming  in to  the port 

is  no t  fo rwarded , excep t  fo r the defau lt  VLAN with  PVID=1, which  is  

un tagged. Trunk ports  mult ip lex t raffic fo r mult ip le VLANs  over the s ame 

phys ical link. 

 Select  PVID for the port  when  the General  mode is  s elected .  

 Configured  VLAN members h ips  will be d is p layed  on  the VLAN 

Members h ip  Configurat ion  fo r the port . By  s elect ing  one more VLAN 
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members h ip  op t ions  fo r a General o r Trunk port , t raffic can  be rou ted  

between  the s elected  VLAN members h ip  IDs  

 

Figure  20: Configuring VLAN me mbe rs hip for a port  

 

 

2.3.2 Multiple VLAN Subnets 

Setup > VLAN Settings > Multiple VLAN Subnets  

Each  configured  VLAN ID can  map  d irect ly  to  a s ubnet  with in  the LAN. Each  LAN 

port  can  be as signed a un ique IP  address  and  a VLAN s pecific DHCP s erver can  be 

configured  to  as s ign  IP addres s  leas es  to  dev ices  on  th is  VLAN.  

VLAN ID: The PVID of the VLAN that  will have all member dev ices  be part o f the 

s ame s ubnet  range. 

IP Addres s : The IP addres s  as s ociated  with  a p ort  as s igned  th is  VLAN ID.  

S ubnet Mas k : Subnet  Mas k fo r the above IP Addres s . 

The fo llowing  act ions  are s upported  from th is  page : 
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Edit: The Edit  bu t ton will link to  the Port  VLAN Configurat ion page, allowing  you  

to  make changes  to  the s elected  port  VLAN at t ribu tes .  

Figure  21: Multiple  VLAN Subne ts  

 

 

2.4 Configurable Port: DMZ Setup 

This  con troller s upports one o f the physical ports  (Opt ion Ports) to  be configured as  a 

s econdary  Ethernet  port  o r a  ded icated  DMZ port . A  DMZ is  a s ubnetwork that  is  

open  to  the pub lic bu t  beh ind  the firewall. The DMZ adds  an  add it ional layer o f 

s ecurity  to the LAN, as  s pecific s ervices/ports that  are exposed to  the in ternet  on  the 

DMZ do  no t  have to  be exposed on  the LAN. It  is  recommended  that  hos ts  that  mus t  

be expos ed  to  the in ternet  (s uch  as  web  or email s ervers ) be p laced  in  the DMZ 

network. Firewall ru les  can  be allowed  to  permit  access s pecific s ervices/ports  to  the 

DMZ from bo th  the LAN or Opt ion . In  the even t  o f an  at tack to  any  of the DMZ 

nodes , the LAN is  no t  neces s arily  vu lnerab le as  well.  

Setup > DMZ Setup > DMZ Setup Configuration 

DMZ configuration is  iden tical to  the LAN configuration. There are no  rest rictions on  

the IP addres s o r s ubnet as signed  to the  DMZ port , o ther than  the fact  that  it  cannot  

be iden t ical to  the IP addres s  g iven  to  the LAN in terface o f th is  gateway .  
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Figure  22: DMZ configuratio n 

 

 

 In  o rder to  configure a DMZ port , the con tro ller configurab le port  mus t  be 

s et  to  DMZ in  the Setup > Internet Settings > Configurable Port page.  

 

2.5 Universal Plug and Play (UPnP) 

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  
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Advanced > Advanced Network > UPnP 

Univers al Plug  and  Play  (UPnP) is  a featu re that  allows  the con tro ller to  d is covery  

dev ices  on the network that  can  communicate with  the con tro ller and  allow for au to  

configurat ion . If a  network dev ice is  detected  by  UPnP, the con tro ller can  open  

in ternal o r external port s  fo r the t raffic p ro toco l requ ired  by  that  network dev ice.  

Once UPnP is  enab led , you  can  configure the con tro ller to  detect  UPnP-s upport ing  

dev ices  on the LAN (or a configured  VLAN). If d is ab led , the contro ller will no t  allow 

for au tomat ic dev ice configu rat ion . 

Configure the fo llowing  s et t ings  to  us e UPnP:  

Advertis ement Period:  Th is  is  the frequency  that  the con tro ller b roadcas ts  UPnP 

in format ion  over the network. A  large value will min imize network t raffic bu t  caus e 

delays  in  iden t ify ing  new UPnP dev ices  to  the network. 

Advertis ement Time to Live:  Th is  is  expres s ed  in  hops  fo r each  UPnP packet . Th is  

is  the number o f s teps a packet is  allowed  to  p ropagate before being  d is carded . Small 

values  will limit  the UPnP broadcast range. A  default  o f 4 is  typ ical fo r networks  with  

few con toro llers .  
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Figure  23: UPnP Configuratio n 

 

UPnP Port map Table  

The UPnP Port  map  Table has  the details  o f UPnP dev ices  that  res pond  to  the 

con tro ller advert isements. The fo llowing  in format ion  is  d is p layed  fo r each  detected  

dev ice: 

Active : A  yes /no  ind icat ing  whether the port  o f the UPnP dev ice that  es tab lis hed  a 

connect ion  is  curren t ly  act ive  

Protocol : The network pro toco l (i.e . HTTP, FTP, etc.) us ed  by  the DW C 

Int. Port (Internal  Port) : The in ternal ports  opened  by  UPnP (if any) 

Ext. Port (External  Port) : The external ports  opened  by  UPnP (if any)  

IP Addres s : The IP addres s  o f the UPnP dev ice detected  by  th is  con t ro ller 

Click Refres h  to  refres h  the portmap  tab le and  s earch  fo r any  new UPnP dev ices  
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2.6 Captive Portal 

LAN and  W LAN us ers  can  gain in ternet  acces s  v ia web  portal au then t icat ion  with  

the DW C.  A ls o  referred  to  as  Run -Time Authen t icat ion , a Capt ive Portal is  ideal 

fo r a web  café s cenario  where us ers  in it iate HTTP connect ion  reques ts  fo r web  

acces s bu t are no t in terested in  accessing  any  LAN s erv ices .  The LAN and  W LAN 

us ers  can access cap tive portal us ing HTTP. Firewall po licies  underneath will define 

which  us ers  requ ire au then t icat ion  fo r HTTP acces s , and  when  a match ing  us er 

reques t  is  made the DW C will in tercep t  the reques t  and  prompt  fo r a us ername /  

pas s word .  The log in  creden t ials  are compared  agains t  the RunTimeAuth  us ers  in  

us er databas e p rio r to  g ran t ing  HTTP acces s .   

 Capt ive Portal is  availab le fo r LAN and  W LAN us ers  on ly and  not  fo r DMZ 

hos ts . 

2.6.1 Captive Portal Setup 

Advanced > Captive Portal > Setup 

Captive Portal Policies 

The Lis t  o f Availab le Capt ivePortal Po licies  are s hown in  th is  tab le.  

Pol icy Name: Set  the Name of the Part icu lar Po licy  which  is  to  be configured .  

S tatus : The s tatus o f the Po licy  can be enabled  (active) o r Dis ab led  (configured but 

no t  in  us e). 

In Interface : The s ource In terface o f the t raffic that  is  con t ro lled  by  th is  Capt ive 

Portal: LAN or VLANS. 

Out Interface : The des t inat ion  In terface o f the t raffic that  is  con t ro lled  by  th is  

Capt ive Portal: Opt ion  or DMZ.  
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Figure  24: Captive  Portal Se tup 

 

 

The fo llowing  act ions  are s upported  from th is  page : 

Edit: Can  ed it  the added  po licies .  

Enable : Can  enab le the added  po licies . 

Dis able : Can  d is ab le the added  Po licies .  

Delete : W ill delete the Po licy  s elected .  

Add: W ill let  you  add  a new po licy . 

List of Available Profiles 

Any  one o f these p rofiles  can be used fo r Capt ive Portal Login  page while enab ling  

Capt ive Po rtal. 

Enable : Can  enab le the added  profiles .  

Edit: Can  ed it  the added  profiles . The defau lt  Profile can t  be ed ited .  

Delete : W ill delete the p rofile s elected . You  cannot  delete the defau lt  p rofile and  

the curren t  p rofile being  us ed .  
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Add: W ill let  yo u  add  a new profile. Maximum allowed  number o f p rofiles  are 5 

exclud ing  defau lt .  

S how Preview: W ill s how prev iew of the page, if a  p rofile is  s elected .  

Configure Captive Portal Policies 

This  allows  to  add  a cap t ive portal po licy  o r to  ed it  the configurat ion  o f an  

exis it ing  po licy .  

Pol icy Name: Set  the Name of the Part icu lar Po licy  which  is  to  be configured .  

From Interface : The s ource In terface o f the t raffic that  is  con t ro lled  by  t h is  

Capt ive Portal: LAN or VLAN‟s  

To Interface : The des t inat ion  In terface o f the t raffic that  is  con t ro lled  by  th is  

Capt ive Portal: Opt ion  or DMZ.  

Enable : Th is  enab les  the cap t ive portal po licy .  

Figure  25: Configuring a captive  portal policy 
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Captive Portal Configuration 

Capt ive portal log in  page d isp lay can  be altered by  modify ing  the s ettings available 

here.  

General  Detai ls : 

Profi leName : Name of the p rofile that  is  being  added .  

Brows er Title : It  is  the b rows er t it le .  

Page Back ground Color : Sets  the background  co lor o f the page.  

Cus tom Color : It  allows  choos ing  the cus tom background  co lor  

Figure  26: Captive  Portal Configuratio n (Part -1) 
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Figure  27: Captive  Portal Configuratio n (Part -2) 

 

Header Detai ls : It  a llows  us er to  configure how the header port ion  o f the page 

s hould  be d is p layed .  

Back ground: Sets  the background  fo r the header port ion .  

Add: W ill let  you  add  a new image.This  image can  be s et  as  header image fo r th is  

p rofile. 

Header Back ground Color : 

Cus tom Color : It  allows  choos ing  the cus tom header background  co lor 

Header Caption: Text  to  be  d is p layed  in  the header port ion .  

Caption Font: Fon t  o f the header text  to  be d is p layed .  

Font S ize : Fon t  s ize fo r the header text  to  be d is p layed .  
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Font Color : Color in  which  the text  is  to  be d is p layed .  

Login Detai ls :  

Login S ection Title : Tit le fo r the Login  Box 

Welcome Mes s age : Mes s age which  is  d is p layed  when  a us er v is it s  the page.  

Error Mes s age : Error Mes s age d is p layed  when  us er en ters  invalid  creden t ials .  

Advertis ement Detai ls : 

Enable Advertis ement : Th is  is  to  enab le advert is ement  in  log in  page, where us er 

can  configure the custom mes s ages / in format ion  that  is  needed  to  be d is p layed  in  

the Capt ivePortal log in  page.  

Ad Place : The locat ion  o f the advert is ement  co n ten t  to  be d is p layed  

Ad Content: The con ten t  o f the advert is ement  in  the log in  page.  

Font: Fon t  fo r the in format ion  to  be d is p layed .  

Font S ize : Fon t  s ize fo r the in format ion  to  be d is p layed .  

Font Color : Color in  which  the in format ion  is  to  be d is p laye d . 

Footer Detai ls :  

Change Footer Content : It  allows  us er to  configure the foo ter port ion o f the page.  

Footer Content: It  allows  u s er to  add  the foo ter con ten t .  

Footer Font Color : Color in  which  the foo ter is  to  be d is p layed .  

2.6.2 Captive Portal Session 

Advanced > Captive Portal >  Captive Portal Sessions 

The Act ive Runt ime in ternet s essions th rough the con tro ller firewall are lis ted  in  the 

below tab le.  Thes e us ers are p resent  in  the local o r external us er database and  have 

had  their log in  creden t ials  approved  fo r in ternet  acces s .  A  „Dis connect ‟ bu t to n  

allows  the DW C-1000 admin  to  s elect ively  d rop  an  au then t icated  us er.   
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Figure  28: Active  Runtime  s e s s ions  

 

 

2.6.3 WLAN CP Interface Association 

Advanced > Captive Portal >  WLAN CP Interface Association 

From the In terface Associat ion  page, you  can  as s ociate a configured  cap t ive portal 

with  a s pecific phys ical in terface o r wireles s  network (SSID). The CP featu re on ly  

runs  on  the wired  o r wireles s  in terfaces  that  you  s pecify . A  CP can  have mult ip le 

in terfaces  associated with  it , bu t  an  in terface can  be as s ociated  to  on ly  one CP  at  a 

t ime. 

CP Configuration: Lis ts  the cap tive portals configured  on  the con tro ller by  number 

and  name. 

As s ociated Interfaces : Lis ts  the in terfaces  that  are curren t ly  as s ociated  with  the 

s elected  cap t ive portal. W ireles s  in terfaces  are iden t ified  by  the wireles s  network 

number and  SSID. Phys ical (wired) in terfaces  are iden t ified  by  the Port  Des crip t ion  

that  includes  s lo t  number, port  number, and  in terface type.  

Interface Lis t:  Lis ts  the in terfaces availab le on  th e con tro ller that  are no t  curren t ly  

as s ociated  with  a CP. W ireles s  in terfaces  are iden t ified  by  the wireles s  network 
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number and  SSID. Phys ical (wired) in terfaces  are iden t ified  by  the Port  Des crip t ion  

that  includes  s lo t  number, portnumber, and  in terface ty pe. 

 

Figure  29: WLAN CP Inte rface  As s ociation 

 

 

Us e the fo llowing  s teps  to  as s ociate one o r more in terfaces  with  a cap t ive portal.  

1. Select  the des ired  cap t ive portal from the CP Configurat ion  lis t .  

2. Select  the in terface o r in terfaces  from the In terface Lis t . To  s elect  more than  one 

in terface, ho ld  CTRL and  click mult ip le in terfaces .  

3. Click Add 
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Us e the fo llowing  s teps to  remove an  in terface from the As sociated In terfaces  lis t  fo r 

a cap t ive portal.  

1. Select  the des ired  c ap t ive portal from the CP Configurat ion  lis t .  

2. In  the As sociated In terfaces field , s elect  the in terface o r in terfaces  to  remove. To  

s elect  more than  one in terface, ho ld  CTRL and  click mult ip le in terfaces .  

3. Click Delete . The in terface is  removed  from the As s ociated  In terface lis t  and  

appears  in  the In terface Lis t .  

 

2.7 WLAN global configuration 

Setup > WLAN Global Settings  

Following  are the op t ions  availab le to  enab le the W LAN funct ion  on  DW C -1000 

Enable WLAN Control ler :  Select  th is  op t ion  to  enab le W LAN contro ller 

funct ionality  on  the s ystem. Clear the op t ion to  admin is trat ively  d is ab le the W LAN 

contro ller. If you  clear the op t ion , all peer con tro ller and  APs  that  are as s ociated  

with  th is  con t ro ller are d is as s ociated .  Dis ab ling  the W LAN contro ller does  no t  

affect  non -W LAN features  on  the con tro ller, s uch  as  VLAN or STP funct ionality .  

WLAN Control ler  Operational  S tatus : Shows  the operat ional s tatus  o f the 

con tro ller.  The s tatus  can  be one o f the fo llowing  values :  

• Enab led  

• Enab le -Pending  

• Dis ab led  

• Dis ab le -Pending  
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Figure  30: WLAN global configurat io n 

 

 

IP Addres s : This  field  s hows  the IP addres s  o f the W LAN in terface on  the 

con tro ller. If the con tro ller does  no t  have the Rou t ing  Package ins talled , o r if 

rou t ing  is  d is abled, the IP address is  the network in terface. If the rou t ing  package is  

ins talled  and enabled , this  is  the IP address o f the rou ting o r loopback i n terface you  

configure fo r the  con tro ller featu res . 

AP MAC Val idation Method: Add  the MAC addres s  o f the AP to  the Valid  AP 

databas e, which  can  be kep t  locally  on  the con tro ller o r in  an  external RADIUS 

s erver. W hen  the con tro ller d is covers  an  AP that  is  no t  managed  by  ano ther  
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ccon tro ller, it  looks  up  the MAC addres s  o f the AP in  the Valid  AP databas e. If it  

finds  the MAC address in  the database, the controller validates the AP and  as s umes  

management . Select  the databas e to  us e fo r AP validat ion  and , op t ionally , fo r 

au then t icat ion  if the Require Authen t icat ion  Pas s phra s e op t ion  is  s elected .  

 Local : If you  s elect th is op tion, you mus t  add the MAC addres s  o f each  AP 

to  the local Valid  AP databas e.  

 RADIUS : If you  s elect th is op tion, you mus t  configure the MAC addres s  o f 

each  AP in  an  external RADIUS s erver.  

Require Authentication Pas s phras e : Select  th is  op t ion  to  requ ire APs  to  be 

au then ticated  before they can  associate with  the contro ller. If you  s elect th is op t ion , 

you  mus t  configure the passphrase on the AP while it  is  in  s tandalone mode as  well 

as  in  the Valid  AP dat abas e. 

RADIUS  Authentication S erver Name : En ter the name of the RADIUS s erver us ed 

fo r AP and  clien t  au then t icat ions . The name can  con tain  up  to  32 alphanumeric 

characters. Spaces, underscores, and dashes  are als o  permit ted . The con tro ller acts  

as  the RADIUS clien t  and  performs  all RADIUS t rans act ions  on  behalf o f the APs  

and  wireles s  clien ts .  

RADIUS  Authentication S erver Configured: Ind icates  whether the RADIUS 

au then t icat ion  s erver is  configured .  

RADIUS  Accounting  S erver Name : En ter the name of the RADIUS s erver used  fo r 

report ing  wireles s clien t  associations and d is associations. The  name can  con tain  up  

to  32 alphanumeric characters. Spaces, underscores, and  das hes  are als o  permit ted .  

RADIUS  Accounting  S erver Configured: Ind icates  whether the RADIUS 

account ing  s erver is  configured .  

RADIUS  Accounting : Select  to  enab le RADIUS account ing  fo r wireles s  clien ts .  

Country Code : Select  the country  code that  repres en ts  the country  where your 

con tro ller and  APs operate. W hen you click Submit , a  pop -up  mes s age as ks  you  to  

confirm the change. W ireless regulat ions vary  from country  to  country . Make s ure 

you  s elect the correct  country  code s o  that  your W LAN s ys tem complies  with  the 

regu lat ions  in  your country .  
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2.8 Wireless Discovery configuration 

The wireles s  con tro ller can  d is cover, validate, au then t icate, o r monito r the 

fo llowing  s ys tem dev ices : 

• Peer wireles s  contro llers  

• APs  

• W ireles s  clien ts  

• Rogue APs  

• Rogue wireles s  clien ts  

Setup > AP Management > Poll List 

The wireles s  con tro ller can  d is cover peer wireles s  con tro ller and  APs  

regard les s o f whether these devices are connected  to each  o ther, located  in  the 

s ame Layer 2 b roadcast domain , o r at tached to  d ifferent  IP s ubnets.  In  o rder for 

the con troller to  d is cover o ther W LAN devices  and  es tab lis h  communic at ion  

with  them, the dev ices  mus t  have their own IP addres s , mus t  be ab le to  find  

o ther W LAN devices, and mus t  be compat ib le. W hen  the con tro ller d is covers  

and  validates APs, the controller takes  over the management  o f the AP. If you  

configure the AP in  St andalone mode, the exis t ing  AP configurat ion  is  rep laced 

by  the defau lt  AP Profile configurat ion  on  the con tro ller. 

L3/IP Dis covery: Select  o r clear th is  op t ion  to  enab le o r d is ab le IP -bas ed  

d is covery  o f acces s  po in ts  and  peer wireles s  con tro ller. W hen  the  L3/IP 

Dis covery  op t ion  is  s elected , IP po lling  is  enab led  and  the con tro ller will 

period ically  po ll each  addres s  in  the configured  IP Lis t . By  defau lt , L3/IP 

Dis covery  is  enab led .  

Lis t of IP Addres s : Shows  the lis t  o f IP addres s es  configured  fo r d is covery . 

To  remove en t ries  from the lis t , s elect  one o r more en t ries  and  click Delete.  

Hold  the " s h ift"  key  or “con tro l” key  to  s elect  s pecific en t ry .   

IP Addres s  Range : Th is  text  field  is  us ed  to  add a range o f IP address  en t ries  

to  the IP Lis t . En ter the IP add res s at  the s tart  o f the address range in  the From 

field , and  en ter the IP addres s  at  the end  of the range in  the To  field , then  
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click Add . A ll IP addres ses in  the range are added to  the IP Lis t . Only  the las t  

octet  is  allowed  to  d iffer between  the From ad dres s  and  the To  addres s .  

 

Figure  31: Configuring the  Wire le s s  Dis cove ry 

 

 

L2/VLAN Dis covery: The D-Link W ireles s  Device Dis covery  Pro toco l is  a good  

d is covery  method to  use if the con tro ller and  APs  are located  in  the s ame Lay er 2 
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mult icas t  domain . The wireles s  con tro ller period ically  s ends  a mult icas t  packet  

con tain ing  the d is covery  mes s age on  each  VLAN enab led  fo r d is covery  

The fo llowing  act ions  are s upported  from th is  page : 

Add: Adds  the data in  the IP Addres s  o r VLAN field  to  the appropriate lis t .  

Delete : Deletes  the s elected  en t ry  from the IP o r VLAN lis t .  

2.8.1 Wireless Discovery Status 

Status > Global Info >  IP Discovery  

The IP Dis covery  lis t  can con tain  the IP addres s es  o f peer con tro ller and  APs  fo r 

the DW C-1000 to  d is cover and  as s ociate with  as  part  o f the W LAN 

IP Addres s : Shows  the IP addres s o f the dev ice configured  in  the IP Dis covery  lis t  

S tatus : The wireles s  d is covery  s tatus  is  in  one o f the fo llowing  s tates :  

 Not Pol led: The con tro ller has not  at tempted to  contact the IP address in  the 

L3/IP Dis covery  lis t .  

 Pol led: The con tro ller has  at tempted  to  con tact  the IP addres s .   

 Dis covered: The con tro ller con tacted  the peer con tro ller o r the AP in  the 

L3/IP Dis covery  lis t  and  ha s  au then t icated  o r validated  the dev ice.  

 Dis covered - Fai led: The con tro ller contacted the peer con tro ller o r the AP 

with  IP address in  the L3/IP Dis covery  lis t  and was  unable to  au then ticate or 

validate the dev ice.  

If the dev ice is  an  access poin t, an  e n t ry appears in  the AP failu re lis t  with  a failu re 

reas on . 
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Figure  32: Wire le s s  Dis cove ry s tatus  

 

 

The fo llowing  act ions  are s upported  from th is  page : 

Refres h: Updates  the page with  the  lates t  in format ion  

2.8.2 AP Profile Global Configuration 

Advanced > AP Profile  

Acces s Po in t Profile Summary  page, you  can  Add , Copy , Ed it , Delete AP profiles . 

To  add  a new profile, click Add  in  AP Profile Summary  page.   In  the AP Profile 

Global Configurat ion  page, en ter the name of the p rofile in  the Profile Name field , 

s elect  Hardware type and  en ter the valid  VLAN ID and  then  click Submit . 
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Figure  33: AP Profile  Global Configuratio n 

 

Profi le Name : The Acces s  Po in t  p rofile name you  a dded . Us e 0 to  32 characters . Only  

alphanumeric characters  are allowed . No  s pecial characters  are allowed .  

Hardware Type : Select  the hardware type fo r the APs  that use th is p rofile. The hardware 

type is  determined , in  part , by the number o f rad ios the AP s upports (s ing le o r dual) and  the 

IEEE 802.11 modes  that  the rad io  s upports  (a/b /g  o r a/b /g /n ). The op t ion  availab le in  the 

Hardware Type ID is :  

•    DW L-8600AP Dual Radio  a/b /g /n  

 DW L-3600AP Sing le Radio  b /g /n  

 DW L-6600AP Dual Radio  a/b /g /n   

Wired Network  Dis covery VLAN ID: Enter the VLAN ID that  the contro ller uses  to  s end  

t racer packets  in  o rder to  detect  APs  connected  to  the wired  network.  

     AP Profile 

Advanced > AP Profile  

Acces s poin t  configuration p rofiles are a us eful featu re fo r large wireles s  n etworks with  

APs  that  s erve a variety  o f d ifferen t users . You  can  create mult ip le AP profiles  on  the  

Contro ller to  cus tomize APs  based on  location , funct ion , o r o ther criteria. Profiles  are 

like templates , and once you create an  AP profile, you can  apply  that p rofile to  any  AP. 
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Figure  34: AP Profile  Lis t  

 

For each  AP profile, you  can  configure the fo llowing  features:  

•  Profile s et t ings  

(Name, Hardware Type ID, W ired  Network Dis covery  VLAN ID) 

•  Rad io  s et t ings  

•  SSID s et t ing s  

•  QoS s et t ings  
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Profi le: The Acces s Po in t p rofile name you  added. Us e 0 to  32  

characters.  

Profi le S tatus : can  have one o f the fo llowing  values: 

•  As s ociated: The p rofile is  configured, and  one o r more APs  

managed  by  the  contro ller are as sociated with  th is p rofile. 

•  As s ociated-Modified: The p rofile has  been  modified  s ince it  

was  app lied  to  one o r more as sociated  APs; the p rofile mus t  be re -

app lied  fo r the changes to  take effect. 

•  Apply Reques ted: After you  s elect  a p rofile and  click Apply , 

the s creen refres hes and  s hows that an  apply  has been  requested .  

•  Apply In Progres s : The p rofile is  being  applied  to all APs  that  

us e th is  p rofile. During  this  p rocess the APs reset, and  all wireles s  

clien ts  are d is associated  from the AP. 

•  Configured: The p rofile is  configured , bu t no  APs managed  by 

the con troller curren tly  use this  p rofile.  

 As s ociate a p rofile with  an  AP. Entry  o f the AP is  valid  and  availab le in  

databas e o f the con tro ller.  

 

The fo llowing  act ions  are s upported  from th is  page : 

Edit:  To  ed it  the exis t ing  AP profile . 

Delete :  To  delete the exis t ing  AP profile .  

Add:  A dd  a new AP profile  

Copy:  Copy  the exis t ing  AP profile .  

Apply:  Update the AP profile c onfigurat ion  details  en tered . 

Configure Radio:  A llows  configurat ion  o f the AP profile Radio  configurat ion . 

Configure S S ID:  A llows  configurat ion  o f the AP profile VAP configurat ion . 

Configure QoS :  A llows  configurat io n  o f the AP profile QoS configurat ion . 
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Radio Configuration 

Radio Mode : From th is  field , you  can  s elect  the rad io  that  you  want  to  

configure. By  defau lt , Rad io  1 operates  in  IEEE 802.11a/n  mode, and  Radio  

2 operates in  IEEE 802.11b/g /n  mode.  If you  change the mode, the labels for 

the rad ios  change accord ing ly . Changes  to  the  s et t ings  app ly  on ly  to  the 

s elected  rad io .The DW L-3600AP is  a s ing le -rad io  AP. Any  s et t ings  you  

configure fo r Radio  1 (802.11a/n) are no t  app lied  to  the DW L-3600AP. If 

the s elected  Hardware Type ID for the AP profile is  DW L-3600AP, the radio  

s electo rs  are no t  availab le.  

S tate : Specify  whether you  want  the rad io  on  or o ff by  clicking  On or Off. 

If you  tu rn  o ff a rad io , the AP s ends d is association frames  to  all the wireless  

clien ts  it  is  curren t ly  s upport ing  s o  that  the rad io  can  be g racefu lly  

s hu tdown and  the clien ts  can  s tart  the as s ociat ion  p roces s  with  o ther 

availab le APs  

RTS : Thres ho ld Specify  a Request to  Send (RTS) Thres ho ld  value between  

0 and  2347. The RTS th res hold  in d icates the number o f octets  in  an  MPDU, 

below which  an  RTS/CTS hands hake is  no t  performed . Changing  the RTS 

th res hold  can help  contro l t raffic flow th rough  the AP, es pecially  one with  a 

lo t  o f clien ts . If you  s pecify a low th res hold  value, RTS packets wil l be s en t  

more frequen t ly . Th is  will cons ume more bandwid th  and  reduce the 

th roughput o f the packet . On  the o ther hand, s ending more RTS packets  can  

help  the network recover from in terference o r co llis ions  which  migh t  occur 

on  a bus y  network, o r on  a netwo rk experiencing  elect romagnet ic 

in terference. 

Load Balancing : If you  enab le load balancing, you  can  con tro l the amount  

o f t raffic that  is  allowed  on  each  of the act ive AP‟s . 

Load Uti l ization: Th is  field  allows  you  to  s et  a  th reshold  fo r the percentage 

o f network bandwid th  u t ilizat ion  allowed  on  the rad io . Once the level you  

s pecify  is  reached , the AP s tops  accep t ing  new clien t  as s ociat ions . En ter a 

percen tage o f u t ilizat ion  from 1 to  100.  

Maximum Clients : Specify  the maximum number o f s tat ions  allowed  t o  

as s ociate with  th is  acces s  po in t  at  any  one t ime. You  can  en ter a value 

between  0 and  200. 
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RF S can Other Channels : The acces s poin t can  perform RF s cans to  co llect 

in format ion  about o ther wireles s dev ices  with in  range and  then  report  th is  

in format ion  to  the DW C-1000 wireles s  con tro ller. If you  s elect  the Scan  

Other Channels  op t ion , the rad io  period ically  moves  away  from  

the operat ional channel to  s can o ther channels . Enab ling  th is  mode caus es  

the rad io  to  in terrup t  us er t raffic, which  may  be no t iceab le w ith  vo ice 

connections. W hen  the Scan Other Channels op tion is  cleared , the AP s cans  

on ly  the operat ing  channel.  

RF S can S entry: Select  th is  op t ion  to  allow the rad io  to  operate in  s en t ry  

mode. W hen  the RF Scan  Sen try  op t ion  is  s elected , the rad io  p rimarily  

performs  ded icated  RF s canning. The rad io  passively  lis tens fo r beacons and 

t raffic exchange between clien ts and  o ther access poin ts bu t does no t accep t  

connect ions  from wireles s  clien ts . In  s en t ry  mode, all VAPs  are d is ab led . 

Networks  that  deploy s entry  APs or rad ios can  detect dev ices on  the network 

qu icker and  perform more th rough  s ecurity analysis . In  th is  mode, the rad io  

con tro llers from one channel to  the next . The leng th  o f t ime s pen t  on  each  

channel is  con trolled  by  the s can  durat ion . The defau lt  s can  durat ion  is  10 

millis econds . 

Mode : The Mode defines the Physical Layer (PHY) s tandard the rad io  us es . 

Select  one o f the fo llowing  modes  fo r each  rad io  in terface.  

Radio 1  s upports : 

• IEEE 802.11a is  a PHY s tandard that s pecifies  operating  in  the 5 GHz 

U-NII band  us ing  orthogonal frequency  d iv ision  mult ip lexing  (OFDM). 

It  s upports  data rates  rang ing  from 6 to  54 Mbps .  

• IEEE 802.11a/n  operates in  the 5 GHz ISM band  and  includes support  

fo r bo th  802.11a and  802.11n  dev ices . IEEE 802.11n  is  an  extens ion  of  

the 802.11 s tandard  that  includes  mult ip le -inpu t  mult ip le -ou tpu t  

(MIMO) technology . IEEE 802.11n  s upports  data ranges  o f up  to  248 

Mbps  and  nearly  twice the indoor range o f 802.11 b , 802.11g , and  

802.11a. 

• 5 GHz IEEE 802.11n  is  the recommended  mode fo r  networks  with  

802.11n  dev ices  that operate in  the 5 GHz frequency that  do  not  need to  

s upport  802.11a o r 802.11b/g  dev ices . IEEE 802.11n  can  ach ieve a 
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h igher th roughput when  it  does no t  need  to  be compat ib le with  legacy  

dev ices  (802.11b/g  o r 802.11a).  

Radio 2  s upports : 

• IEEE 802.11b/g  operates  in  the 2.4 GHz ISM band . IEEE 802.11b  is  

an  enhancement  o f the in it ial 802.11 PHY to  include 5.5 Mbps  and  11 

Mbps  data rates . It  us es  d irect  s equence s pread  s pect rum (DSSS) o r 

frequency hopping  s pread  s pect rum (FHSS ) as  well as  complementary  

code key ing  (CCK) to  p rov ide the h igher data rates . It  s upports  data 

rates  rang ing  from 1 to  11 Mbps . IEEE 802.11g  is  a h igher s peed  

extens ion  (up  to  54 Mbps ) to  the 802.11b  PHY. It  us es  o rthogonal 

frequency d iv is ion  mult ip lexing  (OFDM). It  s upports data rates ranging 

from 1 to  54 Mbps . 

• IEEE 802.11b/g /n  operates  in  the 2.4 GHz ISM band  and  includes  

s upport  fo r 802.11b , 802.11g , and  802.11n  dev ices .  

• 2.4 GHz IEEE 802.11n  is  the recommended  mode fo r networks  with  

802.11n  dev ices  that operate in  the 2.4 GHz frequency  that do  no t need  

to  s upport  802.11a o r 802.11b/g  dev ices . IEEE 802.11n  can  ach ieve a 

h igher th roughput when  it  does no t  need  to  be compat ib le with  legacy  

dev ices  (802.11b/g  o r 802.11a).  

DTIM Period: The Delivery  Traffic In format ion  Map (DTIM) mes s age is  an  

element  included  in  s ome  

Beacon frames . It  ind icates  which  clien t s tations, current ly s leeping in  low -

power mode, have data buffered on  the acces s  po in t  await ing  p ick -up . The 

DTIM period  you  s pecify  ind icates  how ofte n  the clien ts  s erved  by  th is  

acces s po int  s hou ld check fo r buffered data s till on  the AP await ing  p ickup .  

Specify  a DTIM period  with in  the g iven range (1–255). The meas urement  is  

in  beacons . For example, if you  s et  th is  field  to  1, clien ts  will check fo r 

buffered  data on  the AP at  every  beacon . If you  s et  th is  field  to  10, clien ts  

will check on  every  10th  beacon .  

Beacon Interval : Beacon  frames  are t rans mit ted  by  an  acces s  po in t  at  

regu lar in tervals  to  announce  the exis tence o f the wireles s  network. The 

defau lt  behavior is  to  s end  a beacon  frame once every  100 millis econds  (o r 
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10 per s econd). The Beacon  In terval value is  s et  in  millis econds . En ter a 

value from 20 to  2000. 

Automatic Channel : The channel defines the port ion o f the rad io  s pect rum 

that  the rad io  uses fo r t ransmit t ing and  receiving. The range of channels and  

the defau lt  channel are determined  by  the Mode of the rad io in terface. W hen  

the AP boots, each  AP rad io  s cans  the RF area fo r occupied  channels  and  

s elects  a channel from the availab le non -in terfering  o r clear channels . 

However, channel condit ions  can  change during  operat ion . Enab ling  the 

Automat ic Channel makes  the rad io  o f APs  as s igned  to  th is  p rofile elig ib le 

fo r au to -channel s elect ion . You  can  au tomat ically  o r manually  run  the 

au tochannel s election algorithm to  allow the DW C-1000 con tro ller to  ad jus t  

the channel on  APs  as  W LAN condit ions  change.  

Automatic Power : The power level affects  how far an  AP broadcasts  it s  RF 

s ignal. If the power level is  too  low, wireles s  clien ts  will no t  det ect  the 

s ignal o r experience poor W LAN performance. If the power level is  too  

h igh , the RF s ignal migh t  in terfere with  o ther APs  with in  range. Automat ic 

power us es a p roprietary  algorithm to  au tomat ically  ad jus t  the RF s ignal to  

b roadcas t  far enough  to  rea ch  wireles s  clien ts , bu t  no t  s o  far that  it  

in terferes  with  RF s ignals  b roadcas t  by  o ther APs . The power level 

algorithm increas es o r decreas es  the power level in  10% increments  bas ed  

on  pres ence o r abs ence o f packet  ret rans mis s ion  erro rs .  

Initial  Power: The au tomat ic power algorithm will no t  reduce the power 

below the number you  s et  in  the in it ial power field . By  defau lt , the power 

level is  100%. Therefore, even  if you  enable the au tomat ic power, the power 

o f the RF s ignal will no t  decreas e. The power leve l is  a  percen tage o f the 

maximum t rans mis s ion  power fo r the RF  s ignal. 

APS D Mode : Select  Enab le to  enab le Automat ic Power Save Delivery  

(APSD), which  is  a power management  method . APSD is  recommended  if 

VoIP phones  acces s  the network th rough  the AP.  

RF S can Interval : Th is  field  con tro ls  the leng th  o f t ime between  channel 

changes  during  the RF Scan .  

Long Retries  The value in  th is  field  ind icates  the maximum number o f 

t rans mis sion at tempts  on  frame s izes  g reater than  the RTS Thres ho ld . The 

range is  1-255. 
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Rate Limiting : Enab ling  mult icas t  and broadcas t  rate limit ing  can  improve 

overall network performance by limit ing  the number o f packets  t rans mit ted  

acros s  the network. Th is  featu re is  d is ab led  by  defau lt .  

 Note: The availab le rate limit  values  are very  low for  mos t  env ironments , 

s o  enab ling  th is  featu re is  no t  recommended excep t  fo r advanced  us ers .  

• To enab le Mult icas t  and  Broadcas t  Rate Limit ing , click Enabled. 

• To d is ab le Mult icast and Broadcast  Rate Dis abled, click Dis abled. 
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Figure  35: AP Pofile  - Radio  configurat io n (Part-1) 

 

 

Trans mit Lifetime : Shows  the number o f millis econds  to  wait  before 

terminat ing  at tempts  to  t rans mit  the MSDU after the in it ial t rans mis s ion .  

Rate Limit: En ter the rate limit  you  want  to  s et  fo r mult ic as t and  broadcas t  

t raffic. The limit  s hou ld  be g reater than  1, bu t  les s  than  50 packets  per 

s econd . Any  t raffic that  falls  below th is  rate limit  will always  conform to  

and  be t ransmit ted  to the appropriate dest inat ion . The defau lt  and  maximum 
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rate limit  s e t t ing  is  50 packets  per s econd . Th is  field  is  d is ab led  if Rate 

Limit ing  is  d is ab led .  

Receive Lifetime:  Shows  the number o f millis econds  to  wait  before 

terminat ing  at tempts  to  reas s emble the MMPDU or MSDU after the in it ial 

recep t ion  o f a fragmented  MMPDU o r MSDU. 

Rate Limit Burs t: Set t ing  a rate limit  burs t  determines  how much  t raffic 

burs ts can be before all t raffic exceeds  the rate limit . Th is  burs t  limit  allows  

in termit ten t  burs ts  o f t raffic on  a  network above the s et  rate limit . The 

defau lt  and  maximum rate limit  burs t  s et ting is  75 packets  per s econd . Th is  

field  is  d is ab led  if Rate Limit ing  is  d is ab led .  

S tation Is olation : W hen  th is  op t ion  is  s elected , the AP b locks  

communicat ion  between  wireles s clien ts. It  s t ill allows  data t raffic between  

it s  wireles s  clien ts  and  wired  dev ices  on  the  network, bu t  no t  among  

wireles s  clien ts . Th is  featu re is  d is ab led  by  defau lt .  

• To enab le Mult icas t  and  Broadcas t  Rate Limit ing , click Enabled. 

• To d is ab le Mult icast and Broadcast  Rate Dis abled, click Dis abled. 

Channel  Bandwidth: The 802.11n  s pecificat ion  allows  the us e o f a 40 -

MHz-wide channel in  add it ion to  the legacy 20-MHz channel availab le with  

o ther modes . The 40-MHz channel enab les  h igher data rates  bu t  leaves  

fewer channels  availab le fo r us e by  o ther 2.4 GHz and  5 GHz dev ices . The 

40-MHz op t ion  is  enab led  by  defau lt  fo r 802.11a/n  modes  and  20 MHz for 

802.11b/g /n  modes . You  can  us e th is  s et t ing  to  res t rict  the us e o f the 

channel bandwid th  to  a 20-MHz channel. 

Primary Channel : Th is  s et t ing  is  ed itab le on ly  when  a chan nel is  s elected  

and  the channel bandwid th  is  s et  to  40 MHz. A  40-MHz channel can  be 

cons idered  to  cons is t  o f two  20-MHz channels  that  are con t iguous  in  the 

frequency domain . These two  20-MHz channels are o ften  referred  to  as  the 

Primary  and  Secondary chann els . The Primary  Channel is  us ed  fo r 802.11n  

clien ts  that  s upport  on ly  a 20-MHz channel bandwid th  and  fo r legacy  

clien ts . Us e th is s etting to  s et the Primary  Channel as  the upper o r lower 20 -

MHz channel in  the 40-MHz band . 
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Figure  36: AP Pofile  - Radio  configurat io n (Part-2) 

 

 

Protection: The p ro tect ion  featu re con tains  ru les  to  guaran tee that  802.11 

t rans mis sions do  no t cause in terference with  legacy s tations o r app lications . 

By  defau lt , these p ro tection mechanisms  are enabled ( Auto). W ith p ro tection  

enab led , p ro tect ion mechanis ms  will be invoked  if legacy  dev ices are with in  

range of the AP. You  can  d is ab le (Off) thes e p ro tect ion  mechanis ms ;  

however, when  802.11n  pro tect ion is  o ff, legacy  clien ts o r APs  with in  range 

can  be affect ed  by 802.11n  t rans mis s ions. 802.11 pro tect ion is  als o  available 

when  the mode is  802.11b/g . W hen  pro tect ion  is  enab led  in  th is  mode, it  

p ro tects  802.11b  clien ts  and  APs  from 802.11g  t rans mis s ions .  
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S hort Guard Interval : The guard  in terval is  the dead t ime,  in  nanoseconds , 

between  OFDM s ymbols . The guard  in terval p reven ts  In ter -Symbol and  

In ter-Carrier In terference (ISI, ICI). The 802.11n  mode allows  fo r a 

reduct ion  in  th is  guard  in terval from the a and  g  defin it ion  o f 800 

nanoseconds to 400 nanos econds . Reducing  the guard  in terval can  y ield  a 

10% improvement  in  data th roughpu t . Select  one o f the fo llowing  op t ions :  

• Enable :  The AP t rans mits  data us ing  a 400 ns  guard  In terval 

when  communicat ing  with  clien ts  that  als o  s upport  the 400 ns  

guard  in terval. 

• Dis able :  The AP t rans mits  data us ing  an  800 ns  guard  in terval.  

S pace Time Block  Code : Space Time Block Coding  (STBC) is  an  802.11n  

techn ique in tended to  improve the reliab ility  o f data t ransmis sions. The data 

s t ream is  t rans mit ted  on  mult ip le an tennas  s o  the receiv ing  s ys tem has  a 

bet ter chance o f detect ing  at  least one o f the data s t reams . Select  one o f the 

fo llowing  op t ions : 

• Enable :  The AP t rans mits  the s ame data s t ream on  mult ip le 

an tennas  at  the s ame t ime.  

• Dis able :  The AP does  no t  t rans mits  the s ame data on  mult ip le 

an tennas . 

Radio Res ource Management : Rad io  Res ource Meas urement  (RRM) mode 

requ ires  the W ireles s  Sys tem to  s end  add it ional in format ion  in  beacons , 

p robe res ponses, and associat ion  res pons es . Enab le o r d is ab le the s upport  

fo r rad io  res ource meas urement feature in  the AP profile. The featu re is  s et  

independent ly  fo r each  rad io  and  is  enab led  by  defau lt .  

No ACK: Select  Enab le to  s pecify  that  the AP s hould  no t  acknowledge 

frames  with  Qos NoAck as  the s erv ice clas s  value.  

Multicas t Tx Rate (Mbps ) : Select  the 802.11 rate at  which  the rad io  

t rans mits  mult icas t  frames . The rate is  in  Mbps . The lowes t  rate in  the 5 

GHz band  is  6 Mbps . 
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SSID Configuration 

The SSID Configurat ion  page d isp lays the v irtual acces s  po in t  (VAP) s et t ings  

as s ociated with  the s elected AP profile. Each  VAP is  iden t ified  by  it s  network 

number and  Serv ice Set  Iden t ifier (SSID).  

 

Figure  37: AP Pofile  - SSID configurat ion 
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Radio Mode : From th is  field , you  can  s elect  the rad io  that  you  want  to  

configure. By  defau lt , Rad io  1 operates  in  IEEE 802.11a/n  mode, and  Radio  

2 operates in  IEEE 802.11b/g /n  mode.  If you  change the mode, the labels for 

the rad ios  change accord ing ly . Changes  to  the  s et t ings  app ly  on ly  to  the 

s elected  rad io .The DW L-3600AP is  a s ing le -rad io  AP. Any  s et t ings  you  

configure fo r Radio  1 (802.11a/n) are  no t  app lied  to  the DW L-3600AP. If 

the s elected  Hardware Type ID for the AP profile is  DW L-3600AP, the radio  

s electo rs  are no t  availab le.  

Network : Us e the op t ion  to  the left  o f the network to  enab le o r d is ab le the 

corres ponding VAP on  the s elected  rad io . W hen  enab led , us e the menu  to  

s elect  a networks to  assign to  the VAP. You  can   configure up to  64 s eparate 

networks  on  the con tro ller and  app ly  them acros s  mult ip le  rad io  and  VAP 

in terfaces . By  defau lt , 16 networks  are p re -configured  and  app lied  in  

o rder to  the VAPs  on  each  rad io . Enab ling  a VAP on  one rad io  does  no t  

au tomat ically  enab le it  on  the o ther rad io .  

VLAN: Shows  the VLAN ID of the VAP. To  change this  s et t ing , click Edit .  

L3 Tunnel: Shows  whether L3 Tunneling  is  e nab led  on  the network.  

Note: W hen  L3 tunneling is  enabled, the VLAN ID configured  above is  no t  

us ed . In  fact , the con tro ller pu ts  the management  VLAN ID, if any , on  the 

tunneled  packets  des t ined  to  the AP. 

Hide S S ID: Shows  whether the VAP broadcas ts  the S SID. If enab led , the 

SSID for th is  network is  no t  included in  AP beacons. To  change this  sett ing, 

click Edit .  

S ecurity: Shows  the current  s ecurity  s et t ings  fo r the VAP. To  change th is  

s et t ing , click Edit . Red irect  Shows  whether HTTP red irect  is  enab led . T he 

pos s ib le values  fo r the field  are as  fo llows : 

• HTTP : HTTP Redirect  is  enab led  

• None : HTTP Redirect  is  d is ab led  

Edit: Click Edit  to  modify  s et t ings  fo r the corres ponding  network.   W hen  

you  click Edit , the W ireles s  Network Configurat ion  page appears .  
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QoS Configuration 

Quality  o f Serv ice (QoS) p rov ides you with  the ab ility to  s pecify parameters on 

mult ip le queues  fo r increas ed  th roughput  and  bet ter performance of 

d ifferen t iated wireles s  t raffic , d ifferen t   types  o f aud io , v ideo , and  s t reaming  

media as  well as  t rad it ional IP data over the DW C-1000. 

Figure  38: AP Pofile  - QoS configuratio n (Part-1) 

 

 

 Configuring  Quality  o f Serv ice (QoS) on  the DW C-1000 cons is ts  o f s et t ing  

parameters  on  exis t ing  queues  fo r d ifferen t  types  o f w ireles s  t raffic, and  
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effect ively  s pecify ing  min imum and  maximum wait  t imes  (th rough  Conten t ion  

W indows ) fo r t rans mis s ion . The s et t ings  des cribed  here app ly  to  data 

t rans mis sion behav ior on  the access poin t on ly , not  to that o f the clien t  s tat ions . 

AP Enhanced Dis tributed Channel  Acces s  (EDCA) Parameters  affect  t raffic 

flowing  from the acces s  po in t  to  the clien t  s tat ion . S tation Enhanced 

Dis tributed Channel  Acces s  (EDCA) Parameters  affect  t raffic flowing  from the 

clien t  s tat ion to  the access po in t . You  can  s pecify  cus tom QoS s et t ings , o r you  

can  s elect  a template that configures the AP profile with  p re -defined  sett ings that 

are op t imized  fo r data t raffic o r vo ice t raffic.  

Radio Mode :  From th is  field , you  can  s elect  the rad io  fo r which  you  want  

to  configure QoS s ett ings. Set tings fo r each  rad io are configured s eparately . 

By  defau lt , Rad io  1 operates in  IEEE 802.11a/n  mode, and  Radio  2 operates  

in  IEEE 802.11b/g /n  mode. If you  change the mode, the labels fo r the rad ios 

change accordingly . Changes to the s et tings apply  only  to  the s elected rad io. 

The DW L--3600AP is  a s ing le - rad io  AP. Any  s et t ings  you  c onfigure fo r 

Radio  1 (802.11a/n) are no t  app lied  to  the DW L--3600AP. If the s elected  

Hardware Type ID for the AP profile is  DW L--3600AP, the rad io  s electo rs  

are no t  availab le.  

Template : Select  the QoS template to  app ly to  the AP profile. If you  s elect  

Cus tom, you  can  change the AP and  s tation parameters . If you  s elect  Voice 

o r Factory  Defau lts, the contro ller will us e the p re -defined  s et t ings  fo r the 

template you  s elect .  

AP EDCA Parameters : 

Queue :Queues  are defined  fo r d ifferen t types  o f data t rans mit ted  from AP-

to -s tat ion : 

 Data 0  (Voice): High  prio rity  queue, min imum delay . Time -s ens it ive 

data s uch  as  VoIP and  s t reaming  media are au tomat ically  s en t  to  th is  

queue. 

 Data 1  (Video): High  prio rity  queue, min imum delay . Time -s ens it ive 

v ideo  data is  au tomat ically  s en t  to  th is  queue.  

 Data 2  (bes t effort):  Medium prio rity  queue, medium throughput  and  

delay . Mos t  t rad it ional IP data is  s en t  to  th is  queue.  
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 Data 3  (Back ground):  Lowes t  p rio rity  queue, h igh  th roughput . Bulk 

data that  requires maximum throughput  and is  no t t ime-s ensitive is  s en t 

to  th is  queue (FTP data, fo r example).  

AIFS  (Inter-Frame S pace):  The Arb it rat ion  In ter-Frame Spacing  (AIFS) 

s pecifies  a wait  t ime fo r dataframes . The wait  t ime is  meas ured  in  s lo ts . 

Valid  values  fo r AIFS are 1 th rough  255.  

cwMin (Minimum Contention Window) : Th is  parameter is  inpu t  to  the 

algorithm that  determines  the in it ial random backoff wait  t ime (window) fo r 

ret ry  o f a t rans mis sion. The value s pecified  here in  the Min imum Conten tion  

W indow is  the upper limit  (in  millis econds ) o f a range from which  the in it ial 

random backoff wait  t ime is  determined . The firs t  random number generated 

will be a number between  0 and  the number s pecified  here. If the firs t  

random backoff wait  t ime exp ires  before the data frame is  s en t , a  ret ry  

counter is  incremented and the random backoff value (window) is  doubled . 

Doubling  will con t inue un t il the s ize o f the random backoff value reaches  

the number defined  in  the Maximum Conten t ion  W indow. Va lid  values  fo r 

the cwmin  are 1, 3, 7, 15, 31, 63, 127, 255, 511, o r 1024. The value fo r 

cwmin  mus t  be lower than  the value fo r cwmax.  

cwMax (Maximum Contention Window) : The value s pecified  here in  the 

Maximum Conten t ion  W indow is  the upper limit  (in  millis econds ) fo r the 

doubling  o f the random backoff value. Th is doubling  con t inues  un t il either 

the data frame is  s en t  o r the Maximum Conten t ion  W indow s ize is  reached . 

Once the Maximum Conten t ion  W indow s ize is  reached , ret ries  will 

con t inue un t il a  maximum nu mber o f ret ries  allowed  is  reached . Valid  

values  fo r the cwmax are 1, 3, 7, 15, 31, 63, 127, 255, 511, o r 1024. The  

value fo r cwmax mus t  be h igher than  the value fo r cwmin .  

Max. Burs t Length : AP EDCA Parameter Only  (The Max. Burs t  Length  

app lies  on ly  to  t raffic flowing  from the acces s  po in t  to  the clien t  s tat ion .) 

Th is  value s pecifies  (in  millis econds ) the Maximum Burs t  Length  allowed  

for packet  bursts on  the wireles s network. A  packet  burs t  is  a  co llect ion  o f 

mult ip le frames  t rans mit ted  withou t  header in f ormat ion . The decreas ed  

overhead res ults in  h igher th roughput  and  bet ter performance. Valid  values  

fo r maximum burs t  leng th  are 0.0 th rough  999 
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WMM Mode : W i-Fi Mult iMedia (W MM) is  enabled  by default . W ith W MM 

enabled , QoS prio rit izat ion  and  coord inat ion  o f  wireles s  medium acces s  is  

on . W ith  W MM  enabled, QoS s et tings on  the DW C-1000 wireles s  con tro ller 

con t ro l downs t ream t raffic flowing  from the acces s  po in t  to  clien t  s tat ion  

(AP EDCA parameters ) and  the upstream t raffic flowing  from the s tat ion  to  

the access po in t  (s tat ion  EDCA parameters ). Dis ab ling  W MM deact ivates  

QoS con tro l o f s tat ion  EDCA parameters  on  ups t ream t raffic flowing  from 

the s tation  to the access poin t W ith  W MM dis ab led , you  can  s t ill s et  s ome 

parameters  on  the downs t ream t raffic flowing  from the acces s  po in t  to  the 

clien t  s tat ion  (AP EDCA parameters ).  

 To d is ab le W MM extens ions , click Dis abled. 

 To enab le W MM extens ions , click Enabled 

S tation EDCA Parameters  

Queue : Queues  are defined  fo r d ifferen t  types  o f data t rans mit ted  from 

s tat ion -to -AP:  

 Data 0  (Voice): High  prio rity  queue, min imum delay . Time -s ens it ive 

data s uch  as  VoIP and  s t reaming  media are au tomat ically  s en t  to  th is  

queue. 

 Data 1  (Video): High  prio rity  queue, min imum delay . Time -s ens it ive 

v ideo  data is  au tomat ically  s en t  to  th is  queue . 

 Data 2  (bes t effort):  Medium prio rity  queue, medium throughput  and  

delay . Mos t  t rad it ional IP data is  s en t  to  th is  queue.  

 Data 3  (Back ground):  Lowes t  p rio rity  queue, h igh  th roughput . Bulk 

data that  requires maximum throughput  and is  no t t ime -s ensitive is  s en t 

to  th is  queue (FTP data, fo r example).  

AIFS  (Inter-Frame S pace): The Arb it rat ion  In ter-Frame Spacing  (AIFS) 

s pecifies  a wait  t ime fo r data  frames . The wait  t ime is  meas ured  in  s lo ts . 

Valid  values  fo r AIFS are 1 th rough  255. 

cwMin (Minimum Contention Window): Th is  parameter is  us ed  by  the 

algorithm that  determines  the in it ial random backoff wait  t ime (window) 

fo r data t ransmis sion during  a period o f con tent ion  fo r The value s pecified  

in  the Min imum Conten t ion W indow is  the upper limit  (in  millis econds ) o f 

a range from which  the in it ial random backoff wait  t ime is  determined . The 
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firs t  random number generated will be a number between  0 and  the number 

s pecified  here. If the firs t  random backoff wait  t ime exp ires  before the data 

frame is  s en t , a  ret ry  counter is  incremented and  the random backoff value 

(window) is  doubled . Doubling  will con t inue un t il the s ize o f the random 

backoff value reaches  the number defined  in  the Maximum Conten t ion  

W indow. cwMax (Maximum Contention Window) : The value s pecified  in  

the Maximum Conten t ion  W indow is  the upper limit  (in  millis econds ) fo r 

the doubling  o f the random backoff value. Th is  doubling  con t inues  un t il 

either the data frame is  s en t  o r the Maximum Conten t ion  W indow s ize is  

reached . Once the Maximum Cont en t ion  W indow s ize is  reached , ret ries  

will con t inue unt il a  maximum number o f ret ries  allowed  is  reached. TXOP 

Limit: Stat ion  EDCA Parameter Only  (The TXOP Limit  app lies  on ly  to  

t raffic flowing  from the clien t  s tat ion  to  the acces s  po in t .) The 

Trans mis s io n  Opportun ity  (TXOP) is  an  in terval o f t ime when  a W ME 

clien t  s tat ion  has  the righ t  to  in it iate t rans mis s ions  on to  the wireles s  

medium (W M). This  value s pecifies  (in  millis econds ) the Trans mis s ion  

Opportunity  (TXOP) fo r clien t  s tat ions; that  is , the in terv al o f t ime when  a 

W MM clien t  s tation has the righ t  to  in it iate t rans mis s ions  on  the wireles s  

network. 

 



Wireless Controller  User Manual 

82  

Figure  39: AP Pofile  - QoS configuratio n (Part-2) 
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Chapter  3. Configuring Wireless LAN 

3.1 WLAN Setup Wizard 

Setup > Wizard > WLAN Setup Wizard 

The W LAN Setup  W izard  is  availab le fo r us ers  fo r configuring  the bas ic wireles s  

con tro ller s et t ings  s uch  as  rad io , SSID and  Acces s  Po in t .   

Figure  40: WLAN Se tup Wizard 

 

 

You  can  s tart  using the W izard  by  logg ing  in  with  t he admin is trato r pas s word  fo r the 

con tro ller. Once au then t icated  s et  Country  Code  that  you  are located  in , and  then  

configure  the Radio  Configuration, VAP configuration and  Acces poin t. The las t  s tep  

in  the W izard  is  to  click the Connect bu t ton . 
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Chapter  4. Monitoring Status and 

Statistics 

4.1 System Overview 

The Status page allows  you  to  get  a detailed  overv iew of the s ys tem configurat ion . 

The s et t ings  fo r the wired  and  wireles s  in terfaces  are d is p layed  in  the DW C-1000 

Status  page, and  then the resu lting hardware res ource  and controller us age details  are 

s ummarized  on  the con tro ller Das hboard .  

4.1.1 Dashboard 

Status > Dashboard > General 

The DW C-1000 das hboard  page g ives  a s ummary  of the CPU and  Memory  

u t ilizat ion .  
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Figure  41: Das hboard 

 

CPU Uti l ization 

Th is  s ect ion  d is p lays  the rou ter's  p roces s or s tat is t ics .  

CPU us age by us er : Percen t  o f the CPU u t ilizat ion  being  consumed curren tly  by  all 

us er s pace p roces s es , s uch  as  SSL VPN or management  operat ions .  

CPU us age by k ernel : percent  o f the CPU u t ilizat ion  being  cons umed curren t ly  by  

kernel s pace p roces s es , s uch  as  firewall operat ions .  

CPU idle : percen t  o f CPU cycles  that  are curren t ly  no t  in  us e.  

CPU waiting  for IO : percen t  o f CPU cycles  that  are allocated  to  inpu t /ou tpu t  

dev ices .  

Memory Uti l ization 

This  s ect ion  d is p lays  memory  s tatus  o f s ys tem.  

Total  Memory: Ind icates  to tal availab le vo lat ile  phys ical memory .  

Us ed Memory: Ind icates  memory  us ed  by  all p roces s es  in  s ys tem.  
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Free Memory: Ind icates  availab le free memory  in  s ys tem.  

Cached Memory: Ind icates  cached  memory  in  s ys tem.  

Buffer Memory: Ind icates  buffered  memory  in  s ys tem 

 

4.1.2 Device Status 

Status > Device Info > Device Status 

The DW C-1000 Status  page g ives a s ummary  of the con troller configuration s et tings 

configured in  the Setup and Advanced menus. The s tatic hardware s erial number and  

curren t  firmware vers ion  are p resen ted in  the General s ection. The Opt ion  and  LAN 

in terface in format ion  s hown on  th is  page are bas ed  on  the admin is t rato r 

configuration  parameters. The rad io  band  and channe l s ett ings  are p res en ted  below 

along  with  all configured  and  act ive APs  that  are enab led  on  th is  con t ro ller.  
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Figure  42: De vice  Status  dis play 
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Figure  43: De vice  Status  dis play (continue d)  

 

 

4.1.3 Wireless LAN AP information  

Status > Device Info > Wireless LAN AP Information 

The Managed  AP s tatus  pages  allows  to  acces s  configurat ion  and  as s ociat ion  

in format ion  about  managed  APs  and  their neighbors .  

View AP Detai ls : Shows  detailed  s tatus  in format ion  co llected  from the AP. 

View Radio Detai ls : Shows  detailed  s tatus  fo r a rad io  in terface. Us e the rad io  

bu t ton  to  nav igate between  the two  rad io  in terfaces .  
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View Neighbor APs : Shows  the neighbor APs  that  the s pecified  AP has  d is covered  

th rough  period ic RF s c ans  on  the s elected  rad io  in terface.  

View Neighbor Cl ients : Shows  in format ion  about  wireles s  clien ts  as s ociated  with  

an  AP or detected  by  the AP rad io . 

View VAP Detai ls : Shows  s ummary  in format ion  about  the v irtual acces s  po in ts  

(VAPs ) fo r the s elected  AP and  rad io  in terface on  the APs  that  the con tro ller 

manages . 

View Dis tributed Tunnel ing  Detai ls : Shows  in format ion  about  the L2 tunnels  

curren t ly  in  us e on  the AP.  

 

Figure  44: Wire le s s  LAN AP informatio n 

 

 

MAC Addres s : The Ethernet  address o f the con toller managed  AP. If the MAC address 

o f the AP is  fo llowed  by  an  as teris k (* ), it  is  managed  by  a peer con tro ller. 

IP Addres s : The network IP addres s  o f the managed  AP  

Age : Time s ince las t  communicat ion  between  the con tro ller and  the AP. 

S tatus : The curren t  managed  s tate o f the AP. The pos s ib le values  are:  
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 Dis covered: The AP is  d is covered  and by  the con tro ller, bu t  is  no t  yet  

au then t icated . 

 Authenticated: The AP has  been  validated  and  au then t icated  (if 

au then t icat ion  is  e nab led), bu t  it  is  no t  configured .  

 Managed: The AP profile configuration has been applied  to  the AP and  

it 's  operat ing  in  managed  mode.  

 Fai led: The con tro ller los t  con tact  with  the AP, a failed  en t ry  will 

remain  in  the managed  AP databas e un les s  you  remove  it . Note that  a 

managed  AP will temporarily  s how a failed  s tatus  during  a res et .  

 Note: W hen  management connectiv ity is  los t  fo r a managed  AP, then  bo th  

rad ios  o f the AP are tu rned down. A ll the clien ts as sociated  with  the AP get  

d is as s ociated . The rad ios  become operat ional if and  when  that  AP is  

managed  again  by  a con tro ller. 

 

Profi le : The AP profile configurat ion  curren t ly  app lied  to  the managed  AP. The 

profile is  as s igned  to  the AP in  the valid  AP databas e.  

Radio Interface : Shows  the wireles s rad io  mode that  each  rad io  on the AP is  us ing .  

 

4.1.4 Cluster information  

Status > Device Info > Cluster Information 

The Peer Contro ller Status page p rovides in format ion  about  o ther wireles s con tro ller 

in  the network.Peer wireles s contoreller with in  the s ame clus ter e xchange data about 

thems elves , their managed  APs , and  clien ts . The con tro ller main tains  a databas e 

with  th is  data s o you can  v iew in format ion  about  a peer, s uch  as  it s  IP addres s  and  

s oftware version. If the con tro ller los es con tact  with  a peer, all o f the  data fo r that  

peer is  deleted .  

One of the con tro ller in  a clus ter is  elected  as  a Clus ter Contro ller. The Clus ter 

Contro ller co llects  status and s tatis tics from all the o ther con tro llers  in  the clus ter, 

includ ing  in format ion  about  the APs  peer con tro ller  manage and  the clien ts  

as s ociated  to  thos e APs .  
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Figure  45: Clus te r informat ion 

 

 

Clus ter Control ler IP Addres s : IP addres s  o f the con tro ller that  con t ro ls  the 

clus ter. 

Peer Control lers : Dis p lays  the number o f peer con tro llers  in  the clus ter. 

IP Addres s : IP addres s  o f the peer wireles s  con tro ller in  the clus ter. 

Vendor ID: Vendor ID of the peer con tro ller s o ftware.  

S oftware Vers ion : The s oftware vers ion  fo r the g iven  peer con tro llers   

Protocol  Vers ion : Ind icates the p ro tocol ve rsion s upported  by  the s oftware on  the 

peer con tro llers   

Dis covery Reas on : The d is covery  method  of the g iven  peer controller, which  can  be 

th rough  an  L2 Po ll o r IP Po ll 

Managed AP Count: Shows  the number o f APs  that  the con tro ller curren t ly  

manages . 

Age : Time s ince las t  communicat ion  with  the con torller in  Hours , Minutes , and  

Seconds . 
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4.1.5 Resource Utilization 

Status > Dashboard > Interface 

The Das hboard  page p resents hardware and  usage s tat is t ics . The CPU and  Memory  

u t ilizat ion  is  a funct ion  o f the availab le ha rdware and  curren t  configurat ion  and  

t raffic th rough the contro ller. In terface s tat is t ics  fo r the wired  connect ions  (LAN, 

Opt ion1, Opt ion  2/DMZ, VLANs ) p rov ide ind ication o f packets th rough and packets 

d ropped by  the in terface. Click refres h  to  have th is  p age ret rieve the mos t  curren t  

s tat is t ics .  
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Figure  46: Re s ource  Utilizatio n s tatis tics  
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Figure  47: Re s ource  Utilizatio n data (continue d)  
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4.2 Traffic Statistics 

4.2.1 Wired Port Statistics 

Status > Traffic Monitor > Device Statistics 

Detailed  t rans mit  and  receive s tat is t ics  fo r each  phys ical port  are p res en ted  here. 

Each  in terface (Opt ion 1, Opt ion  2/DMZ, LAN, and  VLANs ) have port  s pecific 

packet  level in format ion  prov ided  fo r rev iew. Trans mit ted / received  packets , port  

co llis ions , and the cumulat ing by tes/sec fo r t ransmit / receive d irections are p rov ided  

fo r each  in terface along with  the port up  t ime. If you  s uspect is s ues  with  any  of the 

wired  ports , th is  tab le will help  d iagnos e up t ime or t rans mit  level is s ues  with  the 

port .  

The s tat ist ics tab le has au to-refresh contro l which  allows  d is play o f the mos t  current 

port  level data at  each  page refres h . The defau lt  au to -refres h  fo r th is  page is  10 

s econds .  

 

Figure  48: Phys ical port s tatis tics  
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4.3 Managed AP and Associated Clients 

Statistics  

4.3.1 Managed AP Statistics  

Status > Traffic Monitor  > Managed AP Statistics  

The managed  AP s tatist ics page s hows  in format ion  about  t raffic on  the wired  and  

wireles s  in terfaces o f the access po in t. Th is  in format ion can help  d iagnose network 

is s ues , s uch  as  th roughput  p rob lems . The fo llowing  figure s hows  the Managed  

Acces s  Po in t  Stat is t ics  page with  a managed  AP.  

MAC Addres s : Th is  field  s hows  the MAC addres s  o f the clien t  s tat ion  

Interface: Th is  field  s hows  the in terface type W LAN or Ethernet .  

Pack et Trans mitted:  Th is  field  s hows  the packet t rans mit ted  to  the clien t  s tat ion  

Pack et Received:  Th is  field  s hows  the packet  received  to  the clien t  s tat ion  

Bytes  Trans mitted:  Th is  field  s hows  the by tes  t rans mit ted  to  the clien t  s tat ion  

Bytes  Received:  Th is  field  s hows  the by tes  received  to  the clien t  s tat ion  
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Figure  49: Manage d AP Statis tics  

 

 

The fo llowing  act io ns  are s upported  from th is  page: 

View Detai ls :  Shows  detailed  s tatus  in format ion  co llected  from the AP.  

View Radio Detai ls :  Shows  detailed  s tatus  fo r a rad io  in terface  

View VAP Detai ls :  Shows  s ummary  in format ion  about  the v irtu al acces s  po in ts  

(VAPs ) fo r the s elected AP and  rad io in terface on  the APs that  the con tro ller manages   

Refres h: Updates  the page with  the lates t  in format ion  

 

4.3.2 LAN Assoicated Clients  

Status > Traffic Monitor  > Associated Clients Statistics > LAN Associated 

Clients 

The con tro ller t racks  the  t raffic the clien t  connected  wireles s  con tro ller.  

Name: The LAN hos t  name if availab le th rough  NetBIOS.  

IP Addres s : The LAN dev ice 's  IP addres s .  

MAC Addres s : The MAC addres s  o f the connected  LAN clien t .  
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Figure  50: LAN As s ociate d Clie nts   

 

 

The fo llowing  act ions  are s upported  from th is  page:  

Refres h: Updates  the page with  the lates t  in format ion  

View Detai ls :  Shows  detailed  s tatus  as s ociated  cl ien t . 

 

4.3.3 WLAN Assoicated Clients  

Status > Traffic Monitor  > Associated Clients Statistics > WLAN Associated 

Clients 

The wireles s  clien t  can  roam among APs  withou t  in terrup t ion  in  W LAN s erv ice. 

The con tro ller t racks  the  t raffic the clien t  s ends  and  receives  during  the en t ire 

wireles s  s ession while the clien t  roams  among APs that  the controller manages. The 

con tro ller s tores s tat istics about clien t  t raffic while it  is  as s ociated  with  a s ingle AP 

as  well as  th roughout  the roaming  s es s ion .  

MAC Addres s : Th is  field  s hows  the MAC addres s  o f the clien t  s tat ion  

Pack et Trans mitted:  Th is  field  s hows  the packet t rans mit ted  to  the clien t  s tat ion  

Pack et Received:  Th is  field  s hows  the packet  received  to  the clien t  s tat ion  
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Bytes  Trans mitted:  Th is  field  s hows  the by tes  t rans mit ted  to  the clien t  s tat ion  

Bytes  Received:  Th is  field  s hows  the by tes  received  to  the clien t  s tat ion  

 

Figure  51: WLAN As s ociate d Clie nts   

 

The fo llowing  act ions  are s upported  from th is  page:  

Refres h: Updates  the page with  the lates t  in format ion  

View Detai ls :  Shows  detailed  s tatus  as s ociated  clien t .  

 

4.4 Active Connections 

4.4.1 Sessions through the Controller 

Status > Active Sessions  

This  tab le lis t s  the act ive in ternet  s es s ions  th rough  the con tro llers  firewall. The 

s es s ion‟s  p ro toco l, s tate, local and  remote IP addres s es  are s hown.  
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Figure  52: Lis t of curre nt Active  Fire wall Se s s ions  

 

 

4.5 LAN Client Info 

4.5.1 Associated Clients 

Status > LAN Client Info > Associated Clients  

The clien ts  that are as s ociated  with  the APs  the con tro ller manages  as  d is p layed . 
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Figure  53: As s ociate d Clie nts  

 

MAC Addres s : The Ethernet  addres s  o f the clien t  s tat ion . If the MAC addres s  is  

fo llowed  by  an  as terisk (* ), the clien t  is  as s ociated  with  an  AP managed  by  a peer 

con tro ller. 

AP MAC Addres s : The Ethernet  addres s  o f the AP.  

S S ID: The network on  whic h  the clien t  is  connected .  

BS S ID: The Ethernet  MAC addres s  fo r the managed  AP VAP where th is  clien t  is  

as s ociated . 

Detected IP Addres s : Iden t ifies  the IPv4 addres s  o f the clien t , if availab le.  

S tatus : Ind icates whether o r no t  the clien t  has associated and/ or au then t icated . The 

valid  values  are: 

• As s ociated: The clien t  is  curren t ly  as s ociated  to  the managed  AP.  

• Authenticated: The clien t  is  curren t ly  associated and au then t icated  

to  the managed  AP. 
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• Dis as s ociated: The clien t  has  d isassociated  from the mana ged AP. If 

the clien t  does  no t  roam to  ano ther managed  AP with in  the clien t  

roam t imeout , it  will be deleted .  

Dis as s ociate : Dis as s ociates  the clien t  from the managed  AP.  

View Detai ls :  For each  clien t  as s ociated  with  an  AP that  the con tro ller manages , 

you  can  v iew detailed  s tatus in format ion about the clien t and  it s associat ion  with  the 

acces s  po in t .  

View Neighbor S tatus :  The as s ociated clien t  s tatus  s hows in format ion about access 

po in ts  that the clien t detects. The in format ion on  th is  page can  help  you  determine 

the managed  AP an  as s ociated  clien t  migh t  us e fo r roaming .  

View Dis tributed Tunnel ing  S tatus :  The as s ociated  clien t  s tatus  s hows  

in format ion  about access po in ts that  the clien t  detects . The AP -AP tunneling  mode 

is  us ed  to  s upport  L3 roaming  fo r wireles s  clien ts  withou t  fo rward ing  any  data 

t raffic to  the wireles s  con tro ller 

View S S ID Detai ls : Each  managed  AP can  be from d ifferen t  networks  that  each  

have a un ique SSID. A lthough  s everal wireles s  clien ts  migh t  be connected  to  the 

s ame phys ical AP, th ey  migh t  no t  connect  by  us ing  the s ame SSID. The W LAN  > 

Monito ring > Clien t  > As s ociated  Clien ts > SSID Status  page lis t s  the SSIDs  of the 

networks  that  each  wireles s  clien t  as s ociated  with  a managed  AP has  us ed  fo r 

W LAN acces s . 

View VAP Detai ls : Each  AP h as  s et  o f Virtual Access Po in ts (VAPs ) per rad io , and  

every  VAP has  a un ique MAC address (BSSID). Th is  d is p lays  the VAP As s ociated  

Clien t  Status page which  s hows in format ion about the VAPs  on  the managed  AP that  

have as s ociated  wireles s  clien ts .   

 

4.5.2 LAN Clients 

Status > LAN Client Info >LAN Clients 

The LAN clien ts  to  the con tro ller are iden t ified  by  an  ARP s can  th rough  the LAN 

contro ller. The NetBios  name (if availab le), IP addres s  and  MAC addres s  o f 

d is covered  LAN hos ts  are d is p layed .  
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Figure  54: Lis t of LAN hos ts  

 

 

4.5.3 Detected Clients 

Status > LAN Client Info > Detected Clients 

W ireles s  clien ts are detected  by the wireles s system when  the clien ts  either at tempt  

to  in teract  with  the s ystem or when  the s ys tem detects  t raffic from the clien ts . The 

Detected  Clien t  Status  page con tains  in format ion  about  clien ts  that  have 

au then ticated  with  an  AP as  well in format ion  about  clien ts that d is associate and  are 

no  longer connected  to  the s ys tem.  
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Figure  55: De te cte d Clie nts  

 

 

MAC Addres s : The Ethernet  MAC addres s  o f the clien t .  

Client Name : Shows  the name of the clien t , if availab le, from the Known Clien t  

Databas e. If clien t  is  no t  in  the databas e then  the field  is  b lank.  

Client S tatus : Shows  the clien t  s tatus , which  ca n  be one o f the fo llowing : 

 Authent icated.The wireles s clien t  is  au then ticated with  the wireles s  s ys tem.  

 Detected .The wireles s  clien t is  detected by  the wireles s  s ys tem bu t  is  no t  a  

s ecurity  th reat .  

 Black-Lis ted .The clien t  with  th is  MAC address is  s pecifica lly  den ied acces s  

v ia  

 MAC Authen t icat ion . 

 Rogue.The clien t  is  clas s ified  as  a th reat  by  one o f the th reat  detect ion  

algorithms . 



Wireless Controller  User Manual 

105  

Age : Time s ince any  event  has been received  fo r th is clien t  that  updated  the detected  

clien t  databas e en t ry .  

Create Time : Time s ince th is  en try was  firs t  added to  the detected clien ts databas e.  

4.6 Access Point 

4.6.1 Access Point Status  

Status > General >  Access Point 

The Acces s Po in t Status  page s hows  s ummary  in format ion  about  managed , failed ,  

and  rogue acces s  po in ts  the con tro ller has  d is covered  or detected . 
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Figure  56: AP s tatus  

 

Total  Acces s  Points  Uti l ization 

Total  Acces s  Points : To tal number o f Managed  APs  in  the databas e. Th is  value is  

always  equal to  the s um of Managed  Acces s  Po in ts , Connect ion  Failed  Acces s  

Po in ts , and  Dis co vered  Acces s  Po in ts .  

Managed Acces s  Points : Number o f APs  in  the managed  AP databas e that  are 

au then t icated , configured , and  have an  act ive connect ion  with  the con tro ller.  
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Dis covered Acces s  Points : APs  that  have a connect ion  with  the con tro ller, bu t  

haven 't  been  completely  configured . Th is  value includes  all managed  APs  with  a 

Dis covered  or Authen t icated  s tatus .  

Connection Fai led Acces s  Points : Number o f APs  that  were p rev ious ly  

au then ticated  and managed, bu t currently  don't  have connect ion  with  the con tro ller. 

Acces s  Points  Uti l ization 

S tandalone Acces s  Points : Number o f t rus ted  APs  in  Standalone mode. APs  in  

Standalone mode are no t  managed  by  a con tro ller.  

Rogue Acces s  Points : Number o f Rogue APs  cu rren t ly  detected  on  the W LAN. 

W hen  an  AP performs  an  RF s can , it  migh t  detect access po in ts  that  have no t  been  

validated . It  reports  thes e APs  as  rogues .  

Authentication Fai led Acces s  Points :   

Number o f APs  that  failed  to  es tab lis h  communicat ion  with  the  con tro ller. 

Unk nown Acces s  Points : Number o f Unknown APs  curren t ly  detected  on  the 

W LAN. If an  AP configured  to be managed by  the controller is  detected  th rough  an  

RF s can  at  any  t ime that  it  is  no t  act ively  managed  it  is  clas s ified  as  an  Unknown 

AP. 

Rogue AP Mitigation Limit : Maximum number o f APs  fo r which  the s ys tem can  

s end  de-au then t icat ion  frames .  

Rogue AP Mitigation Count : Number o f APs  to  which  the wireles s  s ys tem is  

curren t ly  s ending de -authentication mes s ages to  mit igate against rogue APs. A  value 

o f 0 ind icates  that  mit igat ion  is  no t  in  p rogres s .  

Maximum Managed APs  in Peer Group: Maximum number o f acces s  po in ts  that  

can  be managed  by  the clus ter.  

WLAN Uti l ization: To tal network u t ilizat ion  acros s  all APs  managed  by  th is  

con t ro ller. Th is  is  bas ed  on  g lobal s tat is t ics .  
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4.6.2 AP Summary 

Status > Access Point Info> APs Summary 

The Lis t  o f AP page s hows  s ummary  in forma t ion  about  managed , failed , and  

rogue access poin ts the contro ller has d is covered or detected . The s tatus en tries can   

be deleted  manually .  To  clear all APs  from the A ll Acces s Po in ts s tatus page except   

Managed  Acces s  Po in ts , click Delete Al l .  

To  configure an  Authent icat ion  Failed  AP to  be managed by  the con tro ller the next   

t ime it  is  d is covered , s elect  the check box next  to  the MAC addres s  o f the AP  

and \click Manage. You  will be p res en ted with  the Valid  Acces s Po in t Configuration 

page.  

 

Figure  57: AP s tatus  

 

 

MAC Addres s : Shows  the MAC addres s  o f the a cces s  po in t . 

IP Addres s : The network addres s  o f the acces s  po in t .  

Age : Shows  how much  t ime has  pas s ed  s ince t he AP was  las t  detected  and  the  

in format ion  was  las t  updated .  

S tatus  : Shows  the acces s  po in t  s tatus  
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• Managed: The AP profile configuration has  been app lied  to  the AP 

and  it 's  operat ing  in  managed  mode.   

• No Databas e Entry: MAC addres s o f the AP does no t appear in  the 

local o r RADIUS Valid  AP databas e.  

• Authentication (Fai led AP): The AP failed  to  be au then t icated  by  

the con tro ller o r RADIUS s erver. Since AP is  no t  configured  as  a 

valid  AP which  the correct  local o r RADIUS au then t icat ion  

in format ion . 

• Fai led:  The con tro ller los t con tact  with  the AP;  a failed  en t ry  will 

remain  in  the managed  AP database unless you remove it . Note that  

a managed  AP will temporarily  s how a failed  s tatus  during  a res et .  

• Rogue : The AP has  no t  at tempted  to  con tact  the con tro ller and  the 

MAC addres s  o f the AP is  no t  in  the Valid  AP databas e.  

Radio: Shows  the wireles s  rad io  mode the AP is  us ing .  

Channel : Shows  the operat ing  channel fo r the rad io . 

The fo llowing  act ions  are s upported  from th is  page  

Delete Al l : Manually  clear all APs  from the A ll Acces s  Po in ts  s tatus  page excep t  

Managed  Acces s  Po in ts .  

Manage :  Configure an  Authen tication Failed  AP t o  be managed  by  the con tro ller 

the next  t ime it  is  d is covered . Select the check box next  to  the MAC addres s  o f the 

AP before you  click Manage You will be p res en ted  with  the Valid  Acces s  Po in t  

Configurat ion  page. You  can  then configure the AP and  click Submit  to  s ave the AP 

in  the local Valid  AP database. If you  use a RADIUS s erver fo r AP validat ion , you  

mus t  add  the MAC addres s  o f the AP to  the AP databas e on  the RADIUS s erver.  

Ack nowledge :  Iden t ify  an  AP as  an  Acknowledged  Rogue. Select  the check box 

next  to  the MAC address o f the AP before you  click Acknowledge. The con tro ller 

adds  the AP to  the Valid  AP databas e as  an  Acknowledged  Rogue.  

View Detai ls :  To  v iew the details configured APs . Select  the check box next  to  the 

MAC addres s  o f the AP be fore you  click View Details . 

Refres h: Updates  the page with  the lates t  in format ion  
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4.6.3 Managed AP Status 

Status > Access Point Info> Managed AP Status  

In  the Managed  AP Status  page, you  can  acces s  a variety  o f in format ion  about   

each  AP that  the con tro ller manages .  

 

Figure  58: Manage d AP s tatus  

 

 

MAC Addres s : The Ethernet  addres s  o f the con tro ller-managed  AP.  

IP Addres s : The network IP addres s  o f the managed  AP.  

Age : Time s ince las t  communicat ion  between  the  Contro ller and  the AP. 

S tatus : The curren t  managed  s tate o f the AP. The pos s ib le values  are   

• Dis covered: The AP is  d is covered  and  by  the con tro ller, bu t  is  no t  

yet  au then t icated . 

• Authenticated: The AP has  been  validated  and  au then t icated  (if 

au then t icat ion  is  enab led),  bu t  it  is  no t  configured .  
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• Managed: The AP profile configuration has been app lied  to  the AP 

and  it 's  operat ing  in  managed  mode.  

• Fai led: The Contro ller los t  con tact  with  the AP, a failed  en t ry  will 

remain  in  the managed  AP database unless you remove  it . Note that  

a managed  AP will temporarily  s how a failed  s tatus  during  a res et .  

Profi le: The AP profile configuration current ly app lied to  the managed AP. The 

profile is  as s igned  to  the AP in  the valid  AP databas e.  

Radio Interface: Shows  the wireles s  rad io  mode that  each  rad io  on  the AP is  

us ing .  

The fo llowing  act ions  are s upported  from th is  page : 

Delete : Manually  clear exis t ing  APs  

View AP Detai ls :  Shows  detailed  s tatus  in format ion  co llected  fro m the AP. 

View Radio Detai ls :  Shows  detailed  s tatus  fo r a rad io  in terface  

View Neighbor Detai ls :  Shows  the neighbor APs  that  the s pecified  AP has  

d is covered  th rough  period ic RF s cans  on  the s elected  rad io  in terface  

View Neighbor Cl ients :  Shows  in format ion  about  wireles s  clien ts  as s ociated  

with  an  AP or detected  by  the AP rad io  

View VAP Detai ls :  Shows  s ummary  in format ion  about  the v irtual access poin ts 

(VAPs ) fo r the s elected  AP and  rad io  in terface on  the APs  that  the con tro ller 

manages  

 

4.6.4 Authentication Failure Status  

Status > Access Point Info> Authentication Failure Status 

An AP might  fail to  as s ociate to  the contro ller due to erro rs s uch  as  invalid  packet  

fo rmat  o r vendor ID, o r becaus e the AP is  no t  config ured  as  a valid  AP with  the 

correct  local o r RADIUS au then tication in format ion The AP au then t icat ion  failu re 

lis t  s hows  in format ion about  APs  that  failed  to  es tab lis h  communicat ion  with  the 

DW C-1000 wireles s  con torller  

The AP can  fail due to  one o f the fo llowing  reas ons :  
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 No Databas e Entry: The MAC addres s  o f the AP is  no t  in  the local 

Valid  AP database o r the external RADIUS s erver databas e, s o  the AP 

has  no t  been  validated .  

 Local  Authentication : The au thent icat ion  pas s word  configured  in  the 

AP d id  no t  match  the pas s word  configured  in  the local databas e.  

 Not Managed: The AP is  in  the Valid  AP database, bu t the AP Mode in  

the local databas e is  no t  s et  to  Managed .  

 RADIUS  Authentication : The pas s word  configured  in  the RADIUS 

clien t  fo r the RADIUS s erver was  rejected  by  the s erver.  

 RADIUS  Chal lenged: The RADIUS s erver is  configured  to  us e the 

Challenge-Res pons e au then t icat ionmode, which  is  incompat ib le with  

the AP. 

 RADIUS  Unreachable : The RADIUS s erver that  the AP is  configured  

to  us e is  unreachab le.  

 Inval id RADIUS  Res pons e : The AP received  a res pons e packet  from 

the RADIUS s erver that  was  no t  recognized  or invalid .  

 Inval id Profi le ID: The p rofile ID s pecified  in  the RADIUS databas e 

may  no t  exis t  on  the con tro ller. Th is  can  als o  happen  with  the local 

databas e wh en  the configurat ion  has  been  received  from a peer 

con tro ller. 

 Profi le Mis match•-Hardware Type: The AP hardware type s pecified  

in  the AP Profile is  no t  compat ib le with  the actual AP hardware.  

Figure  59: Authe nticat io n Failure  Status  
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MAC Address: The Ethernet address of the AP. If the MAC address of the  

AP is followed by an asterisk (*), it was reported by a peer controller.  

IP Addre s s : The IP  address of the AP.  

Las t Failure  Type : Indicates the last type of failure that occurre d, which 

can be one of the following: 

 Local Authentication 

 No Database Entry 

 Not Managed 

 RADIUS Authentication 

 RADIUS Challenged 

 RADIUS Unreachable  

 Invalid RADIUS Response  

 Invalid Profile ID 

 Profile Mismatch-Hardware Type  

Age : Time since failure occurred.  

 

4.6.5 AP RF Scan Status  

Status > Access Point Info> AP RF Scan Status 

The radios on each AP can periodically scan the radio frequency to collect  

information about other APs and wireless clients that are within range. In 

normal operating mode the AP always scans on the operational channel for 

the radio.  

MAC Addres s : The Ethernet  MAC addres s  o f the detected  AP. This  cou ld  be a 

phys ical rad io  in terface o r  VAP MAC. 
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S S ID: Serv ice Set  ID of the network, which  is  b roadcas t  in  the detected  beacon  

frame. 

Phys ical  Mode: Ind icates  the 802.11 mode being  us ed  on  the AP.  

Channel : Trans mit  channel o f the AP.  

S tatus : Ind icates the managed s tatus o f the AP, whether th is is  a  valid  AP known to  

the con tro ller o r a Rogue on  the network. The valid  values  are:  

 Managed: The neighbo r AP is  managed  by  the wireles s  s ys tem.  

 S tandalone : The AP is  managed  in  s tandalone mode and  configured  as  a 

valid  AP en t ry  (local o r RADIUS).  

 Rogue : The AP is  clas s ified  as  a th reat  by  one o f the th reat  detect ion  

algorithms . 

 Unk nown: The AP is  detec ted  in  the network bu t is  no t  classified  as a th reat 

by  the th reat  detect ion  algorithms .  

Age: Time s ince th is  AP was  las t detected in  an  RF s can . Status  en t ries  fo r the RF 

Scan  Status page are co llected  at  a  po in t  in  t ime and  even tually  age ou t . The age 

value fo r each  en t ry  s hows  how long  ago  the con tro ller recorded  the en t ry .  
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Figure  60: AP RF Scan Status  

 

 

4.7 Global Info 

4.7.1 Global status 

Status > Global Info > Global Status 

The DW C-1000 con tro ller period ically  co llects  in format ion  fro m the APs  it  

manages  and  from as s ociated  peer con tro ller. The in format ion  on  the Global page 

s hows  s tatus and  s tat is t ics  about  the con tro ller and  all o f the ob jects  as s ociated  

with  it . 
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Figure  61: Global Status  (Part 1) 
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Figure  62: Global Status  (Part 2)  
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WLAN Control ler  Operational  S tatus : Th is  s tatus field  d is p lays the operational 

s tatus o f th is  contro ller (a W LAN contro ller). The W LAN Contro ller may  be configured  

as  enab led , but  is  o perationally  d is abled  due to  configuration dependencies. If the 

operat ional s tatus is  d is abled , the reason will be  d is p layed in  the fo llowing  s tatus field .  

IP Addres s : IP address o f the controller. 

Peer Control ler : Number o f peer W LAN contro llers detected on  the network. 

Clus ter Control ler : Ind icates whether this  contro ller is  the Clus ter Controller fo r the 

clus ter. 

Clus ter Control ler IP Addres s : The IP addres s o f the peer controller that is  the 

Clus ter Contro ller.  

Total  Acces s  Points : To tal number o f Managed APs  in  the database. Th is value is  

always  equal to  the s um of Managed Access Po in ts, Connect ion  Failed  Access Po in ts, 

and  Dis covered  Access Po in ts.  

Managed Acces s  Points : Number o f APs  in  the managed  AP database that are 

au then ticated , configured, and  have an  act ive connection with  the controller. 

S tandalone Acces s  Points : Number o f t rus ted APs  in  Standalone mode. APs  in  

Standalone mode are no t  managed by  a con tro ller. 

Rogue Acces s Points : Number o f Rogue APs  currently  detected on  the W LAN. W he n 

an  AP performs  an  RFs can , it  migh t  detect  access po ints that have no t been validated. It  

reports  these APs  as rogues. 

Dis covered Acces s Points : APs  that have a connection with  the contro ller, bu t haven't  

been  completely  configured. Th is  value includes al l managed  APs with  a Dis covered or 

Authent icated s tatus.  

Connection Fai led Acces s  Points : Number o f APs  that were p rev iously  au thent icated  

and  managed , bu t current ly don't  have connect ion  with  the Unified  Contro ller. 

Authentication Fai led Acces s  Points : Number o f APs  that failed  to  estab lish  

communicat ion  with  the Unified  Contro ller. 

Unk nown Acces s  Points : Number o f Unknown APs  curren tly  detected  on the W LAN. 

If an  AP configured to  be managed by  the Unified  Contro ller is  detected th rough  an RF 

s can  at  any  t ime that  it  is not  actively managed it  is  clas sified  as  an Unknown AP.  
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Rogue AP Mitigation Limit : Maximum number o f APs  fo r which  the s ys tem can  s end 

de-au then tication frames .  

Rogue AP Mitigation Count : Number o f APs  to  which  the wireles s s ystem is  curr en t ly  

s end ing the au thentication mes s ages to  mit igate against rogue APs. A  value o f 0 

ind icates that mit igat ion  is  no t in  p rogress.  

Maximum Managed APs  in Peer Group: Maximum number o f acces s po ints that can  

be managed  by  the cluster.  

WLAN Uti l ization: To tal network u t ilizat ion  across all APs  managed by  this  

con t ro ller. Th is  is  based on  g lobal s tatist ics.  

Total  Cl ients : To tal number o f clien ts in  the database. Th is  total includes clien ts with  

an  As s ociated, Authent icated , o r Dis associated s tatus.  

Authenticated Cl ients : To tal number o f clien ts  in  the associated clien t  database with  

an  Authent icated s tatus.  

802 .11a Cl ients : To tal number o f IEEE 802.11a on ly  clien ts that are au thenticated.  

802 .11b/g Cl ients : To tal number o f IEEE 802.11b/g  on ly  clien ts that are  au thenticated. 

802 .11n Cl ients : To tal number o f clien ts that  are IEEE 802.11n  capab le and are 

au then ticated . These  include IEEE 802.11a/n , IEEE 802.11b/g /n , 5 GHz IEEE 802.11n , 

2.4GHz IEEE 802.11n . 

Maximum As s ociated Cl ients : Maximum number o f clien ts  tha t can  associate with  the 

wireles s  s ystem. This  is  the maximum number o f en t ries  allowed  in  the Associated 

Clien t  database. 

Detected Cl ients : Number o f wireles s  clien ts  detected  in  the wireles s network 

env ironment . 

Maximum Detected Cl ients : Maximum numb er o f clien ts  that  can be detected  by the 

con tro ller. The number is  limited  by  the s ize o f the Detected  Clien t  Database.  

Maximum Pre-authentication His tory Entries : Maximum number o f Clien t  

PreAuthentication events that can  be recorded  by the system.  

Total  Preauthentication His tory: En t ries  Curren t  number o f p re -au thentication h is tory 

en t ries  in  us e by the s ystem. 

Maximum Roam His tory Entries : Maximum number o f en t ries  that can  be recorded  in  

the roam h is to ry  fo r all detected  clien ts.  
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Total  Roam His tory Entries : Curren t  number o f roam h is to ry  en tries in  us e by the 

s ys tem. 

AP Provis ioning  Count: Curren t  number o f AP prov is ioning  ent ries configured on  the 

s ys tem. 

WLAN Bytes  Trans mitted: To tal by tes t ransmit ted  across all APs  managed  by the 

con tro ller. 

WLAN Pack ets  Trans mitted: To tal packets  t ransmit ted across all APs  managed  by the 

con tro ller. 

WLAN Bytes  Received To tal by tes received  across all APs  managed by  the con troller. 

WLAN Pack ets  Received: To tal packets  received across all APs  managed  by the 

con tro ller. 

WLAN Bytes  Trans mit Dropped: To tal by tes t ransmit ted across all APs  managed  by  

the con troller that were d ropped. 

WLAN Pack ets  Trans mit Dropped: To tal packets t ransmit ted across all APs  managed 

by  the con troller that were d ropped. 

WLAN Bytes  Receive Droppe d: To tal by tes received across all APs  managed  by the 

con tro ller that were d ropped. 

WLAN Pack ets  Receive Dropped: To tal packets  received across all APs  managed  by 

the con troller that were d ropped. 

Dis tributed Tunnel  Pack ets  Trans mitted: To tal number o f packets s en t by  all APs  v ia 

d is t ribu ted tunnels .  

Dis tributed Tunnel  Roamed Cl ients : To tal number o f clien ts that  s uccessfu lly  roamed 

away  from Home AP us ing  d is tributed  tunneling.  

Dis tributed Tunnel  Cl ients : To tal number o f clien ts  that are as sociated with  an  AP 

that  are us ing d is tributed  tunneling.  

Dis tributed Tunnel  Cl ient Denials : To tal number o f clien ts  fo r which  the s ystem was  

unab le to  s et up  a d is tributed  tunnel when  clien t roamed  

The fo llowing  act ions are s upported from th is  page:  

Refres h: Updates the page with  the latest  in format ion.  

Clear S tatis tics : Res et all counters on  the page to  zero  
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4.7.2 Peer Contorller Status 

Status > Global Info > Peer Controller > Status 

The Peer Contro ller Status  page p rov ides  in format ion  about  o ther W ireles s  

Contro llers  in  the network. Peer wireles s  con tro llers  with in  the s ame clus ter 

exchange data about  thems elves , their managed  APs , and  clien ts . The con tro ller 

main tains  a database with  th is data s o you can  v iew in format ion  about  a peer, s uch  

as  it s  IP addres s and s oftware version. If the con troller los es con tact  with  a peer, all 

o f the data fo r that  peer is  deleted. One controller in  a clus ter is  elected as a Clus ter 

Contro ller. The Clus ter Contro ller co llects  s tatus  and  s tat is t ics  from all the o ther 

con tro llers  in  the clus ter, includ ing  in format ion  about  the APs  peer con tro llers  

manage and  the clien ts  as s ociated  to  thos e APs .  

Clus ter Control ler IP Addres s : IP addres s  o f the con tro ller that  con t ro ls  the 

clus ter. 

Peer Control lers : Dis p lays  the number o f peer con tro ller in  the clus ter.  

Lis t of Peer Control lers  

IP Addres s : IP addres s  o f the peer wireles s  con tro ller in  the clus ter.  

Vendor ID: Vendor ID of the peer con tro ller s o ftware.  

S oftware Vers ion : The s oftware vers ion  fo r the g iven  peer con tro ller.  

Protocol  Vers ion : Ind icates the p ro tocol version s upported  by  the s oftware on  

the peer con tro ller.  

Dis covery Reas on : The d is covery  method  of the g iven  peer con tro ller, which  

can  be th rough  an  L2 Po ll o r IP Po ll  

Managed AP Count: Shows  the number o f APs  that  the con tro ller curren t ly  

manages . 

Age : Time s ince las t  communicat ion with  the contro ller in  Hours , Minutes, and  

Seconds . 
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Figure  63: Pe e r Controlle r Status  

 

 

The fo llowin g  act ions  are s upported  from th is  page  

Refres h: Updates  the page with  the lates t  in format ion  

 

4.7.3 Peer Controller Configuration Status 

Status > Global Info > Peer Controller > Configuration 

You can  pus h  port ions  o f the con tro ller configurat ion  from one co n tro ller to  

ano ther con tro ller in  the clus ter. The Peer Contro ller Configurat ion  Status  page 

d is p lays in format ion about the configuration s ent by  a peer con troller in  the clus ter. 

It  als o  iden t ifies  the IP addres s  o f each  peer con tro ller that  received  the 

configurat ion  in format ion    

Peer IP Addres s : Shows  the IP addres s  o f each  peer wireles s  con tro ller in  the 

clus ter that  received  configurat ion  in format ion .  
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Configuration Control ler  IP Addres s : Shows  the IP Address o f the controller that 

s en t  the configurat ion  in format ion .  

Configuration: Iden t ifies  which  parts o f the configurat ion  the con tro ller received  

from the peer con tro ller.  

Times tamp: Shows  when  the configurat ion was  applied  to the con tro ller. The t ime 

is  d is p layed  as  UTC t ime and  therefore on ly  us efu l  if the admin is t rato r has  

configured  each  peer con tro ller to  us e NTP.  

 

Figure  64: Pe e r Controlle r Configuratio n Status  

 

 

The fo llowing  act ions  are s upported  from th is  page  

 Refres h: Updates  the page with  the lates t  in format ion  

 

4.7.4 Peer Controller Managed AP Status 

Status > Global Info > Peer Controller > Managed AP 

The Peer Contro ller Managed AP Status page d is p lays  in format ion  about  the APs  

that  each  peer con troller in  the clus ter manages .  Us e the menu  above the tab le to  

s elect  the peer con troller with  the AP in format ion  to  d is p lay . Each  peer con tro ller 

is  iden t ified  by  it s  IP addres s    
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MAC Addres s : Shows  the MAC addres s  o f each  AP managed  by  the peer 

con tro ller. 

Peer Control ler  IP: Shows  the IP address o f the peer con tro ller that  manages  the 

AP. This  field  d is p lays  when  “All” is  s elected  from the d rop -down menu . 

Location: The des crip t ive locat ion  configured  fo r the managed  AP.  

AP IP Addres s : The IP addres s  o f the AP.  

Profi le: The AP profile app lied  to  the AP by  the con tro ller.  

Hardware ID: The Hardware ID as s ociated  with  the AP hardware p lat fo rm 

 

Figure  65: Pe e r Controlle r Manage d AP Status  

 

 

4.7.5 IP Discovery 

Status > Global Info > IP Discovery  

The IP Dis covery  lis t  can con tain  the IP addresses  o f peer con torllers  and  APs  fo r 

the wireles s  con tro ller to  d is cover and  as s ociate with  as  part  o f the W LAN    

IP Addres s : Shows  the IP addres s o f the dev ice configured  in  the IP Dis covery  lis t.  

S tatus : The s tatus  is  in  one o f th e fo llowing  s tates : 

 Not Pol led: The con tro ller has not  at tempted to  con tact  the IP addres s  

in  the L3/IP Dis covery  lis t .  
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 Polled : The con tro ller has  at tempted  to  con tact  the IP addres s .  

 Dis covered: The con tro ller con tacted  the peer con tro ller o r the AP  in  

the L3/IP Dis covery  lis t  and has au thent icated  o r validated  the dev ice.  

 Dis covered - Failed : The con tro ller con tacted  the peer con tro ller o r the 

AP with  IP addres s  in  the L3/IP Dis covery  lis t  and  was  unab le to  

au then t icate o r validate the dev ice.  

 Note: If the dev ice is  an  access poin t, an  en t ry appears in  the AP failu re lis t  

with  a failu re  reas on . 

 

Figure  66: IP Dis cove ry 

 

 

4.7.6 Configuration Receive Status 

Status > Global Info > Config Receive Status  

The Peer Contro ller Config urat ion feature allows  you  to  s end  the crit ical wireles s  

configuration  from one con troller to  all o ther con tro llers. In  add it ion  to keep ing the 

con tro llers  s ynchron ized , th is  funct ion  enab les  the admin is t rato r to  manage all 

wireles s  con tro llers  in  the clus ter from one con tro ller. The Peer Contro ller 

Configurat ion  Received Status page p rovides in format ion  about  the configurat ion  a 

con tro ller has  received  from one of it s  peers    
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Current Receive S tatus :  Ind icates the g lobal s tatus when wireles s configurat ion  i s  

received  from a peer con tro ller. The pos s ib le s tatus  values  are as  fo llows :  

 Not  Started  

 Receiv ing  Configurat ion  

 Saving  Configurat ion ,  

 Apply ing  AP Profile Configurat ion  

 Succes s  

 Failu re - Invalid  Code Vers ion  

 Failu re - Invalid  Hardware Vers io n  

 Failu re - Invalid  Configurat ion  

Las t Configuration Received: Peer con tro ller IP Addres s  ind icates  the las t  

con t ro ller from which  th is  con t ro ller received  any  wireles s  configurat ion  data.  

Configuration: Ind icates which  port ions o f configurat ion  were las t received from a 

peer con tro ller, which  can  be one o r more o f the fo llowing :  

 Global 

 Dis covery  

 Channel/Power 

 AP Databas e  

 AP Profiles  

 Known Clien t  

 Capt ive Portal 

 RADIUS Clien t  

 QoS ACL 

 QoS DiffServ  

If the con tro ller has no t received any  c onfiguration fo r ano ther con tro ller, the value 

is  None . 
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Times tamp: Ind icates the las t t ime th is  con tro ller received  any  configurat ion  data 

from a peer con tro ller. The Peer Contro ller Managed  AP Status  page d is p lays  

in format ion  about the APs that  each  peer con troller in  the clus ter manages. Us e the 

menu  above the tab le to  s elect  the peer con tro ller with  the AP in format ion  to  

d is p lay . Each  peer con tro ller is  iden t ified  by  it s  IP addres s    

 

Figure  67: Configurat ion Re ce ive  Status  

 

 

4.7.7 AP Hardware Capability 

Status > Global Info > AP H/W Capability 

The con tro ller can  s upport APs  that  have d ifferen t  hardware capab ilit ies , s uch  as  

the s upported  number o f rad ios , the s upported  IEEE 802.11 modes , and  the 

s oftware image requ ired  by  the AP. From the AP Hardware Capability  tab , you  can  

acces s s ummary  in format ion  about  the AP Hardware s upport , the rad ios  and  IEEE 

modes  s upported  by  the hardware, and  the s oftware images  that  are availab le fo r 

download  to  the APs    

Hardware Type : Iden t ifies  the ID number as s igned  to each AP hardware type. The 

con tro ller s upports  up  to  s ix d ifferen t  AP hardware types .  

Hardware Type Des cription : Includes  a des crip t ion  o f the p lat fo rm and  the 

s upported  IEEE 802.11 modes .  

Radio Count: Specifies  whether the hardware s upp orts  one rad io  o r two  rad ios .  
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Image Type: Specifies  the type o f s o ftware the hardware requ ires .  

 

Figure  68: AP Hardware  Capabil it y 

 

 

4.8 Wireless Client Status 

4.8.1 Client Status 

Status >  Dashboard > Client  

This  page s hows in format ion about all the clien ts which  are c onnected  th rough  our 

managed  AP. 
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Figure  69: Clie nt Status  

 

 

802 .11  Cl ients  –  Data 

802 .11a Cl ients : To tal number o f IEEE 802.11a on ly  clien ts that are au thenticated .  

802 .11b/g  Cl ients : To tal number o f IEEE 802.11b/g  on ly  clien ts  that  are 

au then t icated . 

802 .11n Cl ients : To tal number o f clien ts  that  are IEEE 802.11n  capab le and  are 
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au then t icated . Thes e include IEEE 802.11a/n , IEEE 802.11b/g /n , 5 GHz IEEE 

802.11n , 2.4GHz IEEE 802.11n .  

Clients  –  Data 

Total  Cl ients : To tal number o f clien ts in  the databas e. Th is  to tal includes  clien ts  

with  an  As s ociated , Authen t icated , o r Dis as s ociated  s tatus .  

Authenticated Cl ients : To tal number o f clien ts  in  the as s ociated  clien t  databas e 

with  an  Authen t icated  s tatus . 

Maximum As s ociated Cl ients : Maximum number o f clien ts  that can  associate with  

the wireles s  s ys tem. This  is  the maximum number o f en t ries  allowed  in  the 

As s ociated  Clien t  databas e.  

Detected Cl ients : Number o f wireles s  clien ts  detected  in  the W LAN.  

Maximum Detected Cl ients : Maximum number o f clien ts  that  can  be detected  by  

the con troller. The number is  limited  by  the s ize o f the Detected  Clien t  Databas e.  

Maximum Pre-authentication His tory Entries : Maximum number o f Clien t  Pre -

Authen t icat ion  even ts  tha t  can  be recorded  by  the s ys tem.  

Total  Pre-authentication His tory Entries : Curren t  number o f p re -au then t icat ion  

h is to ry  en t ries  in  us e by  the s ys tem.  

Maximum Roam His tory Entries : Maximum number o f en t ries  that  can  be 

recorded  in  the roam h is to ry  fo r all d etected  clien ts .  

Total  Roam His tory Entries : Curren t  number o f p re -au thentication h is to ry en t ries  

in  us e by  the s ys tem. 

 

4.8.2 Assocaited Client Status 

Status > Wireless Client Info> Associated Clients > Status 

You can  v iew a variety  o f in format ion  about the wir eles s clien ts that  are associated  

with  the APs  the con tro ller manages .  

MAC Addres s : The Ethernet  addres s  o f the clien t  s tat ion . If the MAC addres s  is  

fo llowed  by  an  as terisk (* ), the clien t  is  associated  with  an  AP managed  by  a peer 

con tro ller.  
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AP MAC Addres s : The Ethernet  addres s  o f the AP.  

S S ID: The network on  which  the clien t  is  connected .  

BS S ID: The Ethernet  MAC addres s  fo r the managed  AP VAP where th is  clien t  is  

as s ociated .  

Detected IP Addres s : Iden t ifies  the IPv4 addres s  o f the clien t , if availab le. 

 

Figure  70: As s ociate d Clie nt Status  

 

 

The fo llowing  act ions  are s upported  from th is  page :  

Dis as s ociate : Dis as s ociates  the s elected  clien t  from the managed  AP.  

View Detai ls :  Dis p lay  as s ociated  clien t  details .  

View AP Detai ls :  Dis p lay  as s ociated  AP details .  

View S S ID Detai ls :  Lists the SSIDs of the networks that each wireless client  

associated with a managed AP has used for WLAN access  

View VAP Detai ls :  Shows information about the VAPs on the managed AP 

that have associated wireless clients  
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View Neighbor AP S tatus :  Shows information about access points that the 

client detects.  

4.8.3 Associated Client SSID Status 

Status > Wireless Client Info> Associated Clients > SSID Status 

Each  managed  AP can  have up  to  16 d ifferen t  networks  that  each  has  a un ique 

SSID. A lthough s everal wireles s  clien ts  migh t  be connected  to  the s ame phys ical 

AP, they  migh t  no t  connect  by  us ing  the s ame SSID  

S S ID: Ind icates  the network on  which  the clien t  is  connected .  

Client MAC Addres s : The Ethernet  addres s  o f the clien t  s tat ion . 

 

Figure  71: As s ociate d Clie nt SSID Status  

 

 

The fo llowing  act ions  are s upported  from th is  page : 

Dis as s ociate : Dis as s ociates  the clien t  from the managed  AP. 

View Cl ient Detai ls :  Dis p lay  as s ociated  clien t  details .  

Refres h: Updates  the page with  the lates t  in format ion  
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4.8.4 Associated Client VAP Status 

Status > Wireless Client Info> Associated Cl ients > VAP Status 

Each  AP has  16 Virtual Acces s  Po in ts  (VAPs ) per rad io , and  every  VAP has  a 

un ique MAC address (BSSID).The VAP As s ociated Clien t  Status page which  s hows 

in format ion  about  the VAPs  on  the managed  AP that  have as s ociated  wireles s  

clien ts . To  d is connect  a clien t  from an  AP, s elect  the box next  to  the BSSID, and  

then  click Dis as s ociate  

BS S ID: Ind icates the Ethernet MAC addres s  fo r the managed  AP VAP where th is  

clien t  is  as s ociated .  

S S ID: Ind icates the SSID for the managed  AP VAP where th is  clien t  is  as s ociated . 

AP MAC Addres s : Th is  field  ind icates the base AP Ethernet MAC addres s  fo r the 

managed  AP. 

Radio: Dis p lays  the managed AP rad io  in terface the clien t  is  as s ociated  to  and  it s  

configured  mode. 

Client MAC Addres s :  The Ethernet  addres s  o f the  clien t  s tat ion . 

Client IP Addres s : The IP addres s  o f the clien t  s tat ion .  

 

Figure  72: As s ociate d Clie nt VAP Status  
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The fo llowing  act ions  are s upported  from th is  page : 

Dis as s ociate : Dis as s ociates  the clien t  from the managed  AP.  

Refres h: Updates  the page with  the lates t  in format ion  

 

4.8.5 Controller Associated Client Status  

Status > Wireless Client Info> Associated Clients > Controller Status 

This  s hows  in format ion  about  the con tro ller that  manages  the AP to  which  the 

clien t  is  as s ociated  

Control ler  IP Addres s : Shows  the IP address o f the controller that manages the AP 

to  which  the clien t  is  as s ociated .  

Client MAC Addres s : Shows  the MAC addres s  o f the as s ociated  clien t .  

 

Figure  73: Controlle r As s ociate d Clie nt Status  

 

 

The fo llowing  act ions  are s upported  from th is  page : 

Dis as s ociate : Dis as s ociates  th e clien t  from the managed  AP. 

View Cl ient Detai ls :  Dis p lay  as s ociated  clien t  details .  

Refres h: Updates  the page with  the lates t  in format ion  
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4.8.6 Detected Client Status 

Status > Wireless Client Info> Detected Clients  

W ireles s  clien ts are detected  by the wireles s system when  the clien ts either at tempt  

to  in teract  with  the s ystem or when  the s ystem detects  t raffic from the clien ts . The 

Detected  Clien t  Status  page con tains  in format ion  about  clien ts  that  have 

au then ticated  with  an  AP as  well in fo rmat ion  about  clien ts that d is associate and are 

no  longer connected  to  the s ys tem.  

MAC Addres s : The Ethernet  addres s  o f the clien t .  

Client Name : Shows  the name of the clien t , if availab le, from the Known Clien t  

Databas e. If clien t  is  no t  in  the databas e then  the field  is  b lank.  

Client S tatus : Shows  the clien t  s tatus , which  can  be one o f the fo llowing :  

 Authenticated:  The wireles s  clien t  is  au then t icated  with  the wireles s  

s ys tem. 

 Detected:  The wireles s  clien t  is  detected  by the wireles s s ys tem bu t  i s  

no t  a s ecurity  th reat .  

 Black -Lis ted:  The clien t  with  th is  MAC address is  s pecifically  den ied  

acces s  v ia MAC Authen t icat ion .  

 Rogue :  The clien t  is  clas s ified  as  a th reat  by  one o f the th reat  

detect ion  algorithms . 

Age : Time s ince any  even t  has  been  received  fo r th is  clien t  that  updated  the 

detected  clien t  databas e en t ry .  

Create Time : Time s ince th is  en t ry  was  firs t  added  to  the detected  clien t ‟s  

databas e. 
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Figure  74: De te cte d Clie nt Status  

 

 

The fo llowing  act ions  are s upported  from th is  page :  

Delete : Delete the s elected clien t  from the lis t . If the clien t  is  detected again, it  will 

be added  to  the lis t .  

Delete Al l : Deletes  all non -au then ticated clien ts from the Detected Clie n t  database. 

As  clien ts  are detected , they  are added  to  the databas e and  appear in  the lis t .  

Ack nowledge Al l  Rogues :  Clear the rogue s tatus o f all clien ts  lis ted  as  rogues  in  

the Detected Clien t  database, The s tatus o f an  acknowledge clien t  is  return ed  to the 

s tatus it  had  when  it  was  firs t  detected. If the detected  clien t  fails  any  of the tes ts  

that  clas s ify  it  as  a th reat , it  will be lis ted  as  a Rogue again   

Refres h:  Updates  the page with  the lates t  in format ion .  

 

4.8.7 Pre-Authorization History 

Status > Wireless Client Info> Pre -Auth History  

To help  au then t icated  clien ts  roam withou t  los ing  s es s ions  and  need ing  to  re -

au then ticate, wireles s clien ts can  attempt  to  au thent icate to  o ther APs  with in  range 

that  the clien t  could  possib ly as sociate with . For  s uccessfu l p re -authen t icat ion , the 
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target  AP mus t  have a VAP with  an  SSID and  s ecurity  configurat ion  that  matches  

that  o f the clien t , includ ing  MAC au then t icat ion , encryp t ion  method , and  pre -

s hared  key  or RADIUS parameters . The AP that  the clien t  is  as s oc iated  with  

cap tures  all p re -au then t icat ion  reques ts  and  s ends  them to  the con tro ller.  

MAC Addres s : MAC addres s  o f the clien t .  

AP MAC Addres s : MAC Addres s o f the managed  AP to  which  the clien t  has  p re -

au then t icated . 

Radio Interface Number : Rad io  number to  which  the clien t  is  au then t icated , 

which  is  either Radio  1 o r Radio  2.  

VAP MAC Addres s : VAP MAC addres s  to  which  the clien t  roamed.  

S S ID: SSID Name us ed  by  the VAP.  

Age : Time s ince the h is to ry  en t ry  was  added .  

Us er Name: Ind icates  the us er name of clien t  th at  au then t icated  v ia 802.1X.  

Pre-Authentication S tatus : Ind icates whether the clien t s uccessfully  au thenticated  

and  s hows  a s tatus  o f Succes s  o r Failu re.  

 

Figure  75: Pre -Auth His tory 

 

 

This  page includes  the fo llowing  bu t ton :  

Refres h: Updates  the page with  the lates t  in format ion .  
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4.8.8 Detected Client Roam History 

Status > Wireless Client Info> Roam History  

The wireles s  s ystem keeps  a record o f clien ts as  they roam from one managed  AP to  

ano ther managed  AP. 

MAC Addres s : MAC addres s  o f the detected  clien t .  

AP MAC Addres s : MAC Addres s  o f the managed  AP to  which  the clien t  

au then t icated . 

Radio Interface Number : Rad io  Number to  which  the clien t  is  au then t icated .  

VAP MAC Addres s : VAP MAC addres s  to  which  the clien t  roamed.  

S S ID SSID Name us ed  by  the VAP. 

New Authentication : A  flag  ind icat ing  whether the h istory  ent ry  repres en ts  a new 

au then t icat ion  o r a roam even t .  

Age: Time s ince the h is to ry  en t ry  was  added .  
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Figure  76: De te cte d Clie nt Roam His tory 

 

 

Th is  page includes  the fo llowing  bu t ton :  

Refres h: Updates  the page with  the lates t  in format ion .  

Purge His tory:  To  purge the h is to ry  when  the lis t  o f en t ries  is  fu ll.  

View Detai ls :  Shows  the details  o f the detected  clien ts .  
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Chapter  5. AP Management 

The AP Manag ement con tains  links  to  the fo llowing  pages  that  help  you  manage 

and  main tain  the APs  on  your DW C-1000 wireles s  con tro ller network: 

 Valid  Acces s  Po in t  Configurat ion  

 RF Management  

 Acces s  Po in t  Software Download  

 Local OUI Databas e  

 AP Prov is ion ing  

 Manual Man agement   

 

5.1 Valid Access Point Configuration  

Setup > AP Management > Valid AP 

MAC Addres s  Th is  field  s hows  the MAC address o f the AP. To  change th is  field , 

you  mus t  delete the en tire  Valid  AP configuration and then  en ter the correct  MAC 

addres s  from the pag e that  lis t s  all Valid  AP‟s  

Location: To  help  you  iden t ify  the AP, you can  en ter a locat ion. Th is field  accep ts  

up  to  32 alphanumeric characters  

AP Mode  You  can  configure the AP to  be in  one o f th ree modes :  

 S tandalone : The AP acts  as  an  ind iv idual acces s  po in t  in  the network.  

 Managed: If an  AP is  in  Managed  Mode, the Admin is t rato r W eb UI and  

SNMP s erv ices  on  the AP are d is ab led .  

 Rogue : Select  Rogue as  the AP mode if you  wis h  to  be no tified  (th rough an  

SNMP t rap , if enab led) when  th is  AP is  detected  in  the network. 

Profi le: If you  configure mult ip le AP Profiles , you  can s elect  the p rofile to  as s ign  

to  th is  AP  
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Figure  77: Valid Acce s s  Point Configurat io n 
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The fo llowing  act ions  are s upporte d  from th is  page: 

Edit: To  ed it  AP details  in  Valid  AP page.  

Delete : To  delete a valid  AP prov ide valid  MAC addres s  in  Valid  AP page.  

Add: To  add  an  AP in  Valid  AP page.  

 

Figure  78: Add a Valid Acce s s  Point 

 

 

MAC Addres s : Th is  field  s hows the MAC address o f the AP. To  change th is  field , 

you  mus t  delete the en tire Valid  AP configurat ion  and  then  en ter the correct  MAC 

addres s  from the page that  lis t s  all Valid  APs .  

AP Mode: You  can  configure the AP to  be  in  one o f th ree modes : 

 S tandalone : The AP acts  as  an  ind ividual access po in t  in  the network. You  do  

no t  manage the AP by  us ing  the con tro ller. Ins tead , you  log  on  to  the AP 

it s elf and  manage it  by  us ing the Admin is trato r W eb Us er In terface (UI), CLI, 
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o r SNMP. If you  s elect  the Standalone mode, the s creen  refres hes  and  

d ifferen t  fields  appear.  For Standalone mode the fo llowing  fields  are enab led  

Expected  SSID, Expected  Channel, Expected  W DS Mode, Expected  Security  

Mode and  Expected  W ired  Network Mode.  

 Managed: The AP is  part  o f the D-Link W ireles s  Controller, and  you manage it  

by  us ing  the W ireles s  Contro ller. If an  AP is  in  Managed  Mode, the 

Admin is t rato r W eb UI and  SNMP s erv ices  on  the AP are d is ab led .   

 Rogue : Select  Rogue as  the AP mode if you  wis h  to  be no t ified  (th rough  an  

SNMP t rap , if enab led) when  this  AP is  detected in  the network. Addit ionally, 

the when  th is  AP is  detected th rough an  RF s can , the status is  lis ted as  Rogue. 

If you  s elect  the Rogue mode, the s creen  refres hes , and  fields  that  do  no t  

app ly  to  th is  mode  are h idden .  

Location: To  help  you  iden t ify  the AP, you can  en ter a locat ion . Th is  field  accep ts  

up  to  32 alphanumeric characters .  

Authentication Pas s word: You  can  requ ire that  the AP au then t icate it s elf with  the 

con tro ller upon d iscovery . Ed it  op t ion  and en ter the password in  th is  field .  The valid  

pas s word  range is  between 8 and  63 alphanumeric characters . The pas s word  in  th is  

field  mus t  match  the pas s word  configured  on  the AP.  

Profi le: If you  configure mult ip le AP Profiles , you  can s elect  the p rofile to  assign to  

th is  AP  

Expected S S ID: En ter the SSID that  iden t ifies  the wireles s  network on  the 

s tandalone AP. 

Expected Channel:  Select  the channel that  the s tandalone AP us es . If the AP is  

configured  to  au tomat ically  s elect  a channel, o r if you  do  no t  want  to  s pecify  a 

channel, s elect  Any  

Expected WDS  Mode : Standalone APs  can  us e a W ireles s  Dis t ribu t ion  Sys tem 

(W DS) link to  communicate with  each  o ther withou t  wires . The menu  con tains  the 

fo llowing  op t ions :  

 Bridge : Select  th is  op t ion  if the s tandalone AP you  add  to  the Valid  AP 

databas e  is  configured  to  us e one o r more W DS links .  

 Normal : Select  th is  op t ion  if the s tandalone AP is  no t  configured to  use any  

W DS links . 
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 Any: Select  th is  op t ion  if the s tandalone AP might  us e a W DS link.  

Expected S ecurity Mode : Select  the op t ion  to  s pecify  the type o f s ecurity  the AP 

us es : 

 Any: Any  s ecurity  mode  

 Open: No  s ecurity  

 WEP : Stat ic W EP or W EP 802.1X 

 WPA/WPA2 : W PA and/or W PA2 (Pers onal o r En terpris e)  

Expected Wired Network  Mode : If the s tandalone AP is  allowed  on  the wired  

network, s elect  A llowed. If the AP is  no t  permit ted  on the wired  network, s elect Not  

A llowed  

Channel: The Channel defines the portion  o f the rad io  s pect rum that  the rad io  us es  

fo r t rans mit t ing and  receiv ing . The rang e of channels  and  the defau lt  channel are 

determined  by  the Mode of the rad io  in terface and  the country  in  which  the APs  

operate. 

Power: The power level affects  how far an  AP broadcasts it s RF s ignal. If the power 

level is  too  low, wireles s  clien ts will no t  detect the s ignal o r experience poor W LAN 

performance. If the power level is  too  h igh , the RF s ignal migh t  in terfere with  o ther 

APs  with in  range. 

 

5.2 RF Management  

5.2.1 RF Configuration 

Setup > AP Management >  RF Management > RF Configuration 

The rad io  frequenc y  (RF) b roadcas t  channel defines  the port ion  o f the rad io  

s pect rum that  the rad io  on  the  access po int  uses fo r t rans mit t ing  and  receiv ing . The 

range of availab le channels  fo r an  acces s  po in t  is  determined  by  the IEEE 802.11 

mode (als o  referred  to  as  band) o f the acces s  po in t .   

The con tro ller con tains  a channel p lan  algorithm that  au tomat ically  determines  

which  RF channels  each  AP s hould  us e to  min imize RF in terference. W hen  you  

enab le the channel p lan  algorithm, the  con tro ller period ically  evaluates  the 



Wireless Controller  User Manual 

145  

operat ional channel on  every AP it  manages  and changes  the channel if the  curren t  

channel is  no is y  

Channel  Plan: Each  AP is  dual-band capable o f operat ing  in  the 2.4 GHz and  5 

GHz frequencies . The 802.11a/n  and  802.11b/g /n  modes  us e d ifferen t  channel 

p lans . Before you  configure channel p lan  s et tings, s elect the mode to  configure.  

Channel  Plan Mode:  Th is  field  ind icates  the channel as s ignment  mode. The 

mode of channel p lan  as s ignment  can  be one o f the fo llowing :  

 Fixed Time : If you  s elect the fixed  t ime channe l p lan  mode, you s pecify  

the t ime fo r the channel p lan  and  channel as s ignment . In  th is  mode the 

p lan  is  app lied  once every  24 hours  at  the s pecified  t ime.  

 Manual : W ith  the manual channel p lan  mode, you  con tro l and  in it iate 

the calcu lat ion and as signment o f the channel p lan . You  mus t  manually  

run  the channel p lan  algorithm and  app ly  the channel p lan  to  the APs .  

 Interval : In  the in terval channel p lan  mode, the con tro ller period ically  

calcu lates and  app lies the channel p lan . You  can  configure the in terval  

to  be from every  6 to  every  24 hours . The in terval period  beg ins  when  

you  click Submit .  
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Figure  79: RF configurat io n 

 

 

Channel  Plan His tory Depth : The channel p lan  h is to ry  lis t s  the channels  the 

con tro ller as s igns  each  of the APs  it  manages  after a channel p lan  is  app lied . 

En tries  are added  to  the h is to ry  regard les s  o f in terval, t ime, o r channel p lan  

mode. The number you  s pecify  in  th is  field  con tro ls the number o f iterat ions  o f 

the channel as s ignment .  

 APs  changed in  p rev ious  iterat ions cannot be assigned new channels  in  the 

next  iterat ion . Th is h is to ry p reven ts the s ame APs  from being  changed  t ime 

after t ime. 

Channel  Plan Interval:  If you  s elect  the In terval channel p lan  mode, you  can  

s pecify  the frequency  at  which  the channe l p lan  calcu lat ion  and  as s ignment  

occurs . The in terval t ime is  in  hours , and you can  s pecify  an  in terval that  ranges  

between  every  6 hours  to  every  24 hours .  

Channel  Plan Fixed Time : If you  s elect the Fixed  Time channel p lan  mode, you 

can  s pecify  the t ime  at  which  the channel p lan  calcu lat ion  and  as s ignment  

occurs . The channel p lan  calcu lation will occur once every  24 hours  at  the t ime 

you  s pecify . 

Power Adjus tment Mode : You  can  s et  the power o f the AP rad io  frequency  

t rans mis sion in  the AP profile, the lo cal database o r in  the RADIUS s erver. The 
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power level in  the AP profile is  the defau lt  level fo r the AP, and  the power will 

no t  be ad jus ted  below the value in  the AP profile. The s et t ings  in  the local 

database and  RADIUS s erver always override power s et in  the p rofile s et t ing . If 

you  manually  s et  the power, the level is  fixed  and  the AP will no t  us e the 

au tomat ic power ad jus tment  algorithm. You  can  configure the power as  a 

percen tage o f maximum power, where  the maximum power is  the min imum of 

power level allowed  for the channel by  the  regu lato ry  domain  o r the hardware 

capab ility .  

Manual : In  th is  mode, you  run  the p ropos ed  power ad jus tments  manually  from 

the Manual Power Adjus tments  page.  

Interval : In  th is  mode, the con tro ller period ically  calcu lates  the  power 

ad jus tments and app lies the power fo r all APs . The in terval period  beg ins  when  

you  click Submit .  

Power Adjus tment Interval:  Th is  field  determines  how often  the con tro ller 

runs  the power ad justment  algorithm. The algorithm runs  au tomat ically  on ly  if 

you  s et  the power ad jus tment  mode to  In terval.  

 This  s et t ing  gets  app lied  to  bo th  rad ios  o f the AP.  

The fo llowing  act ions  are s upported  from th is  page:  

S ubmit: Updates  the con tro ller with  the values  you  en ter.  

 

5.2.2 Channel Plan History 

Setup > AP Management >  RF Management > Channel Plan History  

The wireles s  con tro ller s to res  channel as s ignment  in format ion  fo r the APs  it  

manages . The Clus ter Contro ller that  con t ro ls  the clus ter main tains  the channel 

h is to ry  in format io n fo r all con t ro llers in  the clus ter. On  the Clus ter Contro ller, the 

page s hows  in format ion about  the rad ios  on  all A Ps  managed  by  con tro lle rs  in  the 

clus ter that  are elig ib le fo r channel as s ignment  and  were s ucces s fu lly  as s igned  a  

new channel. 

Channel  Plan: The 5 GHz and  2.4 GHz rad ios  us e d ifferen t  channel p lans , s o  

the con troller t racks  the  channel h is tory  s eparately  fo r each  rad io . The channel 

in format ion  that  d is p lays  on  the page is  on ly  fo r the rad io  you  s elect .  
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Operational  S tatus : This  field  s hows  wh ether the con tro ller is  us ing  the 

au tomat ic channel ad jus tment  algorithm on  the AP rad ios .  

Las t Iteration: The number in  th is  field  ind icates  the mos t  recen t  iterat ion  o f 

channel p lan  ad jus tments . The APs  that  received  a channel ad jus tment  in  

p rev ious  iterat ions  cannot  be as s igned  new channels  in  the next  iterat ion  to  

p reven t  the s ame APs  from being  changed  t ime after t ime.  

Las t Algori thm Time : Shows  the date and  t ime when  the channel p lan  

algorithm las t  ran . 

AP MAC Addres s : Th is  tab le d is p lays  the channel as s igned  to  an  AP in  an  

iterat ion  o f the channel p lan  (Locat ion , Radio ,Iterat ion , Channel) 

Figure  80: Channe l Plan His tory.  

 

 

5.2.3 Manual Channel Plan 

Setup > AP Management >  RF Management > Manual Channel Plan 

If you  s pecify  Manual as  the Channel Plan  Mode on  the Configurat ion  tab , the 

Manual Channel Plan  page  allows  you  to  in it iate the channel p lan  algorithm. To  
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manually  run  the channel p lan  ad jus tment  featu re, s elect  the rad io  to  update the 

channels  on  (5 GHz or 2.4 GHz) and  click Start . 

Channel  Plan: The 5 GHz and  2.4 GHz rad ios  us e d ifferen t  channel p lans , s o  

the con troller t racks  the  channel h is tory  s eparately  fo r each  rad io . The channel 

in format ion  that  d is p lays  on  the page is  on ly  fo r the rad io  you  s elect .  

Channel  plan algori thm (Curren t  Status): Shows  the Curren t Status o f the p lan, 

which  is  one o f the fo llowing  s tates :  

 None : The channel p lan  algorithm has  no t  been  manually  run  s ince the 

las t  con t ro ller reboot . 

 Algorithm in Progres s : The channel p lan  algorithm is  runn ing .  

 Algorithm Complete : The channel p lan  algorithm has  fin is hed runn ing .  

A  tab le  d is p lays to ind icate p roposed channel as signments. Each  en try  s hows  the 

AP along  with  the curren t  and  new channel. To  accep t  the p ropos ed  channel 

change, click Apply . You  mus t  manually  app ly  the channel p lan  fo r the 

p ropos ed  as s ignments  to  be app lied .  

 Apply In Progres s : The con tro ller is  app ly ing  the p ropos ed  channel 

p lan  and  ad jus t ing  the channel on  the APs  lis ted  in  the tab le.   

 Apply Complete : The algorithm and  channel ad jus tment  are complete  

Propos ed Channel  As s ignments : If no  APs  appear in  the tab le after the 

algorithm is  complete, the algorithm does  not  recommend any  channel changes .  

 Current Channel : Shows  the current operat ing  channel fo r the AP that  

the algorithm recommends  fo r new channel as s ignments .   

 New Channel : Shows  the p ropos ed  operat ing  channel fo r the AP.  

The fo llowing  act ions  are s upported  from th is  page:  

S tart: To  in it iate the channel p lan  algorithm 
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Figure  81: Manual Channe l Plan.  
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5.2.4 Manual Power Adjustment Plan 

Setup > AP Management >  RF Management > Manual Power Adjustment 

Plan 

If you  s elect  Manual as  the Power Adjustment Mode on  the Configurat ion  tab , you  

can  manually  in it iate the  power ad jus tment  algorithm on  the Manual Power 

Adjus tments  page . 

Current S tatus : Shows  the Curren t  Status  o f the p lan , which  is  one o f the  

fo llowing  s tates : 

 None : The power ad jus tment algorithm has  no t been manually  run  s ince 

the las t  con t ro ller reboot . 

 Algorithm In Progres s : The power ad jus tment  algorithm is  runn ing .  

 Algorithm Complete : The power ad jus tment  algorithm has  fin is hed  

runn ing . 

 A tab le d is p lays  to  ind icate p ropos ed  power ad jus tments . Each  en t ry  

s hows  the  AP along  with  the curren t  and  new p ower levels .  

 Apply In Progres s : The controller is  ad just ing the power levels that  the 

APs  us e. 

 Apply Complete : The algorithm and  power ad jus tment  are complete.  

AP MAC Addres s  Iden t ifies  the  

AP MAC addres s : Identifies the AP MAC address.  

Location: Iden t ifies  the location o f the AP, which  is  s et  in  the Valid  AP databas e.  

Radio Interface : Iden t ifies  the rad io .  

Old Power: Shows  the earlier power level fo r the AP. 

New Power : Shows  the p ropos ed  power level fo r the AP. 

The fo llowing  act ions  are s upported  fro m th is  page: 

S tart: To  in it iate the power ad jus tment  algorithm.  
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Figure  82: Manual Powe r Adjus tme nt Plan 

 

 

5.3 Access Point Software Download 

Setup > AP Management >  Software Download  

The wireles s  con tro ller can  upgrade s oftware on  the APs  that  it  manages .  

 

 The AP firmware vers ion  mus t  as  s ame as  DW C-1000 W LAN module 

vers ion  

 

S erver Addres s : En ter the IP addres s  o f the hos t  where the upgrade file  is  

located . The hos t  mus t  have a TFTP s erver  ins talled  and  runn ing .  

File Path : En ter the file  path  on  the TFTP s erver where the s oftware is  located . 

You  may  en ter up  to  96 characters .  

File Name: En ter the name of the upgrade file . You  may  en ter up  to  32 

characters , and  the file  extens ion  .tar mus t  b e included . 

Group S ize: W hen  you  upgrade mult ip le APs , each  AP con tacts  the TFTP 

s erver to  download  the upgrade file . To  preven t  the TFTP s erver from being  

overloaded , you  can  limit  the number o f APs  to  be upgraded  at  a  t ime. In  the 
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Group  Size field , en ter the number o f APs  that  can  be upgraded  at  the s ame 

t ime. W hen  one g roup  completes the upgrade, the next  g roup begins the p roces s   

Image Download Type : Type of the image to  be downloaded, which  can  be one 

o f the fo llowing : 

• A ll images  (img_dwl8600 and  img _dwl3600/6600) 

• img_dwl8600 

• img_dwl3600/6600 

 To download  all images , make s ure you  s pecify  the file  path  and  file  name 

for bo th  images  in  the appropriate File Path  and  File Name fields . 

 

Managed AP: The lis t  s hows  all the APs  that  the con tro ller manages . If the 

con tro ller is  the Clus ter Controller, then the lis t  s hows  the APs  managed  by  all 

con t ro llers in  the clus ter. Each  AP is  iden t ified by  it s  MAC address, IP addres s , 

and  Locat ion  in  the  <MAC - IP - Locat ion> format . To  upgrade a s ing le AP, 

s elect  th e AP MAC address from the d rop  down lis t . To  upgrade all APs , s elect  

A ll from the top  o f the lis t . If A ll is  s elected , the Group  Size field  will limit  the 

number o f s imultaneous AP upgrades in  o rder no t  to overwhelm the TFTP s erver 
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Figure  83: Acce s s  Point Software  Download 

 

 

5.4 Local OUI Database Summary 

Setup > AP Management >  Local OUI Database  

To help  iden t ify  AP and  W ireles s  Clien t  adap ter manufacturers  detected  in  the 

wireles s  network, the wireles s  con tro ller con tains  a databas e o f reg is tered  

Organ izat ionally  Unique Identifiers  (OUIs ). Th is  is  a read -only  lis t  with  over 10,000 

reg is t rat ions. From the Local OUI Databas e Summary  page, you  can  en ter up  to  64 

us er-defined  OUIs . The local lis t  is  s earched firs t , s o the s ame OUI can  be located in  

the local lis t  as  well as  the read -on ly  lis t . 

OUI Value : En ter the OUI that  represen ts the company  ID in  the fo rmat  XX:XX:XX 

where XX is  a hexadecimal number between  00 and  FF. The firs t  th ree by tes  o f the 

MAC addres s  repres en ts  the company  ID as s ignment . 

 The firs t  by te o f the OUI mus t  have the leas t  s ign ifican t  b it  s et  to  0. For 

example 02:FF:FF is  a valid  OUI, bu t  03:FF:FF is  no t . 

OUI Des cription:  En ter the o rgan izat ion  name as s ociated  with  the OUI. The name 

can  be up  to  32alphanumeric chara cters .. 
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Figure  84: Local OUI Databas e  

 

 

5.5 AP Provisioning Summary 

Setup > AP Management >  AP Provisioning Summary Status  

The AP Prov is ion ing  featu re helps  you  add  new APs  to  an  exis t ing  con tro ller 

clus ter. W ith  AP Prov isioning, yo u can  configure the access po in ts  with  parameters  

that  are needed  to connect  to the wireles s network . Us e AP Prov ision ing  to  connect  

dev ices  to a network enabled  fo r mutual au then tication . If a  network is  no t  enab led  

fo r mutual au then t icat ion  then  APs  can  be at tached  to  the network by  properly  

configuring  the local Valid  AP databas e o r RADIUS AP databas e and  d is covery  

op t ions. The prov isioning feature can  op t ionally  be  us ed  on  networks  no t  enab led  

fo r mutual au then t icat ion  to  s implify  AP at tachment  to  the c lus ter. 

MAC Addres s : MAC addres s  o f the AP 

IP Addres s : IP Addres s  o f the AP. 

Primary IP Addres s : The IP addres s  o f the p rimary  p rov is ioned  con tro ller as  

reported  by  the AP. 

Back up IP Addres s : The IP addres s  o f the backup  prov is ioned  con tro ller as  

reported  by  the AP. 
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New Primary IP Addres s : En ter the IP addres s  o f p rimary  con tro ller to  which  the 

AP s hould  t ry  to  connect . 

New Back up IP Addres s : En ter the IP addres s o f controller to  which  the AP s hould  

t ry  to  connect  if it  is  unab le to  connect  to  the p rimary  con tro ller. 

S tatus : Status  o f the mos t  recent ly is sued  AP provisioning command, which  has one 

o f the fo llowing  values : 

 Not S tarted: Prov is ion ing  has  no t  been  s tarted  fo r th is  AP. 

 S ucces s : Prov is ion ing  fin is hed  s ucces s fu lly  fo r th is  con t ro ller. The AP 

Prov is ion ing  Status  tab le s hould  reflect  the lates t  p rov is ion ing  

configurat ion . 

 In Progres s : Prov is ion ing  is  in  p rogres s  fo r th is  AP. 

 Inval id Control ler IP Addres s : Either p rimary  o r backup  con tro ller IP 

addres s is  no t  in  the clus ter  o r the mutual au then t icat ion  mode is  enab led  

and  the p rimary  con tro ller IP addres s  is  no t  s pecified .  

 Provis ioning  Rejected: AP is  no t  managed  and is  configured  no t  to  accep t  

p rov is ion ing  data in  unmanaged  mode.  

 Timed Out: The las t  p rov is ion ing  reque s t  t imed  ou t . 
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Figure  85: AP Provis ioning Summary Status  

 

 

The fo llowing  act ions  are s upported  from th is  page:  

Delete : Remove the s elected  AP from the AP prov is ion ing  lis t .  

Delete Al l : Remove all APs  from the AP prov is ion ing  lis t .  

Provis ion: In it iate p rov is ioning fo r the s elected AP. You  can  prov ision an  AP on ly  

from the clus ter cont roller. After the AP is  p rov isioned, it  s hould  become managed  

by  the con tro ller with  the configured  Primary  IP Addres s  and  appear in  the AP 

prov is ion ing  databas e as  a managed  AP.  

Edit: Ed it  the  parameters  o f s elected  AP from the AP prov is ion ing  lis t  

Refres h: Updates  the page with  the lates t  in format ion  

 

5.6 Manual Management 

Setup > AP Management >  Manual Management 

W hen the AP is  in  Managed  mode, remote acces s  to  the AP is  d is ab led . From the 

Manaual Management  page, you  can  als o  manually  change the RF channel and  

power fo r each  rad io  on  an  AP. The  manual power and  channel changes override the 
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s et t ings  configured  in  the AP profile (includ ing  au tomat ic channel s elect ion) and  

take effect  immediately . The manual channel and  power as s ignments  are no t  

retained  when  the AP is  res et o r if the p rofile is  reapp lied  to  the AP, s uch  as  when  

the AP d is as s ociates  a nd  reas s ociates  with  the con tro ller.  

 

Figure  86: Manual Manage me nt 

 

 

MAC Addres s : Shows  the MAC addres s  o f the AP.  

Location: Shows  the AP locat ion, which  is  based on  the value configured  in  the 

RADIUS or local Valid  AP databas e . 

Debug : To  help  you  t roubleshoot, you can  enab le Telnet  access to the AP s o that 

you  can  debug the device from the CLI.The Debug  field  s hows the debug  s tatus  

and  can  be one o f the fo llowing : 

• Dis ab led  

• Set  Reques ted  

• Set  in  Progres s  

• Enabled  

To  change  the s tatus , s elect  the AP and  click the Managed  AP Debug  bu t ton .  
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Radio Interface: Iden t ifies  the rad io  to  which  the channel and  power s et t ings  

app ly . 

Channel : Select  the AP and  click the Edit  Channel/Power bu t ton  to  acces s  the 

Managed  AP Channel/Power Adjus t  page. From that  page, you  can  s et  a new 

channel fo r Radio  1 o r Radio  2. The availab le channels  depend  on  the rad io  

mode and  country  in  which  the APs  operate. The manual channel change 

overrides  the channel configured  in  the AP profile and is  no t  retain ed  when  the 

AP reboots  o r when  the AP profile is  reapp lied .  

Power: Select  the AP and  click the Edit  Channel/Power bu t ton  to  acces s  the 

Managed  AP Channel/Power Adjus t  page. From that  page, you  can  s et  a new 

power level fo r the AP. The manual power change o verrides  the power s et t ing  

configured in  the AP profile and  is  no t  retained  when  the AP reboots  o r when  

the AP profile is  reapp lied  
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Chapter  6. Connecting to the Internet: 

Option Setup 

This  con toller has  two  Opt ion  ports that  can  be us ed  to  es tab lis h  a connect ion  to  t he 

in ternet . The fo llowing  ISP connect ion  types  are s upported : DHCP, Stat ic, PPPoE, 

PPTP, L2TP.    

It  is  as s umed that  you  have arranged  fo r in ternet  s erv ice with  your  In ternet  Serv ice 

Prov ider (ISP). Pleas e con tact your ISP or network admin is t rato r fo r the  configurat ion  

in format ion  that  will be requ ired  to  s etup  the con tro ller. 

 The ISP Connect ion  types : PPPoE, PPTP, L2TP, NAT/Trans paren t  mode  

featu re are  availab le upon licens ed  activat ion  o f VPN /  Firewall featu res  for 

the s ys tem. 

 

6.1 Internet Connection Setup Wizard 

Setup > Wizard > Internet 

The In ternet  Connect ion  Setup  W izard  is  availab le fo r us ers  new to  networking . By  

go ing  th rough a few s t raight forward  configuration pages you can take the in format ion 

prov ided  by your ISP to  get  your Opt ion connection up  and enable in ternet acces s  fo r 

your network.  
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Figure  87: Inte rne t Conne ction Se tup Wizard 

 

You can  s tart  using the W izard  by  logg ing  in  with  the admin is trato r pas s word  fo r the 

con tro ller. Once au then t icated  s et  the t ime zone that  you  are located  in , and  then  

choos e the type o f in ternet  connect ion  type: DHCP, Stat ic, PPPoE, PPTP, L2TP. 

Depending  on the connect ion  type a us ername/pas s word  may  be requ ired  to  reg is ter 

th is  con t roller with  the ISP. In  mos t  cas es the default  s et t ings  ca n  be us ed  if the ISP 

d id  no t  s pecify  that  parameter. The las t  s tep  in  the W izard  is  to  click the Connect  

bu t ton , which  confirms  the s et t ings  by  es tab lis h ing  a link with  the ISP. Once 

connected , you  can  move on  and  configure o ther featu res  in  th is  con t ro lle r. 

 

6.2 Option Configuration 

Setup > Internet Settings > Option1 Settings > Option1 Setup 

You mus t  either allow the con troller to  detect  Opt ion  connect ion  type au tomat ically  

o r configure manually  the fo llowing  bas ic s et t ings  to  enab le In ternet  connect iv ity :  

Connection type : Bas ed  on  the ISP you  have s elected  fo r the p rimary  Opt ion  link fo r th is  

con t ro ller, choos e Stat ic IP addres s , DHCP clien t , Po in t -to -Po in t  Tunneling  Pro toco l 

(PPTP), Po in t -to -Po in t  Pro toco l over Ethernet  (PPPoE), Layer 2 Tunneling  Pro toco l 
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(L2TP). Required  fields  fo r the s elected ISP type become h igh ligh ted . En ter the fo llowing  

in format ion  as  needed  and  as  p rov ided  by  your ISP:  

PPPoE Profi le Name . Th is  menu  lis t s  configured  PPPoE profiles , part icu larly  us efu l 

when  configuring  mult ip le PPPoE co nnect ions  (i.e . fo r Japan  ISPs  that  have mult ip le 

PPPoE s upport ).  

IS P log in information . Th is  is  requ ired  fo r PPTP and  L2TP ISPs .  

 Us er Name  

 Pas s word   

 Secret  (requ ired  fo r L2TP on ly ) 

MPPE Encryption : For PPTP links , your ISP may  requ ire you  to  enable Micro soft  Po in t -

to -Po in t  Encryp t ion  (MPPE).  

S pl i t Tunnel  (s upported  fo r PPTP and  L2TP connect ion). Th is  s et t ing  allows  your LAN 

hos ts to access in ternet  sites over th is Opt ion link while s t ill permit t ing  VPN t raffic to  be 

d irected  to  a VPN configured  on  th is  Opt ion  port .  

 If s p lit  tunnel is  enab led , DW C won‟t  expect  a defau lt  rou te from the ISP 

s erver. In  s uch  cas e, us er has  to  take care o f rou t ing  manually  by  

configuring  the rou t ing  from Stat ic Rout ing  page.  

To  keep  the connect ion  always  on , click Keep Connected. To  log  ou t  after the connect ion  is  

id le fo r a period  o f t ime (us efu l if your ISP cos ts are based on  logon  t imes ), click Id le Timeout  

and  en ter the t ime, in  minu tes , to  wait  before d is connect ing  in  the Id le Time field . 

 

6.2.1 Option Port IP address 

Your ISP as s igns  you  an  IP addres s  that  is  either dynamic (newly  generated  each  

t ime you  log  in ) o r s tat ic (permanent). The IP Address Source op t ion  allows  you  to  

define whether the address is  s tat ically  p rov ided  by  the ISP or s hou ld  be received  

dynamically  at  each  log in . If s tat ic, en ter your IP address, IPv4 s ubnet mas k, and  the 

ISP gateway‟s IP address. PPTP and  L2TP ISPs  als o  can  prov ide a s tat ic IP addres s  

and  s ubnet  to  configure, however the defau lt  is  to  receive that  in format ion  

dynamically  from the ISP.  
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6.2.2 Option DNS Servers 

The IP Addres s es  o f Opt ion  Domain  Name Servers  (DNS) are typ ically  p rov ided  

dynamically  from the ISP bu t  in  s ome cas es  you  can define the s tatic IP addresses of 

the DNS s ervers . DNS s ervers  map  In ternet  domain  names  (example: 

www.google.com) to  IP addres s es . Click to  ind icate whether to  get  DNS s erver 

addres s es  au tomat ically  from your ISP or to  us e ISP -s pecified  addres s es . If it s  

lat ter, en ter addres s es  fo r the p rimary  and  s econdary  DNS s ervers . To  avo id  

connect iv ity  p rob lems , ens ure that  you  en ter the addres s es  correct ly .  

 

6.2.3 DHCP Option 

For DHCP clien t  connect ions, you can  choose the MAC address o f the con tro ller to  

reg is ter with  the ISP. In  s ome cas es  you  may  need  to  clone the LAN hos t ‟s  MAC 

addres s  if the ISP is  reg is tered  with  that  LAN hos t .   
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Figure  88: Manual Option1 configurat io n 

 

 

6.2.4 PPPoE  

Setup > Internet Settings > Option1 Settings > Option1 Setup 

  

The PPPoE ISP s et t ings  are defined  on  the Opt ion  Configurat ion  page. There are 

two  types  o f PPPoE ISP‟s  s upported  by  the DW C-1000: the s tandard  

us ername/pas s word  PPPoE and  Japan  Mult ip le PPPoE.   
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Figure  89: PPPoE configuratio n for s tandard ISPs  

 

 

Mos t  PPPoE ISP‟s  us e a s ing le control and  data connect ion , and  requ ire us ername /  

pas s word  credent ials to  log in and  au thent icate the DW C-1000 with  the ISP.  The ISP 

connect ion  type fo r th is  cas e is  “PPPoE (Us ername/Pas s word)”.  The GUI will 

prompt  you  fo r au then tication, s erv ice, and  connect ion s et tings in  o rder to  es tab lis h  

the PPPoE link.   

For s ome ISP‟s , mos t  popular in  Japan , the us e o f “Japanes e Mult ip le PPPoE” is  

requ ired  in  o rder to  es tablis h concurren t p rimary  and  s econdary PPPoE connect ions  

between  the DW C-1000 and  the ISP.  The Primary  connection is  us ed  fo r the bulk o f 

data and  in ternet  t raffic and  the Secondary  PPPoE connect ion  carries  ISP s pecific 

(i.e . con t ro l) t raffic between  the DW C-1000 and  the ISP.   
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Figure  90: Option1 configurat ion for Japane s e  Multiple  PPPoE (part 1)  

 

 

There are a few key  elements  o f a mult ip le PPPoE connect ion : 

 Primary  and  s econdary  connect ions  are concurren t  

 Each  s es sion  has a DNS s erver s ource fo r domain  name lookup , th is can  be assigned by  

the ISP or configured  th rough  the GUI  

 The DW C-1000 acts  as  a DNS proxy  fo r LAN us ers  
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 Only  HTTP reques ts that s pecifically  iden t ify the s econdary  connection‟s domain  name 

(fo r example * .flets ) will us e the s econdary  p rofile to  acces s  the con ten t  availab le 

th rough th is s econdary PPPoE terminal.  A ll o ther HTTP /  HTTPS reques ts  go  th rough  

the p rimary  PPPoE connect ion .  

W hen  Japanese mult ip le PPPoE is  configured and s econdary  connect ion  is  up , some predefined  

rou tes  are added on  that in terface. These rou tes are needed to  access the in ternal domain  o f the 

ISP where he hos ts various s erv ices .  Thes e rou tes  can  even  be configured  th rough  the s tat ic 

rou t ing  page  as  well. 

Figure  91: Option1 configurat ion for Multiple  PPPoE (part 2)  

 

 

6.2.5 Russia L2TP and PPTP Option 

For Rus s ia L2TP Opt ion  connect ions , you  can  choos e the addres s  mode of the 

connect ion  to  get  an  IP addres s  from the ISP or configure a s tat ic IP addres s  
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p rov ided  by  the ISP. For DHCP clien t  connect ions , you  can  choos e the MAC 

addres s  o f the con tro ller to  reg is ter with  the ISP. In  s ome cas es  you  may  need  to  

clone the LAN hos t ‟s  MAC addres s  if the ISP is  reg is tered  with  that  LAN hos t .  
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Figure  92: Rus s ia L2TP ISP configurat io n 

 

 

6.2.6 Option Configuration in an IPv6 Network 

Advanced > IPv6 > IPv6 Option1 Config 

For IPv6 Opt ion  connect ions , th is  con t ro ller can  have a s tat ic IPv6 addres s  o r 

receive connect ion  in format ion  when  configured  as  a DHCPv6 clien t . In  the cas e 

where the ISP as s igns  you  a fixed  addres s  to  acces s  the in ternet , the s tat ic 

configuration  sett ings mus t be completed . In  addit ion to  the IPv6 ad dres s  as s igned  
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to  your con tro ller, the IPv6 prefix leng th  defined by  the ISP is  needed . The defau lt  

IPv6 Gateway  addres s is  the s erver at  the ISP that  th is cont roller will connect  to  fo r 

acces sing the in ternet . The primary  and  s econdary  DNS s ervers  on  the ISP‟s  IPv6 

network are us ed  fo r res olv ing in ternet addresses, and these are p rov ided along  with  

the s tat ic IP addres s  and  prefix leng th  from the ISP.  

W hen  the ISP allows  you  to  ob tain  the Opt ion  IP s et t ings  v ia DHCP, you  need  to  

p rov ide details  fo r the DHCPv6 clien t  configurat ion . The DHCPv6 clien t  on  the 

gateway  can  be either s tateless o r s tateful. If a  s tateful clien t  is  s elected the gateway 

will connect  to the ISP‟s  DHCPv6 s erver fo r a leas ed  addres s . For s tateles s  DHCP 

there need  no t  be a DHCPv6 s erver  availab le at  the ISP, rather ICMPv6 d is cover 

mes s ages will o rig inate from th is  gateway and will be us ed  fo r au to configurat ion. A  

th ird  op t ion  to  s pecify  the IP addres s  and  prefix leng th  o f a p referred  DHCPv6 

s erver is  availab le as  well.  
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Figure  93: IPv6 Option1 Se tup page  

 

Prefix Delegat ion : Select  this  opt ion  to  request  contro ller advert is ement  p refix from 

any  availab le DHCPv6 s ervers  availab le on  the ISP, the ob tained  prefix is  updated  

to  the advert is ed  p refixes  on  the LAN s ide. Th is  op t ion  can  be s elected  on ly  in  

States les s  Addres s  Auto  Configurat ion  mode of DHCPv6 Clien t .  

 

W hen  IPv6 is  PPPoE type, the fo llowing  PPPoE fields  are enab led .  

Us ername : En ter the us ername requ ired  to  log  in  to  the ISP.  
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Pas s word: En ter the pas s word  requ ired  to  log in  to  the ISP.  

Authentication Type : The type o f Authen t icat ion  in  us e by  the p rofile: Auto -

Negot iate/PAP/CHAP/MS-CHAP/MS-CHAPv2. 

Dhcpv6 Options : The mode of Dhcpv6 clien t  that  will s tart  in  th is  mode: d is ab le 

dhcpv6/stateless dhcpv6/s tatefu l dhcpv6/s tateles s  dhcpv6 with  p refix delegat ion .  

Primary DNS  S erver : En ter a valid  p rimary  DNS Server IP Addres s .  

S econdary DNS  S erver : En ter a valid  s econdary  DNS Server IP Addres s .  

Click S ave S ettings  to  s ave your changes .  

 

6.2.7 Checking Option Status 

Setup > Internet Settings > Option1 Settings > Option 1 Status 

The s tatus and s ummary  of configured  s et t ings  fo r bo th  Opt ion  1and  Opt ion  2 are 

availab le on  the Opt ion  Status  page. You  can  v iew the fo llowing  key  connect ion  

s tatus  in format ion  fo r each  Opt ion  port : 

MAC Addres s : MAC Addres s  o f the Opt ion  port .  

IPv4  Addres s : IP addres s  o f the Opt ion  port  fo llowed  by  the Opt ion  s ubnet .  

Option S tate : Ind icates  the s tate o f the Opt ion  port  (UP or DOW N)  

NAT (IPv4  only): Ind icates  if the s ecurity  app liance is  in  NAT mode (enab led) o r 

rou t ing  mode (d is ab led).  

IPv4  Connection  Type: Ind icates  if the Opt ion  IPv4 addres s  is  ob tained  

dynamically  th rough a DHCP s erver o r as s igned  s tat ically  by  the us er o r ob tained  

th rough  a PPPoE (Us ername/Pas s word)/PPTP (Us ername/Pas s word)/L2TP  

(Us ername/Password)/Japanese mult ip le PPPoE/Rus sian dual access PPPoE/Russ ian  

dual acces s  PPTP/  Rus s ian  dual acces s  L2TP ISP connect ion .  

IPv4  Connection  S tate : Ind icates if the Opt ion  is  connected to  the In ternet  Serv ice 

Prov ider.  

Link  S tate: Detects  if a  link is  p res en t  on  the Opt ion  In terface  

Option Mode: Ind icates  if Opt ion1 or Opt ion2 is  in  us e  

Gateway: Gateway  IP addres s  o f the Opt ion  port .  
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Primary DNS : Primary  DNS s erver IP addres s  o f the Opt ion  port .  

S econdary DNS : Secondary  DNS s erver IP ad dres s  o f the Opt ion  port . If the 

Connect ion  Status  ind icated  that  the as s ociat ion  with  the ISP is  act ive, then  the 

Opt ion  can  be d is connected  by  clicking  the Dis ab le bu t ton .  

If the Connect ion  Status ind icated that  the as s ociat ion  with  the ISP is  act ive, t hen  

the Opt ion  can  be d is connected  by  clicking  the Dis able  bu t ton . 
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Figure  94: Conne ction Status  informat io n of Option1  

 

 

The Opt ion  s tatus  page allows  you  to  Enable o r Dis ab le s tat ic Opt ion  links . For 

Opt ion  s et t ings  that  are d ynamically  received  from the ISP, you  can  Renew or 

Releas e the link parameters  if requ ired .  
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6.3 Features with Multiple Option Links 

This  con troller s upports mult ip le Opt ion  links . Th is  allows  you  to  take advan tage o f 

failover and  load  balancing  featu res to  ens ure certain  in ternet  dependent  s erv ices  are 

p rio rit ized  in  the even t  o f uns tab le Opt ion  connect iv ity  on  one o f the ports .  

Setup > Internet Settings > Option Mode 

To us e Auto  Failover o r Load  Balancing , Opt ion  link failu re detect ion  mus t  be 

configured. Th is  involves accessing DNS s ervers on the in ternet  o r p ing  to an  in ternet 

addres s (us er defined). If requ ired , you  can  configure the number o f ret ry  at tempts  

when  the link s eems  to  be d is connected  o r the th reshold  o f failu res  that  determines  if 

a  Opt ion  port  is  down. 

 

6.3.1 Auto Failover 

In  th is  cas e one o f your Opt ion ports is  assigned  as  the p rimary  in ternet  link fo r all  

in ternet  t raffic. The s econdary  Opt ion  port  is  us ed  fo r redundancy  in  cas e the 

p rimary  link goes  down for any  reason. Both  Opt ion ports  (p rimary  and  s econdary) 

mus t  be configured to  connect  to  the res pect ive ISP‟s  before enab ling  th is  featu re. 

The s econdary  Opt ion port will remain  unconnected un til a  failu re is  detected on  the 

p rimary  link (either port  can  be as signed  as the p rimary). In  the even t  o f a failu re on  

the p rimary  port , all in ternet  t raffic will be ro lled  over to  the backup  port . W hen  

configured  in  Auto  Failover mode, the link s tatus  o f the p rimary  Opt ion  port  is  

checked  at  regu lar in tervals  as  defined  by  the failu re detect ion  s et t ings .  

Note that  bo th  Opt ion 1 and Opt ion2 can  be configured  as  the p rimary  in ternet  link.  

 Auto-Rol lover  us ing  Opt ion  port  

 Primary Option:  Selected  Opt ion  is  the p rimary  link (Opt ion1/  Opt ion 2) 

 S econdary Option: Selected  Opt ion  is  the s econdary  link.  

Failover Detect ion  Set tings: To  check connectiv ity o f the p rimary  in ternet  link, one 

o f the fo llowing  failu re detect ion  methods  can  be s elected :  

 DNS  look up us ing  Option DNS  S ervers : DNS Lookup  of the DNS Servers  

o f the p rimary  link are us ed  to  detect  p rimary  Opt ion  connect iv ity . 
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 DNS  look up us ing  Option S ervers : DNS Lookup  of the cus tom DNS 

Servers  can  be s pecified  to  check the connect iv ity  o f the p rimary  link.  

 Ping  thes e IP addres s es : Thes e IP's  will be p inged  at  regu lar in tervals  to  

check the connect iv ity  o f the p rimary  link. 

 Retry Interval  i s : The number tells  the con tro ller how often  it  s hou ld  run  

the above configured  failu re detect ion  method .  

 Fai lover after : Th is  s ets  the number o f ret ries  after which  failover is  

in it iated . 

6.3.2 Load Balancing  

This  featu re allows  you  to  us e mult ip le Opt ion  links  (and  pres umably  mult ip le 

ISP‟s ) s imultaneous ly . After configuring  more than  one Option  port , the load  

balancing  op t ion  is  availab le to  carry  t raffic over more than  one link. Pro toco l 

b ind ings are us ed  to s egregate and assign s e rvices over one Opt ion  port  in  o rder to  

manage in ternet  flow. The configured  failu re detect ion  method  is  us ed  at  regu lar 

in tervals  on  all configured  Opt ion  ports  when  in  Load  Balancing  mode.  

DW C-1000 curren t ly  s upport s  th ree algorithms  fo r Load  Balancing : 

Round Robin: Th is  algorithm is  part icu larly  us efu l when  the connect ion  s peed  of 

one Opt ion  port g reat ly  d iffers  from another. In  th is  cas e you  can  define p ro toco l 

b ind ings  to  rou te low-latency  s erv ices  (s uch  as  VOIP) over the h igher -s peed  link 

and  let  low-volume background t raffic (s uch as SMTP) go  over the lower s peed  link. 

Pro toco l b ind ing  is  exp lained  in  next  s ect ion .  

S pi l l  Over : If Sp ill Over method  is  s elected , Opt ion  1acts  as  a ded icated  link t ill a  

th res hold  is  reached. After th is, Opt ion  2 will be us ed  fo r new connections. You  can  

configure s p ill-over mode by  us ing  fo llo ing  op t ions :  

 Load Tolerance : It  is  the percen tage o f bandwid th  after which  the con tro ller 

con t ro llers  to  s econdary  Opt ion . 

 Max Bandwidth: Th is  s ets  the maximum bandwid th  to lerab le by  the p rimary  

Opt ion . 

If the link bandwid th  goes  above the load  to lerance value o f max bandwid th , the 

con tro ller will s p ill-over the next  connect ions  to  s econdary  Opt ion . 
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For example, if the maximum bandwid th  o f p rimary  Opt ion  is  1 Kbps  and  the load  

to lerance is  s et  to  70. Now every  t ime a new connect ion  is  es tab lis hed  the 

bandwid th increases. After a certain number o f connect ions s ay  bandwid th  reached  

70% of 1Kbps , the new connect ions  will be s p illed -over to  s econdary  Opt ion . The 

maximum value o f load  to lerance is  80 and  the leas t  is  20.  

Protocol  Bindings : Refer Sect ion  6.3.3 fo r details  

Load  balancing  is  part icularly  usefu l when  the connection s peed of one Opt ion  port  

g reat ly  d iffers  from another. In  th is  case you can  define p ro toco l b ind ings  to  rou te 

low-latency  s ervices (s uch  as VOIP) over the h igher -s peed  link and  let  low-volume 

background  t raffic (s uch  as  SMTP) go  over the lower s peed  link.  
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Figure  95: Load B alancing is  available  whe n multiple  Option ports  are  

configure d and Protocol B indings  have  be e n de fine d 

 

 

 

 

 

6.3.3 Protocol Bindings 
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Advanced > Routing > Protocol Bindings  

Pro toco l b ind ings are required  when the Load  Balancing feature is  in  us e. Choos ing  

from a lis t  o f configured  s erv ices  o r any  of the us er -defined  s erv ices , the  type o f 

t raffic can  be as s igned  to  go  over on ly  one o f the availab le Opt ion  ports . For 

increas ed flexib ility  the s ource network or machines  can be s pecified  as  well as  the 

des t inat ion network or machines . For example the VOIP t raffic fo r a s et  o f LAN IP 

addres ses can  be assigned to  one Opt ion and any VOIP t raffic from the remain ing  IP 

addres s es  can  be as s igned  to  the o ther Opt ion  link. Pro toco l b ind ings  are on ly  

app licab le when  load  balancing  mode is  enab led  and  more than  one Opt ion  is  

configured .  

 

Figure  96: Protocol binding s e tup to as s ociate  a s e rvice  and/or LAN 

s ource  to an Option and/or de s tination ne twork  

 

 S ervice : Select  one o f the various s ervices availab le fo r p ro tocol b ind ing 

 Local  Gateway: s elect  the port that s e ts the local gateway for th is  p ro tocol 

b ind ing  (either op tion1 or op t ion2)  

S ource Network : Select  one o f the fo llowing : 
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Any: No  s pecific network needs to be g iven.  

S ingle Addres s : Limit  to  one computer. Requires the IP address o f the computer 

that  will be part  o f the s ource network fo r th is  p ro tocol b ind ing  

Addres s  Range:  Select  if you  want  to  allow computers with in  an  IP address 

range to  be a part  o f the s ource network. Requires Start  address and  End  address  

S tart Addres s : IP addres s from where the ra nge needs to  begin , o r the s ing le 

addres s if that  is  the s ource network s elected.  

End Addres s : IP address where the range needs to  end 

Des tination Network : Select  one o f the fo llowing : 

Any: No  s pecific network needs to be g iven.  

S ingle Addres s : Limit  to  one computer. Requires the IP address o f the computer 

that  will be part  o f the des tination network fo r th is  p ro tocol b ind ing  

Addres s  Range : Select  if you  want  to  allow computers with in  an  IP address 

range to  be a part  o f the dest ination network. Require s Start  address and  End  

addres s 

S tart Addres s : IP addres s from where the range needs to  begin , o r the s ing le 

addres s if that  is  the dest ination network s elected.  

End Addres s : IP address where the range needs to  end 

 

6.4 Routing Configuration 

Rout ing  between  the LAN and  Opt ion  will impact  the way  th is  con t ro ller hand les  

t raffic that  is  received  on  any  of it s  phys ical in terfaces . The rou t ing  mode of the 

gateway  is  core to  the behaviour o f the t raffic flow between  the s ecure LAN and  the 

in ternet .  

 

6.4.1 Routing Mode 

Setup > Internet Settings > Routing Mode 

This  dev ice s upports  clas s ical rou t ing , network addres s  t rans lat ion  (NAT), and  

t rans port  mode rou t ing .  

 W ith  classica l rout ing, dev ices on  the LAN can  be d irect ly  acces s ed  from the 

in ternet  by  their pub lic IP addres ses (as suming  appropriate firewall s et t ings). If 
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your ISP has  as s igned  an  IP addres s  fo r each  of the computers  that  you  us e, 

s elect  Clas s ic Rout ing .   

 NAT  is  a  techn ique which  allows  s everal computers  on  a LAN to  s hare an  

In ternet  connect ion . The computers  on  the LAN us e a " private"  IP addres s  

range while the Opt ion  port  on  the con tro ller is  configured  with  a s ing le 

" public"  IP address. A long with  connect ion  s haring , NAT als o h ides in ternal IP 

addres ses from the computers on the In ternet .  NAT is  requ ired  if your ISP has  

as s igned on ly  one IP address to  you . The computers  that  connect  th rough  the 

con tro ller will need  to  be as s igned  IP addres s es  from a p rivate s ubnet . 

 Transparent  rout ing  between  the LAN and  Opt ion  does  no t  perform NAT. 

Broadcas t and  mult icast  packets that  arrive on  the LAN in terface are s witched  

to  the Opt ion  and  v ice vers a, if they  do  no t  get  filtered  by  firewall o r VPN 

policies . To  main tain  the LAN and  Opt ion  in  the s ame broadcast  domain  s elect  

Trans paren t  mode, which  allows  bridg ing  of  t raffic  from LAN to  Opt ion  and  

v ice vers a, excep t  fo r con tro ller -terminated  t raffic and  o ther management  

t raffic .  A ll DW C features  are s upported in  t ransparen t mode as suming  the LAN 

and  Opt ion  are configured  to  be in  the s ame broadcas t  domain .  

 NAT rou t ing  has a  featu re called  “NAT Hair-pinn ing” that  allows  in ternal 

network us ers  on  the LAN and  DMZ to  acces s  in ternal s ervers  (eg . an  

in ternal FTP s erver) us ing  their externally -known domain  name. This  is  

als o  referred  to  as  “NAT loopback” s ince LAN generated  t raffi c is  

red irected  th rough  the firewall to  reach  LAN s ervers  by  their external 

name.  
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Figure  97: Routing Mode  is  us e d to configure  traffic routing be twe e n 

Option and LAN, as  we ll as  Dynamic routing (RIP)  
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6.4.2 Dynamic Routing (RIP) 

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  

Setup > Internet Settings > Routing Mode 

Dynamic rou t ing  us ing  the Rout ing  In format ion  Pro toco l (RIP) is  an  In terio r 

Gateway  Pro toco l (IGP) that  is  common  in  LANs . W ith  RIP th is  con t ro ller can  

exchange rou t ing in format ion with  o ther s upported controllers in  the LAN and  allow 

for dynamic ad jus tment  o f rou t ing  tab les  in  o rder to  adap t  to  modificat ions  in  the 

LAN withou t  in terrup t ing  t raffic flow.  

The RIP d irect ion  will define how th is  con t ro ller s ends  and  receives  RIP packets . 

Choos e between: 

 Both: The con tro ller bo th  b roadcas ts  it s  rou t ing  tab le and  als o  p roces s es  

RIP in format ion  received  from o ther con tro llers . Th is  is  the recommended  

s et t ing  in  o rder to  fu lly  u t ilize RIP capab ilit ies .  

 Out Only: The con tro ller b roadcasts it s rou ting  tab le period ically  bu t  does  

no t  accep t  RIP in format ion  from o ther con tro llers .  

 In Only: The con tro ller accep ts  RIP in format ion  from o ther con tro ller, bu t  

does  no t  b roadcas t  it s  rou t ing  tab le. 

 None : The con tro ller neither b roadcasts it s rou te table nor does it  accep t any 

RIP packets  from o ther con tro llers . Th is  effect ively  d is ab les  RIP.  

 The RIP vers ion  is  dependent  on  the RIP s upport  o f o ther rou t ing  

dev ices  in  the LAN.  

 Dis abled: Th is  is  the s et t ing  when  RIP is  d is ab led .  

RIP-1 is  a clas s -based rou ting version that does no t include s ubnet  in format ion. This  

is  the mos t  commonly  s upported  vers ion .  

RIP-2 includes  all the funct ionality  o f RIPv1 p lus  it  s upports  s ubnet  in format ion . 

Though  the data is  s en t  in  RIP-2 fo rmat  fo r bo th  RIP-2B and  RIP-2M, the mode in  

which  packets  are s en t  is  d ifferen t .  RIP-2B broadcas ts  data in  the en t ire s ubnet  

while RIP-2M s ends  data to  mult icas t  addres s es .  
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If RIP-2B or RIP-2M is  the s elected version, au then ticat ion between  th is  con t ro ller 

and  o ther con tro llers  (configured  with  the s ame RIP vers ion) is  requ ired . MD5 

au then ticat ion is  used  in  a firs t / s econd  key  exchange proces s . The au then t icat ion  

key  valid ity  lifet imes  are configurab le to  ens ure that  the r ou t ing  in format ion  

exchange is  with  curren t  and  s upported  con tro llers  detected  on  the LAN. 

 

6.4.3 Static Routing 

Advanced > Routing > Static Routing 

Advanced > IPv6 > IPv6 Static Routing 

Manually  add ing  s tatic rou tes to th is device allows  you to  define the path  s elect ion  

o f t raffic from one in terface to  ano ther. There is  no  communicat ion  between  th is  

con t ro ller and  o ther dev ices to  account fo r changes in  the path; once configured  the 

s tat ic rou te will be act ive and  effect ive un t il the network changes .  

The Lis t  o f Stat ic Routes d is plays  all rou tes  that  have been  added  manually  by  an  

admin is t rato r and  allows  s everal operat ions  on  the s tat ic rou tes . The Lis t  o f IPv4 

Stat ic Routes  and  Lis t  o f IPv6 Stat ic Routes  s hare the s ame fields  (with  one 

excep t ion): 

Name : Name o f the rou te, fo r iden t ificat ion  and  management .  

Active : Determines  whether the rou te is  active o r inactive. A  rou te can  be added  to  

the tab le and  made inact ive, if no t  needed. Th is  allows rou tes  to  be us ed  as  needed  

withou t  delet ing  and re -adding the en t ry. An  inactive rou te is  no t b roadcast  if RIP is  

enab led .  

Private : Determines  whether the rou te can  be s hared  with  o ther con tro llers  when  

RIP is  enab led . If the rou te is  made private, then  the rou te will no t  be s hared  in  a 

RIP broadcas t  o r mult icas t . Th is  is  on ly  app licab le fo r IPv4 s tat ic rou tes .  

Des tination: the rou te will lead  to  th is  des t inat ion  hos t  o r IP addres s .  

IP S ubnet Mas k : Th is  is  valid  fo r IPv4 networks  on ly, and  ident ifies the s ubnet that  

is  affected  by  th is  s tat ic rou te  

Interface : The phys ical network in terface (Opt ion1, Opt ion2, DMZ or LAN), 

th rough  which  th is  rou te is  acces s ib le.  
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Gateway: IP address o f the gateway th rough which  the des t inat ion  hos t  o r network 

can  be reached .  

Metric : Determines  the p rio rity  o f the rou te. If mult ip le rou tes  to  the s ame 

des t inat ion  exis t , the rou te with  the lowes t  metric is  chos en .  

Figure  98: Static route  configurat io n fie lds  

 

 

6.5 OSPF  

Advanced > Routing > OSPF 

Advanced > IPv6 > OSPF 

This  page s hows the OSPFv2 and  OSPFv3  parameters  configured  on the con tro ller. 

You  can  als o  ed it  the configured  parameters  from the OSPF configurat ion  page.  
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Figure  99: OSPFv2 s tatus  –  IPv4 

 

 

Figure  100: OSPFv3 s tatus  –  IPv6 
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Figure  101: OSPFv2 Configuratio n 

 

 

OS PFv2 Enable : A  check box to  enab le/d is ab le OSPFv2. 

Interface : The phys ical network in terface on  which  OSPFv2 is  Enab led /Dis ab led .  

Area: The area to  which  the in terface belongs .Enter values  from 1 to  255 .Two 

rou ters  having a common s egment;  their in terfaces have to  belong  to  the s ame area 

on  that  s egment. The in terfaces s hould belong  to  the s ame s ubnet  and  have s imilar 

mas k. 

Priori ty:Helps  to  determine the OSPFv2 des ignated  router fo r a network.The rou ter  

with  the h ighes t p rio rity will be more elig ib le to  become Des ignated Router. Set t ing  

the value to  0, makes  the rou ter inelig ib le to  become Des ignated Router. The default  

value is  1.Lower value means  h igher p rio rity .  

HelloInterval :The number o f s econds  fo r  Hello In terval t imer value. Set t ing  th is  

value, Hello  packet  will be s en t  every t imer value s econds on  the s pecified  in terface. 
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Th is  value mus t  be the s ame for all rou ters  at tached  to  a common network. The 

defau lt  value is  10 s econds .  

DeadInterval : The number o f s econds  that  a dev iceâ€™s  hello  packets  mus t  no t  

have been  s een before it s  neighbors declare the OSPF rou ter down.This  value mus t  

be the s ame for all rou ters  at tached  to  a common network.The defau lt  value is  40 

s econds . OSPF requ ires  thes e in tervals  to  be exact ly  the s ame between  two 

neighbors . If any  of thes e in tervals  are d ifferen t , thes e rou ters  will no t  become 

neighbors  on  a part icu lar s egment  

Cos t:The cos t  o f s end ing  a packet  on  an  OSPFv2 in terface.  

Authentication Type : Th is  co lumn d is p lays  the type o f au then t icat ion  to  be us ed  

fo r OSPFv2.If Authent icat ion  type is  none the in terface does  no t  au then t icate os pf 

packets .If Authent ication  Type is  Simple then  ospf packets are au then t icated  us ing  

s imple text  key .If Authentication Type is  MD5 then  the in terface au thenticates  os pf 

packets  with  MD5 au then t icat ion .  

Authentication Key: As s ign a s pecific pas s word  to  be us ed  by  neighboring  OSPF 

rou ters  on a network s egment that is  us ing  Authentication. Routers  in  the s ame area 

that  want  to  part icipate in  the rou t ing  domain  will have to  be configured  with  the 

s ame key . 

Md5 Key Id: Inpu t  the un ique MD-5 key  ID to  be us ed  by  neighboring  OSPF 

rou ters  on  a network s egment  that  is  us ing  Authen t icat ion . Type as  MD5  

Md5 Authentication Key: Inpu t  the au th  key  fo r th is  M D5 key  to  be us ed  by  

neighboring  OSPF rou ters on  a network s egment  that  is  us ing  Authen t icat ion  Type 

as  MD5 

 

6.6 6to4 Tunneling 

Advanced > IPv6 > 6to4 Tunneling 

6to4 is  an  In ternet t rans it ion  mechanis m for migrat ing  from IPv4 to  IPv6, a s ys tem 

that  allows  IPv6 packets  to  be t rans mit ted  over an  IPv4 network . Select  the check 

box to  Enable Automatic Tunnel ing  and  allow t raffic from an  IPv6 LAN to  be s en t  

over a IPv4 Opt ion  to  reach  a remote IPv6 network.  
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Figure  102: 6to4 Tunne ling  

 



Wireless Controller  User Manual 

190  

6.7 IGMP Setup 

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  

Advanced > Advanced Network > IGPM Setup 

Active IGMP s nooping  is  referred  to  as  IGMP proxy . W hen  in  us e IGMP packets  

th rough the LAN are filt ered  in  o rder to  reduce the amount  o f mult icas t  t raffic in  the 

network..  

 

Figure  103: IGMP Se tup 

 

 

Enable IGMP Proxy:  Check th is  to  enab le IGMP proxy  on  th is  LAN 

Allowed Network  Addres s es :  All the IP network addres s es /hos t  add res s es  o f the 

mult icas t  s ources  are lis ted  here.  

Network  Addres s : The IP network or the hos t  addres s  o f the mult icas t  s ource.  

Mas k  Length: The leng th  o f the s ubnet  mas k.  

 

The fo llowing  act ions  are s upported  from th is  page : 
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Add: To add  a network/hos t  addres s  alongwith  mas k leng th .  

Edit: To ed it  a  network/hos t  addres s  alongwith  mas k leng th .  

Delete: To delete a network/hos t  addres s  alongwith  mas k leng th ..  

 

6.8 Option Port Settings 

Advanced > Advanced Network > Option Port Setup 

The phys ical port  s et t ings  fo r each  Opt ion  link can  be defined  here. If your ISP 

account  defines  the Opt ion  port  s peed  or is  as s ociated  with  a MAC addres s , th is  

in format ion  is  requ ired  by  the con tro ller to  ens ure a s mooth  connect ion  with  the 

network.  

The defau lt  MTU s ize s upported  by  all ports  is  1500. Th is  is  the larges t  packet  s ize 

that  can  pass th rough the in terface without fragmentat ion. Th is s ize can  be increas ed , 

however large packets can  in t roduce network lag  and  bring  down the in terface s peed . 

Note that  a 1500 by te s ize packet  is  the largest  allowed  by the Ethernet p ro toco l at  the 

network layer.  

The port  s peed  can  be s ens ed  by  the con tro ller when  Auto  is  s elected . W ith  th is  

op t ion  the op t imal port  s et t ings  are determined  by  the con tro ller and  n etwork. The 

dup lex (half o r fu ll) can  be defined  based on  the port  support, as  well as  one o f th ree 

port  s peeds: 10 Mbps , 100 Mbps  and 1000 Mbps  (i.e . 1 Gbps ). The defau lt  s et t ing  is  

100 Mbps  fo r all ports .  

The defau lt  MAC addres s  is  defined  during  the man ufacturing  p roces s  fo r the 

in terfaces , and  can un iquely iden tify  th is con t ro ller. You  can  cus tomize each  Opt ion  

port ‟s  MAC address as  needed, either by  let t ing  the Option  port  as s ume the curren t  

LAN hos t ‟s  MAC addres s  o r by  en tering  a MAC addres s  manually .   
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Figure  104: Phys ical Option port s e ttings  
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6.9 IP Aliases 

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  

Setup > Internet Settings > IP Aliases 

The Lis t  o f IP A lias es  d is p lays  the configured  IP A lias es  on  the con tro ller.  

 

Figure  105: IP Alias e s  

 

 

Interface Name : The in terface on  which  the A lias  was  configured .  

IP Addres s : The IP Addres s  o f the configured  IP A lias .  

S ubnet Mas k : The Subnet  Mas k o f the configured  IP A lias .  

 

The fo llowing  act ions  are s upported  from th is  page : 

Edit: Opens  the IP A lias  configurat ion  page to  ed it  the s elected  IP A lias  

Add: Opens  the IP A lias  configurat ion  page to  add  a new IP  A lias . 

Delete : Deletes  the s elected  IP A lias es .  
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Chapter  7. Securing the Private 

Network 

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  

 

You  can  s ecure your network by  creating and app lying ru les  that your con troller us es to 

s elect ively b lock and  allow inbound  and  ou tbound  In ternet  t raffic. You  then  s pecify  

how and  to  whom the ru les  app ly . To  do  s o , you  mus t  define the fo llowing :  

 Serv ices  o r t raffic types  (example s : web  brows ing , VoIP, o ther s tandard  s erv ices  

and  als o  cus tom s erv ices  that  you  define)  

 Direct ion  fo r the t raffic by  s pecifying the s ource and  des t inat ion  o f t raffic;  th is  is  

done by  s pecify ing  the “From Zone” (LAN/  Opt ion  /DMZ) and  “To  Zone” (LAN/  

Opt ion  /DMZ) 

 Schedules  as  to  when  the con tro ller s hou ld  app ly  ru les  

 Any Keywords  (in  a domain  name or on  a URL of a web  page) that  the con tro ller 

s hou ld  allow or b lock 

 Rules  fo r allowing  or b locking  inbound and ou tbound  In ternet  t raffic fo r s pecified  

s erv ices  on  s pecified  s chedules  

 MAC addres s es  o f dev ices  that  s hou ld  no t  acces s  the in ternet   

 Port  t riggers  that  s ignal the contro ller to  allow or b lock acces s to s pecified s ervices 

as  defined  by  port  number 

 Reports  and  alerts  that  you  want  the con tro ller to  s end  to  you  

You can , fo r example, es tab lis h  res t ricted -acces s  po licies  bas ed  on  t ime -of-day , web  

addres ses, and web  address keywords . You  can  b lock In ternet  acces s  by  app licat ions  

and  s erv ices  on  the LAN, s uch  as  chat  rooms  or games . You  can  b lock jus t  certain  

g roups  o f PCs  on  your network from being  acces s ed  by  the Opt ion  or pub lic DMZ 

network. 
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7.1 Firewall Rules 

Advanced > Firewall Settings > Firewall Rules 

Inbound (Opt ion to  LAN/DMZ) ru les  rest rict access to  t raffic en tering  your network, 

s elect ively allowing  on ly  s pecific ou tside users to access s pecific local  res ources . By  

defau lt  all acces s from the ins ecure Opt ion s ide are b locked from acces sing the s ecure 

LAN, excep t  in  res pons e to  reques ts  from the Opt ion  or DMZ. To  allow ou ts ide 

dev ices  to access  s erv ices  on  the s ecure LAN, you  mus t  create an  inbound  fire wall 

ru le fo r each  s erv ice.  

If you  want  to  allow incoming  t raffic, you  mus t  make the con tro llers  Opt ion  port  IP 

addres s known to  the public. Th is  is  called  “exposing your host.” How you  make your 

addres s known depends  on  how the Opt ion  ports  are configured ;  fo r th is  con t ro ller 

you  may  us e the IP address if a  s tat ic address is  assigned to  the Opt ion port , o r if your 

Opt ion  addres s  is  dynamic a DDNS (Dynamic DNS) name can  be us ed .  

Outbound  (LAN/DMZ to  Opt ion) ru les res trict  access to  t raffic leav ing  your network, 

s elect ively allowing  on ly  s pecific local us ers to access s pecific ou tside res ources. The 

defau lt  ou tbound  ru le is  to  allow acces s  from the s ecure zone (LAN) to  either the 

pub lic DMZ or ins ecure Opt ion. On  o ther hand  the defau lt  ou tbound  ru le is  to  den y  

acces s from DMZ to  ins ecure Opt ion.  You  can  change th is  defau lt  behav iour in  the 

Firewall Settings > Default Outbound Policy  page. W hen  the defau lt  ou tbound  

po licy  is  allow always , you  can  to  b lock hos ts  on  the LAN from acces s ing  in ternet  

s erv ices  by  creat ing  an  ou tbound  firewall ru le fo r each  s erv ice.  
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Figure  106: Lis t of Available  Fire wal l Rule s  

 

 

7.2 Defining Rule Schedules  

Tools > Schedules  

Firewall ru les  can  be enabled  o r d is ab led au tomat ically  if they  are as s ociated  with  a  

configured s chedule. The s chedule configurat ion  page allows  you  to  define days  o f 

the week and  the t ime of day  fo r a new s chedule, and  then  th is  s chedule can  be 

s elected  in  the firewall ru le configurat ion  page.  

 All s chedules will fo llow the t ime in  the contro ller‟s  configured  t ime zone. 

Refer to  the s ect ion  on  choos ing  your Time Zone and  configuring  NTP 

s ervers  fo r more in format ion .  
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Figure  107: Lis t of Available  Sche dule s  to bind to a fire wal l rule  

 

 

7.3 Configuring Firewall Rules 

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  

Advanced > Firewall Settings > Firewall Rules 

All configured  firewall ru les  on  the con tro ller are d is played  in  the Firewall Rules  lis t . 

Th is  lis t  als o  ind icates  whether the ru le is  enab led  (act ive) o r no t , and  g ives  a 

s ummary  of the From/To zone as  well as  the s erv ices  o r us ers  that  the ru le affects .  

To  create a new firewall ru les , fo llow the s teps  below:  

1. View the existing rules in the List of Available Firewall Rules table. 

2. To edit or add an outbound or inbound services rule, do the following: 

 To ed it  a  ru le, click the checkbox next  to  the ru le and  click Edit  to  

reach  that  ru le‟s  configurat ion  page.  

 To add  a new ru le, click Add  to  be taken  to  a new ru le‟s  configurat ion  

page. Once created, the new ru le is  au tomat ically  added  to  the o rig inal 

tab le.  



Wireless Controller  User Manual 

198  

3. Chose the From Zone to be the source of originating traffic: either the secure LAN, public 

DMZ, or insecure Option. For an inbound rule Option should be selected as the From 

Zone. 

4. Choose the To Zone to be the destination of traffic covered by this rule. If the From Zone 

is the Option, the to Zone can be the public DMZ or secure LAN. Similarly if the From 

Zone is the LAN, then the To Zone can be the public DMZ or insecure Option.  

5. Parameters that define the firewall rule include the following: 

 Serv ice: ANY means  all t raffic is  affected  by  th is  ru le. For a s pecific 

s erv ice the d rop  down lis t  has  common s erv ices , o r you  can  s elect  a 

cus tom defined  s erv ice.  

 Action  & Schedule: Select  one o f the 4 act ions  that  th is  ru le defines : 

BLOCK always , ALLOW  always , BLOCK by  s chedule o therwis e 

ALLOW , or ALLOW  by  s chedule o therwis e BLOCK. A  s chedule mus t  

be p reconfigured  in  o rder fo r it  to  be availab le in  the d ropdown lis t  to  

as s ign  to  th is  ru le.  

 Source & Des t inat ion users: For each  relevan t category, s elect  the users 

to  which  the ru le app lies : 

 Any (all us ers ) 

 Sing le Addres s  (en ter an  IP addres s )  

 Addres s  Range (en ter the appropriate IP addres s  range)  

 Log: t raffic that  is  filtered  by  th is  ru le can  be logged ;  th is  requ ires  

configuring  the contro ller‟s  logg ing  featu re s eparately .  

 QoS Prio rity : Outbound ru les (where To  Zone = ins ecure Opt ion  on ly) 

can  have the t raffic marked  with  a QoS prio rity  tag . Select  a p rio rity  

level: 

 Normal-Serv ice: ToS=0 (lowes t  QoS) 

 Minimize-Cos t : ToS=1 

 Maximize-Reliab ility : ToS=2 

 Maximize-Throughput : ToS=4 

 Minimize-Delay : ToS=8 (h ighes t  QoS) 
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6. Inbound rules can use Destination NAT (DNAT) for managing traffic from the Option. 

Destination NAT is available when the To Zone = DMZ or secure LAN.  

 W ith  an  inbound  allow ru le you  can  en ter the in ternal s erver addres s  

that  is  hos t ing  the s elected  s erv ice.  

 You can  enab le port  fo rward ing  fo r an  incoming  s erv ice s pecific ru le 

(From Zone = Opt ion ) by  s electing the appropriate checkbox. Th is  will 

allow the s elected  s erv ice t raffic from the in ternet  to  reach  the 

appropriate LAN port  v ia a port  fo rward ing  ru le.  

 Trans late Port  Number: W ith  port  fo rward ing , the incoming  t raffic to  

be fo rwarded  to  the port  number en tered  here.  

 External IP addres s : The ru le can  be bound  to  a s pecific Opt ion  

in terface by  s elect ing  either the p rimary  Opt ion  or configurab le port  

Opt ion  as  the s ource IP addres s  fo r incoming  t raffic.  

 This  con troller s upports mult i-NAT and  s o  the External IP addres s does not  

neces s arily  have to  be the Opt ion  addres s . On  a s ing le Opt ion  in terface, 

mult ip le pub lic IP addres s es  are s upported . If your ISP as s igns  you  more 

than  one pub lic IP addres s , one o f thes e can  be us ed  as  your p rimary  IP 

addres s on the Opt ion  port , and the o thers can  be as signed  to s ervers on  the 

LAN or DMZ. In  th is  way  the LAN/DMZ s erver can  be acces s ed  from the 

in ternet  by  it s  alias ed  pub lic IP addres s .  

7.  Outbound rules can use Source NAT (SNAT) in order to map (bind) all LAN/DMZ traffic 

matching the rule parameters to a specific Option interface or external IP address (usually 

provided by your ISP).  

Once the new or modified  ru le parameters  are s aved , it  appears  in  the mas ter lis t  o f 

firewall ru les . To  enab le o r d is ab le a ru le, click the checkbox next  to  the ru le in  the 

lis t  o f firewall ru les  and  choos e Enable o r Dis ab le.  

 The con tro ller app lies  firewall ru les  in  the o rder lis ted . As  a general ru le, 

you  s hould  move the s trictest  ru les (those with  the mos t  s pecific s erv ices or 

addres ses) to  the top o f t he lis t . To  reorder ru les , click the checkbox next  to  

a ru le and  click up  or down.  



Wireless Controller  User Manual 

200  

 

Figure  108: Example  whe re  an outbound SNAT rule  is  us e d to map an 

e xte rnal IP addre s s  (209.156.200.225) to a private  DMZ IP 

addre s s  (10.30.30.30 ) 
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Figure  109: The  fire wal l rule  configuratio n page  allows  you to de fine  the  

To/From zone , s e rvice , action, s che dule s , and s pe cify 

s ource /de s tination IP addre s s e s  as  ne e de d.  
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7.3.1 Firewall Rule Configuration Examples 

Example 1 : A llow inbound  HTTP t raffic to  the DMZ  

S ituation: You  hos t  a pub lic web  s erver on  your local DMZ network. You  want  to  

allow inbound HTTP requests from any  ou tside IP address to  the IP addres s  o f your 

web  s erver at  any  t ime of day .  

S olution: Create an  inbound  ru le as  fo llows .  

Par ameter V alue 

From Zone Insecure (Option 1/ Option2) 

To Zone Public (DMZ) 

Service HTTP 

Action ALLOW alw ays 

Send to Local Server (DNAT IP) 192.168.5.2 (w eb server IP address) 

Destination Users Any 

Log Never 

 

Example 2 : A llow v ideoconferencing  from range of ou ts ide IP addres s es  

S ituation: You  want  to  allow incoming  v ideoconferencing  to  be in it iated  from a 

res t ricted  range of ou ts ide IP addres s es  (132.177.88.2 - 132.177.88.254), from a 

b ranch  office. 

S olution: Create an  in bound  ru le as  fo llows . In  the example, CUSeeMe (the v ideo  

conference s erv ice us ed) connect ions  are allowed  on ly  from a s pecified  range of 

external IP addres s es .  
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Par ameter V alue 

From Zone Insecure (Option 1/ Option2) 

To Zone Secure (LAN) 

Service CU-SEEME:UDP 

Action ALLOW alw ays 

Send to Local Server (DNAT IP) 192.168.10.11 

Destination Users Address Range 

From 132.177.88.2 

To 134.177.88.254 

Enable Port Forw arding Yes (enabled) 

 

Example 3 : Mult i-NAT configurat ion   

S ituation: You  want  to  configure mult i-NAT to  s upport  mult ip le pub lic IP 

addres s es  on  one Opt ion  port  in terface. 

S olution: Create an  inbound ru le that  configures  the firewall to  hos t  an  add it ional 

pub lic IP addres s . As s ociate th is  addres s  with  a web  s erver on  the DMZ. If you  

arrange with  you r ISP to  have more than  one public IP address fo r your use, you  can 

us e the addit ional public IP addresses to map  to  s ervers on  your LAN. One of thes e 

pub lic IP addresses is  used as the p rimary  IP addres s o f the con troller. Th is  addres s  

is  us ed  to  p rov ide In ternet  acces s  to  your LAN PCs  th rough  NAT. The o ther 

addres s es  are availab le to  map  to  your DMZ s ervers .  

The fo llowing  addres s ing  s cheme is  us ed  to  illus t rate th is  p rocedure:  

 Option  IP addres s : 10.1.0.118 
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 LAN IP addres s : 192.168.10.1;  s ubnet  255.255.255. 0 

 W eb s erver hos t  in  the DMZ, IP addres s : 192.168.12.222  

 Acces s  to  W eb s erver: (s imulated) pub lic IP addres s  10.1.0.52  

E
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ple 4 : Block t raffic by  s chedule if generated  from s pecific range o f machines  

Us e Cas e: Block all HTTP t raffic on  the weekends  if the reques t  o rig inates  from a 

s pecific g roup of machines in  the LAN hav ing  a known range of IP addres s es , and  

anyone coming  in  th rough  the Network from the Opt ion  (i.e . all remote us ers ).  

Configuration: 

1. Setup a schedule: 

 To s etup  a s chedule that  affects  t raffic on  weekends  on ly , nav igate to  

Security : Schedule, and  name the s chedule “W eekend”  

Par ameter V alue 

From Zone Insecure ( Option 1/ Option 2) 

To Zone Public (DMZ) 

Service HTTP 

Action ALLOW alw ays 

Send to Local Server (DNAT IP) 192.168.12.222 ( w eb server local IP address) 

Destination Users Single Address 

From 10.1.0.52 

Option Users Any 

Log Never 
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 Define “weekend” to  mean  12 am Saturday  morn ing  to  12 am Monday  

morning  –  all day  Saturday  & Sunday  

 In  the Scheduled days box, check that  you  want the s chedule to  be act ive fo r 

“s pecific days ”. Select  “Saturday” and  “Sunday”  

 In  the s cheduled t ime of day , s elect  “all day” –  th is  will app ly  the s chedule 

between  12 am to  11:59 pm of the s elected  day .  

 Click app ly  –  now s chedule “W eekend” is o lat es  all day  Saturday  and  

Sunday  from the res t  o f the week.  

Figure  110: Sche dule  configurat io n for the  above  e xample .  

 

 

2. Since we are trying to block HTTP requests, it is a service with To Zone: Insecure (Option 

1/ Option2) that is to be blocked according to schedule “Weekend”.  

3. Select the Action to “Block by Schedule, otherwise allow”. This will take a predefined 

schedule and make sure the rule is a blocking rule during the defined dates/times. All 

other times outside the schedule will not be affected by this firewall blocking rule 
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4. As we defined our schedule in schedule “Weekend”, this is available in the dropdown 

menu  

5. We want to block the IP range assigned to the marketing group. Let‟s say they have IP 

192.168.10.20 to 192.168.10.30. On the Source Users dropdown, select Address Range 

and add this IP range as the from and To IP addresses.  

6. We want to block all HTTP traffic to any services going to the insecure zone. The 

Destination Users dropdown should be “any”.  

7. We don‟t need to change default QoS priority or Logging (unless desired) – clicking apply 

will add this firewall rule to the list of firewall rules.  

8. The last step is to enable this firewall rule. Select the rule, and click “enable” below the 

list to make sure the firewall rule is active 

 

7.4 Security on Custom Services 

Advanced > Firewall Settings > Custom Services  

Cus tom s erv ices can be defined to  add to  the lis t  o f s ervices availab le during  firewall 

ru le configurat ion . W hile common s erv ices  have known TCP/UDP/ICMP ports  fo r  

t raffic, many  cus tom or uncommon app licat ions  exis t  in  the LAN or Opt ion . In  the 

cus tom s erv ice configuration  menu  you  can  define a range o f ports  and  iden t ify  the 

t raffic type (TCP/UDP/ICMP) fo r th is  s erv ice. Once defined , the new s erv ice will 

appear in  the s erv ices  lis t  o f the firewall ru les  configurat ion  menu .  
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Figure  111: Lis t of us e r de fine d s e rvice s .  

 

 

7.5 ALG support 

Advanced > Firewall Settings > ALGs 

Applicat ion Level Gateways  (ALGs ) are s ecurity component  that enhance the  firewall 

and  NAT s upport o f th is  contro ller to  s eamles sly s upport applicat ion  layer p ro toco ls . 

In  s ome cas es  enab ling  the ALG will allow the firewall to  us e dynamic ephemeral 

TCP/  UDP ports  to communicate with  the known ports a part icu lar clien t  app licat i on  

(s uch  as  H.323 or RTSP) requ ires , without  which  the admin  would  have to  open  large 

number o f ports  to  accomplis h the s ame s upport . Becaus e the ALG unders tands  the 

p ro toco l us ed  by  the s pecific app licat ion  that  it  s upports , it  is  a  very  s ecure and  

efficien t  way  of in t roducing s upport  fo r clien t  app licat ions  th rough  the contro ller‟s  

firewall.  
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Figure  112: Available  ALG s upport on the  controlle r. 

 

 

7.6 VPN Passthrough for Firewall 

Advanced > Firewall Settings > VPN Passthrough 

This  controller‟s  firewall s et t ings  can  be configured  to  allow encryp ted  VPN t raffic 

fo r IPs ec, PPTP, and  L2TP VPN tunnel connections between the LAN and  in ternet . A  

s pecific firewall ru le o r s erv ice is  no t  appropriate to  in t roduce th is  pas s th rough  

s upport ; ins tead  the appropriate check boxes  in  the VPN Pas s th rough  page mus t  be 

enab led .  
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Figure  113: Pas s through options  for VPN tunne ls  

 

 

7.7 Client 

Advanced > Client  

The Known Clien t  Summary  s hows the wireles s clien ts currently  in  the Kno wn Clien t  

Databas e and allows  you to  add new clien ts o r modify  exis t ing  clien ts to  the database.  

MAC Addres s : Shows  the MAC addres s  o f the known clien t .  

Name : Shows  the descrip tive name configured fo r the clien t  when  it  was  added to  the 

Known Clien t  databa s e. 

Authentication Action : W hen  MAC au then t icat ion  is  enab led  on  the network, th is  

field  s hows  the act ion  to  take on  a wireles s  clien t . The fo llowing  op t ions  are 

availab le. 

Grant: A llow the clien t  with  the s pecified  MAC addres s  to  acces s  the network.  

Deny: Proh ib it  the clien t  with  the specified  MAC address from acces sing  the network. 
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Global  Action: Us e the g lobal white -lis t  o r b lack-lis t  act ion  configured  on  the 

Advanced  Global Configurat ion  page to  determine how to  handle the clien t .  

 

Figure  114: Lis t of Known Clie nts  

 

 

The fo llowing  act ions are s upported from th is  page: 

Add: Add‟s  a clien t  with  the MAC address you  en ter in  the field  to  the Known Clien t  

database. 

Delete : Removes  the s elected  clien t from the Known Clien t  database.  

Edit: changes the s ett ing  o f part icular MAC address 

 

7.8 Application Rules 

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  

Advanced > Application Rules > Application Rules 

Applicat ion ru les  are als o referred  to as  port  t riggering . Th is  featu re allows  dev ices  

on  the LAN or DMZ to  reques t  one o r more ports  to  be fo rwarded  to  them. Port  
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t riggering  waits  fo r an  ou tbound  reques t  from the LAN/DMZ on  one o f the defined  

ou tgo ing  ports, and then  opens an  incoming  port  fo r that s pecified type o f t raffic. This  

can  be thought  o f as  a fo rm of dynamic port  fo rward ing  while an  app licat ion  is  

t rans mit t ing  data over the opened  ou tgo ing  or incoming  por t (s ).  

Port  t riggering  applicat ion  ru les are more flexib le than  s tat ic port  fo rward ing  that  is  

an  availab le op t ion when  configuring firewall ru les . Th is  is  becaus e a port  t riggering  

ru le does  no t  have to  reference a s pecific LAN IP or IP range. As  well por ts  are no t  

left  open  when  no t  in  us e, thereby  provid ing  a level o f s ecurity  that  port  fo rward ing  

does  no t  o ffer.  

 Port  t riggering  is  no t appropriate fo r s ervers  on  the LAN, s ince there is  a 

dependency  on  the LAN dev ice making  an  ou tgo ing  connect ion  before 

incoming  ports  are opened .  

Some app licat ions require that  when  external dev ices  connect  to  them, they  receive 

data on  a s pecific port o r range o f ports in  o rder to  funct ion  p roperly . The con tro ller 

mus t  s end  all incoming  data fo r that application  only  on  the required  port  o r range o f 

ports . The contro ller has a lis t  o f common app licat ions and  games  with  corresponding  

ou tbound  and inbound ports  to  open . You  can  als o  s pecify  a port  t riggering  ru le by  

defin ing  the type o f t raffic (TCP or UDP) and  the range of  incoming  and  ou tgo ing  

ports  to  open  when  enab led .  

 

Figure  115: Lis t of Available  Applicat io n Rule s  s howing 4 unique  rule s  
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The app licat ion ru le s tatus page will lis t  any  act ive ru les , i.e . incoming  ports  that  are 

being  t rigg ered  bas ed  on  ou tbound  reques ts  from a defined  ou tgo ing  port .  

 

7.9 Application Rules Status 

Advanced > Application Rules > Application Rules Status  

This  page allows  d is playing the lis t  o f available applicat ion  ru les  and  corres ponding  

s atus   

 

Figure  116: Lis t of Available  Applicat io n Rule s  and corre s ponding s tatus  

 

.  

7.10 Web Content Filtering 

The gateway  offers s ome s tandard web  filtering  op t ions  to  allow the admin  to  eas ily  

create in ternet access po licies between the s ecure LAN and  in s ecure Opt ion . Ins tead  

of creat ing  po licies  bas ed  on  the type o f t raffic (as  is  the cas e when  us ing  firewall 

ru les ), web  bas ed  con ten t  it s elf can  be us ed  to  determine if t raffic is  allowed  or 

d ropped .  
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7.10.1 Content Filtering 

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  

Advanced > Website Filter > Content Filtering 

Conten t  filtering  mus t be enabled  to configure and  use the s ubsequent  featu res (lis t  o f 

Trus ted Domains , filtering  on  Blocked  Keywords , etc.).  Proxy  s ervers , which  can  be 

us ed  to  circumvent  certain  firewall ru les  and  thus  a po ten t ial s ecurity  gap , can  be 

b locked  fo r all LAN dev ices . Java app lets  can  be p reven ted  from being  downloaded  

from in ternet  s ites , and  s imilarly  the gateway  can  preven t  Act iveX contro ls  from 

being  downloaded v ia In ternet Explorer. For added  s ecurity  cookies , which  typ ically  

con tain  s es s ion  in format ion , can  be b locked  as  well fo r all dev ices  on  the p rivate 

network. 



Wireless Controller  User Manual 

214  

Figure  117: Conte nt Filte ring us e d to block acce s s  to proxy s e rve rs  and 

pre ve nt Active X controls  from be ing downloade d  

 

 

7.10.2 Approved URLs 

Advanced > Website Filter > Approved URLs 

The Approved URLs  is  an  accep tance lis t  fo r all URL domain  names . Domains  added  

to  th is  lis t  are allowed  in  any  fo rm. For example, if the domain  “yahoo” is  added  to  

th is  lis t  then  all o f the fo llowing  URL‟s  are permit ted  acces s  from the LAN: 

www.yahoo.com, yahoo.co.uk, etc. Import /export  from a text  o r CSV file fo r 

Approved  URLs  is  als o  s upported  
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Figure  118: Two trus te d domains  adde d to the  Approve d URLs  Lis t  

 

 

7.10.3 Blocked Keywords 

Advanced > Website Filter > Blocked Keywords  

Keyword  b locking  allows  you to  b lock all webs ite URL‟s  o r s ite con tent  that  con tains  

the keywords  in  the configured  lis t . Th is  is  lower p rio rity  than  the Approved  URL 

Lis t ;  i.e . if the b locked  keyword  is  p res en t  in  a s ite allowed  by  a Trus ted  Domain  in  

the Approved URL Lis t , then  access to  that s ite will be allowed . Import /export  from a 

text  o r CSV file fo r keyword  b locking  is  als o  s upported .  
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Figure  119: One  ke yword adde d to the  block lis t  

 

 

7.10.4 Export Web Filter 

Advanced > Website Filter > Export 

Export Approved URLs : Feature enab les  the us er to  export  the URLs  to  be allowed  

to  a cs v  file  which  can  then  be downloaded to  the local host . The us er has to  click the 

export  bu t ton  to  get  the cs v  file .  

Export Block ed Keywords : Th is  featu re enables the us er to  export  the keywords  to  

be b locked  to  a cs v  file  which  can  then be downloaded to  the local host. The us er has  

to  click the export  bu t ton  to  get  the cs v  file . 
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Figure  120: Export Approve d URL lis t  

 

 

7.11 IP/MAC Binding 

Advanced > IP/MAC Binding 

Another availab le security meas ure is  to  on ly  allow ou tbound t raffic (from the LAN to  

Opt ion ) when  the LAN node has an  IP address match ing  the MAC address bound  to it. 

This  is  IP/MAC Bind ing , and  by  enforcing the gateway  to validate the s ource t raffic‟s 

IP addres s  with  the un ique MAC Addres s  o f the configured  LAN node, the 

admin is t rato r can ensure t raffic from that  IP addres s is  not  s poofed . In  the even t  o f a 

vio lat ion  (i.e . the t raffic‟s  s ource IP address doesn‟t  match  up with  the expected  MAC 

addres s having the s ame IP address) the packets will be d ropped and can  be logged for 

d iagnos is .  
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Figure  121: Example  binding a LAN hos t’s  MAC Addre s s  to a  s e rve d IP 

addre s s  

 

 

In  the above example , if there is  an  IP/MAC Bind ing  v io lat ion , the v io lat ing  packet  

will be d ropped  and  logs  will be cap tured . 

 

7.12 RADIUS Settings 

Advanced > RADUIS Settings 

From the RADIUS Server Configurat ion  page, you  can  add  a new RADIUS s erver, 

configure  s et t ings  fo r a new or exis t ing  RADIUS s erver, and  v iew RADIUS s erver 

s tatus  in format ion .  
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Figure  122: RADIUS Se rve r Configuratio n 

 

 

Authentication S erver IP Addres s  (Primary) : IP addres s  o f the p rimary  RADIUS 

au then t icat ion  s erve r. 

Authentication S erver IP Addres s  (S econdary) : IP addres s  o f the s econdary  

RADIUS au then t icat ion  s erver.  

Authentication Port : RADIUS au then tication s erver port to  s end RADIUS mes s ages .  

S ecret: Secret  key  that allows  the dev ice to  log  in to the configured RADIUS s erver. It  

mus t  match  the s ecret  on  RADIUS s erver.  

Timeout: Set  the amount  o f t ime in  s econds , the rou ter s hou ld  wait  fo r a res pons e 

from the RADIUS s erver.  
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Retries : Th is  determines  the number o f t ries  the rou ter will make to  the RADIUS 

s erver before g iv ing  up . 

 

7.13 Switch Settings 

Advanced > Switch Settings 

This  page allows  us er to  enab le/d is ab le power s av ing , jumbo frames  in  the rou ter.  

 

 

 

 

Figure  123: Switch s e ttings  

 

 

Power S aving  S tate:  W hen  enab led , the to tal power to  the LAN contro ller is  

dependent  on the number o f connected ports. The overall curren t  d raw when  a s ing le 
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port  is  connected  is  les s  than  when  all o f the availab le LAN ports  ha ve an  act ive 

Ethernet  connect ion .  

Length Detection S tate:  W hen  enab led  the LAN contro ller will reduce the overall 

curren t  s upplied  to  the LAN port  when  a s mall cab le leng th  is  connected  to  that  port . 

Longer cab les  have h igher resis tance than  s horter ca b les  and  requ ire more power to  

t rans mit  packets over that  d istance. Th is op t ion  will reduce the power to  a LAN port  

if an  Ethernet  cab le o f les s  than  10 ft  is  detected  as  being  connected  to  that  port .  

Jumbo Frames  Option:  W hen  enab led , LAN s ide dev ices  can  exchange t raffic 

con tan ing  jumbo frames . 

 

7.14 Protecting from Internet Attacks 

Advanced > Advanced Network > Attack Checks 

Attacks  can  be malicious  s ecurity  b reaches  o r un in ten t ional network is s ues  that  

render the con troller unusab le. A ttack checks  allow y ou  to  manage Opt ion  s ecurity  

th reats s uch as  continual p ing  requests and d is covery v ia ARP s cans . TCP and  UDP 

flood  at tack checks  can  be enab led  to  manage ext reme us age o f Opt ion  res ources .  

Addit ionally  certain Denial-o f-Serv ice (DoS) at tacks can be b locked. These at tacks , 

if un inh ib ited , can  us e up  proces s ing  power and  bandwid th  and  preven t  regu lar 

network s erv ices  from running  normally . ICMP packet  flood ing , SYN t raffic 

flood ing , and  Echo  s torm th res ho lds can  be configured to  temporarily  s uspect t raffic 

from the o ffend ing  s ource.  
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Figure  124: Prote cting the  controlle r and LAN from inte rne t attacks  
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Chapter  8. IPsec / PPTP / L2TP VPN 

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  

 

A  VPN prov ides  a s ecure communicat ion  channel (“tunnel”) between  two gateway  

contro ller o r a remote PC clien t . The fo llowing  types  o f tunnels  can  be created :  

 Gateway-to-gateway VPN: to  connect  two  or more con tro ller to  s ecure t raffic 

between  remote s ites .  

 Remote Cl ient (clien t -to -gateway  VPN tunnel): A  remote clien t  in it iates  a VPN 

tunnel as  the IP addres s  o f the remote PC clien t  is  no t  known in  advance. The 

gateway  in  th is  cas e acts  as  a res ponder.  

Remote clien t  beh ind  a NAT contro ller: The clien t  has  a dy namic IP addres s  and  is  beh ind  a 

NAT contro ller. The remote PC clien t  at  the NAT contro ller in it iates  a VPN tunnel as  the IP 

addres s o f the remote NAT controller is  no t  known in  advance. The gateway Opt ion port acts as 

res ponder. 
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Figure  125: Example  of Gate way-to - Gate way IPs e c VPN tunne l us ing two 

DWC controlle rs  conne cte d to the  Inte rne t  
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Figure  126: Example  of thre e  IPs e c clie nt conne ctions  to the  inte rnal 

ne twork through the  DWC IPs e c gate way 
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8.1 VPN Wizard 

Setup > Wizard > VPN Wizard 

You can  us e the VPN wizard  to  qu ickly  create bo th  IKE and  VPN policies . Once the 

IKE or VPN policy  is  crea ted , you  can  modify  it  as  requ ired .  

 

Figure  127: VPN Wizard launch s cre e n 

 

 

 

To eas ily  es tab lis h  a VPN tunnel us ing  VPN W izard , fo llow the s teps  below: 

1. Select the VPN tunnel type to create 

The tunnel can  either be a gateway  to gateway connect ion  (s ite -to -site) o r a tunnel to  a hos t  on  

the in ternet  (remote acces s ).   
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Set  the Connection  Name and  pre -shared key : the connection name is  us ed fo r management, and 

the p re-s hared  key  will be requ ired  on  the VPN clien t  o r gateway  to  es tab lis h  the tunnel 

Determine the local gateway  for th is  tunnel;  if there is  more than  1 Opt ion  configured  the 

tunnel can  be configured  fo r either o f the gateways .  

2. Configure Remote and Local Option address for the tunnel endpoints  

Remote Gateway  Type: iden t ify  the remote endpoin t o f the tunnel by  FQDN or s tat ic IP address  

Remote Opt ion  IP addres s  /  FQDN: This  field  is  enab led  on ly  if the peer you  are t ry ing  to  

connect to  is  a Gateway . For VPN Clien ts , th is  IP address o r In ternet  Name is  determined  when  

a connect ion  reques t  is  received  from a clien t .  

Local Gateway  Type: iden t ify  th is  contro ller‟s  endpoin t  o f the tunnel by  FQDN or s tat ic IP 

addres s  

Local Opt ion  IP addres s  /  FQDN: This  field  can  be left  b lank if you  are no t  us ing  a d ifferen t  

FQDN or IP addres s  tha n  the one s pecified  in  the Opt ion  port ‟s  configurat ion .  

3. Configure the Secure Connection Remote Accessibility fields to identify the remote 

network: 

Remote LAN IP addres s : addres s  o f the LAN beh ind  the peer gateway  

Remote LAN Subnet  Mas k: the s ubnet  mas k of  the LAN beh ind  the peer 

 Note: The IP addres s range used on  the remote LAN mus t  be d ifferen t  from 

the IP addres s  range us ed  on  the local LAN.  

4. Review the settings and click Connect to establish the tunnel.  

The W izard  will create an  Auto  IPs ec po licy  with  t he fo llowing  defau lt  values  fo r a 

VPN Clien t  o r Gateway  po licy  (thes e can  be acces s ed  from a link on  the W izard  

page):  

Par ameter De fault value f rom Wizard 

Exchange Mode Aggressive (Client policy ) or Main (Gatew ay policy)   

ID Type FQDN 
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Local Option ID w an_local.com (only applies to Client policies) 

Remote Option ID w an_remote.com (only applies to Client policies) 

Encryption Algorithm 3DES 

Authentication Algorithm SHA-1 

Authentication Method Pre-shared Key 

PFS Key-Group DH-Group 2(1024 bit) 

Life Time (Phase 1) 24 hours 

Life Time (Phase 2) 8 hours 

NETBIOS Enabled (only applies to Gatew ay policies) 

 The VPN W izard  is  the recommended  method  to  s et  up  an  Auto  IPs ec 

po licy .   Once the W izard  creates  the match ing  IKE and  VPN policies  

requ ired  by  the Auto po licy, one can modify  the required  fields th rough  the 

ed it  link. Refer to  the on line help  fo r details .  

Eas y S etup S ite to S i te VPN Tunnel  

If you  find  it  d ifficu lt  to  configure VPN policies  th rough  VPN wizard  us e easy  s etup 

s ite to  s ite VPN tunnel. Th is  will add  VPN policies  by  import ing  a file  con tain ing vpn 

po licies . 

 

8.2 Configuring IPsec Policies 

Setup > VPN Settings > IPsec > IPsec Policies 

An IPs ec po licy  is  between  this  con tro ller and ano ther gateway or th is  con t ro ller and  

a IPs ec clien t  on  a remot e hos t .  The IPs ec mode can  be either tunnel o r t rans port  

depending  on  the network being  t ravers ed  between  the two  po licy  endpoin ts .  
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Trans port : Th is  is  used fo r end -to -end  communicat ion  between  th is  con t ro ller and  the tunnel 

endpoin t, either ano ther IPs ec gateway or an  IPs ec VPN clien t  on  a hos t .  Only  the data payload 

is  encryp ted  and  the IP header is  no t  modified  o r encryp ted .  

Tunnel: Th is  mode is  us ed  fo r network-to -network IPs ec tunnels  where th is  gateway  is  one 

endpoin t  o f the tunnel.  In  th is  mode t he en t ire IP packet  includ ing  the header is  encryp ted  

and /or au then t icated .  

W hen  tunnel mode is  s elected , you  can  enab le NetBIOS and  DHCP over IPs ec.  DHCP over 

IPs ec allows  th is  cont roller to  s erve IP leas es to hosts on  the remote LAN. As  well in  th is  mod e 

you  can  define the s ing le IP addres s , range o f IPs , o r s ubnet  on  bo th  the local and  remote 

p rivate networks  that  can  communicate over the tunnel.   

 

Figure  128: IPs e c policy configurat ion 
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Once the tunnel type and endpoin ts  o f the tunnel are defined  you  can  determine the 

Phas e 1 /  Phas e 2 negot iation to  use fo r the tunnel.   Th is  is  covered  in  the IPs ec mode 

s et t ing , as  the po licy  can  be Manual o r Auto .  For Auto  po licies , the In ternet  Key  

Exchange (IKE) p ro toco l dynamically  exchanges keys between  two IPs ec  hos ts . The 

Phas e 1 IKE parameters  are us ed  to define the tunnel‟s  s ecurity  as s ociat ion  details .  

The Phas e 2 Auto  po licy  parameters  cover the s ecurity  as s ociat ion  lifet ime and  

encryp t ion /au then t icat ion  details  o f the phas e 2 key  negot iat ion .  

The VPN policy  is  one half o f the IKE/VPN policy  pair requ ired  to  estab lis h  an  Auto  

IPs ec VPN tunnel. The IP addres s es  o f the machine o r machines  on  the two  VPN 

endpoin ts are configured  here, along with  the po licy parameters requ ired to  s ecure the 

tunnel 
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Figure  129: IPs e c policy configurat ion continue d (Auto policy via IKE)  

 

 

A Manual po licy  does not  us e IKE and  ins tead  relies  on  manual key ing  to  exchange 

au then ticat ion parameters between the two  IPs ec hos ts . The incoming  and  ou tgo ing  

s ecurity  parameter index (SPI) values  mus t  be mirrored  on  the remote tunnel 

endpoin t.  As well the encrypt ion and in tegrity algorithms  and keys mus t  match  on  the 

remote IPs ec hos t exact ly  in  o rder fo r the tunnel to  es tab lis h  s uc ces s fu lly . Note that  
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us ing  Auto  policies with  IKE are p referred  as  in  s ome IPs ec implementat ions  the SPI 

(s ecurity  parameter index) values  requ ire convers ion  at  each  endpoin t .  

DW C-1000 s upports  VPN ro ll-over featu re. Th is  means  that  po licies  configured  on  

primary  Opt ion  will ro llover to  the s econdary  Opt ion  in  cas e o f a link failu re on  a  

p rimary  Opt ion . Th is  feature can  be us ed  on ly  if your Opt ion  is  configured  in  Auto -

Rollover mode. 

 

Figure  130: IPs e c policy configurat ion continue d (Auto / Manual Phas e  

2) 

 

 

8.2.1 Extended Authentication (XAUTH) 

You can  als o  configure extended au then tication  (XAUTH). Rather than  configure a 

un ique VPN policy  fo r each  us er, you can configure the VPN gateway  con tro ller to  

au then t icate us ers  from a s to red  lis t  o f us er accounts  o r with  an  external 

au then ticat ion s erver s uch  as a RADIUS s erver. W ith  a us er database, user accounts  

created  in  the con tro ller are us ed  to  au then t icate us ers .  
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W ith  a configured RADIUS s erver, the controller connects to  a RADIUS s erver and  

pas s es to  it  the credent ials that  it  receives  from the VPN clien t . You  can  s ecure the 

connection between the con tro ller and  the RADIUS s erver with  the au then t icat ion  

p ro toco l s upported  by  the s erver (PAP or CHAP). For RADIUS –  PAP, the 

con tro ller firs t  checks  in  the us er databas e to  s ee if the us er creden t ials  are 

availab le;  if they  are no t , the con tro ller connects  to  the RADIUS s erver.  

 

8.2.2 Internet over IPSec tunnel 

In  th is  featu re all the t raffic will pas s  th rough the VPN Tunnel and  from the Remote 

Gateway  the packet  will be rou ted  to  In ternet . On  the remote gateway  s ide, the 

ou tgo ing  packet  will be SNAT'ed .  

 

8.3 Configuring VPN clients 

Remote VPN clien ts  mus t  be configured  with  the s ame VPN policy  parameters  used  in  

the VPN tunnel that the clien t  wis hes to  use: encrypt ion, au thent icat ion , life t ime, and  

PFS key -group . Upon es tab lis h ing  thes e au then t icat ion  parameters , the VPN Clien t  

us er databas e mus t  als o  be populated  with  an  account  to  g ive a us er acces s  to  the 

tunnel.  

 VPN clien t  s o ftware is  req u ired  to  es tab lis h  a VPN tunnel between  the 

con tro ller and  remote endpoint . Open s ource s oftware (such  as OpenVPN or 

Opens wan) as  well as  Micros oft  IPs ec VPN s oftware can  be configured  

with  the requ ired  IKE po licy  parameters to  es tab lis h  an  IPs ec VPN tunne l. 

Refer to  the clien t  s o ftware gu ide fo r detailed  ins tructions on  s etup  as  well 

as  the con tro ller‟s  online help .  

The us er database contains the lis t  o f VPN us er accounts that  are au thorized  to  us e a 

g iven  VPN tunnel. A lternat ively  VPN tunnel us ers  can  be  au then t icated  us ing  a 

configured Radius  database. Refer to  the online help  to determine how to  populate the 

us er databas e and /or configure RADIUS au then t icat ion .  
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8.4 PPTP / L2TP Tunnels 

This  con tro ller s upports  VPN tunnels  from either PPTP or L2TP ISP s erve rs . The 

con tro ller acts  as  a b roker dev ice to  allow the ISP's  s erver to  create a TCP con tro l 

connect ion  between  the LAN VPN clien t  and  the VPN s erver.  

 

8.4.1 PPTP Tunnel Support 

Setup > VPN Settings > PPTP > PPTP Client 

PPTP VPN Clien t  can  be configured  on  th is  con t ro ller. Us ing  th is  clien t  we can  

acces s  remote network which  is  local to  PPTP s erver.  Once clien t  is  enab led , the 

us er can  acces s  Status > Active VPNs  page and  es tab lis h  PPTP VPN tunnel 

clicking  Connect . To  d is connect  the tunnel, click Drop .  
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Figure  131: PPTP tunne l configuratio n –  PPTP Clie nt 

 

 

Figure  132: PPTP VPN conne ction s tatus  

 

 

Setup > VPN Settings > PPTP > PPTP Server 

A PPTP VPN can  be es tablis hed th rough th is cont roller. Once enabled  a PPTP s erver 

is  availab le on  the con troller fo r LAN and  Opt ion  PPTP clien t  us ers to access . Once 

the PPTP s erver is  enab led, PPTP clien ts  that  are with in  the range of configured  IP 

addres s es  o f allowed  clien ts  can  reach  the contro ller‟s  PPTP s erver. Once  

au then ticated  by the PPTP s erver (the tunnel endpoin t), PPTP clien ts  have acces s  to  

the network managed  by  the con tro ller.  
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Figure  133: PPTP tunne l configuratio n –  PPTP Se rve r 

 

 

8.4.2 L2TP Tunnel Support 

Setup > VPN Settings > L2TP > L2TP Server 

A L2TP VPN can  be es tablis hed th rough th is cont roller. Once enabled  a L2TP s erver 

is  availab le on  the con troller fo r LAN and  Opt ion  L2TP clien t  us ers  to access . Once 

the L2TP s erver is  enab led, L2TP clien ts  that  are with in  the range of config ured  IP 

addres s es  o f allowed  clien ts  can  reach  the contro ller‟s  L2TP s erver. Once 

au then ticated  by the L2TP s erver (the tunnel endpoin t), L2TP clien ts  have acces s  to  

the network managed  by  the con tro ller.  
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Figure  134: L2TP tunne l configuratio n –  L2TP Se rve r 

 

 

8.4.3 OpenVPN Support 

Setup > VPN Settings > OpenVPN > OpenVPN Configuration 

OpenVPN allows  peers  to  au then t icate each  o ther us ing  a p re -s hared  s ecret  key , 

cert ificates , o r username/password . W hen used in  a mult iclien t -s erver con figurat ion, 

it  allows  the s erver to  releas e an  au then t icat ion  cert ificate fo r every  clien t , us ing  

s ignature and Cert ificate au thority .  An  Open  VPN can  be es tab lis hed  th rough  th is  

con t ro ller. Check/Uncheck th is and  click s ave s ettings to  s tart/ stop  openvpn  s erver. 
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Mode : OpenVPN daemon mode. It  can  run  in  s erver mode, clien t  mode or acces s  

s erver clien t  mode. In  access s erver clien t mode, the user has  to  download  the au to  

log in  p rofile from the Openvpn  Acces s  Server and  up load  the s ame to  connect .  

S erver IP : OpenVPN s erver IP addres s to  which  the clien t  connects (Applicab le in  

clien t  mode). 

VPN Network : Addres s  o f the Virtual Network.  

VPN Netmas k : Netmas k of the Virtual Network.  

Port: The port  number on  which  openvpn  s erver(or Acces s  Server) runs .  

Tunnel  Protocol : The p ro toco l used to  communicate with  the remote hos t . Ex: Tcp , 

Udp . Udp  is  the defau lt .  

Encryption Algori thm: The cipher with  which  the packets  are encryp ted . Ex: BF -

CBC, AES-128,AES-192 and  AES-256. BF-CBC is  the defau lt  

Has h algori thm: Mes s age d igest algorithm us ed to  au then ticate packets . Ex: SHA1, 

SHA256 and  SHA512. SHA1 is  the defau lt .  

Tunnel  Type : Select  Fu ll Tunnel to  red irect all the t raffic th rough the tunnel. Select  

Sp lit  Tunnel to  red irect  t raffic to  on ly  s pecified  res ources  (added  f rom 

openVpnClien t  Routes ) th rough  the tunnel. Fu ll Tunnel is  the defau lt .  

Enable Cl ient to Cl ient communication : Enab le th is  to  allow openvpn  clien ts  to  

communicate with  each  o ther in  s p lit  tunnel cas e. Dis ab led  by  defau lt .  

Upload Acces s  S erver Cl ient Configuration: The us er has  to  download  the au to  

log in  p rofile and  up load  here to  connect  th is  con t ro ller to  the OpenVPN Acces s  

Server. 

Certi ficates : Select  the s et  o f cert ificates  openvpn  s erver us es . Firs t  Row: Set  o f 

cert ificates  and  keys the s erver uses. Second  Row: Set  o f cert ificates and  keys newly  

up loaded . 

Enable TLS  Authentication Key: Enab ling  th is  adds Tls  au thent icat ion  which  adds  

an  add it ional layer o f au then t icat ion . Can  be checked  on ly  when  the t ls  key  is  

up loaded . Dis ab led  by  defau lt .  

Click S ave S ettings  to  s ave the configurat ion  en tered . 
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Figure  135: Ope nVPN configuratio n 

 

 

 





 

Chapter  9. SSL VPN 

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  

 

The con tro ller p rovides an in t rinsic SSL VPN feature as  an  alternate to  the s tandard IPs ec VPN. 

SSL VPN d iffers  from IPs ec VPN main ly  by  removing  the requ irement  o f a p re -ins talled  VPN 

clien t  on  the remote host . Instead , users can s ecurely  log in  through  the SSL Us er Portal us ing  a 

s tandard  web  browser and  receive access to  configured network res ources with in  the corporate 

LAN. The con tro ller s upports mult ip le concurrent  s essions to  allow remote us ers  to  acces s  the 

LAN over an  encryp ted  link th rough  a cus tomizab le us er portal i n terface, and  each  SSL VPN 

us er can  be as s igned  un ique p riv ileges  and  network res ource acces s  levels .  

 

The remote us er can  be p rov ided  d ifferen t  op t ions  fo r SSL s erv ice th rough  th is  con t ro ller:  

VPN Tunnel : The remote us er‟s SSL enab led  b rows er is  us ed  in  p lace o f a VPN clien t  on  the 

remote hos t  to  es tab lis h  a s ecure VPN tunnel. A  SSL VPN clien t  (Act ive -X or Java bas ed) is  

ins talled  in  the remote host to  allow the clien t  to  jo in  the corporate LAN with  p re -configured  

acces s/policy  p riv ileges. A t  this  poin t a v irtual network in terface is  created  on  the us er‟s  hos t  

and  th is  will be as s igned  an  IP addres s  and  DNS s erver addres s  from the con tro ller. Once 

es tab lis hed , the hos t  machine can  acces s  allocated  network res ources .  

Port Forwarding : A  web -bas ed  (Act iveX or Java) clien t  is  ins talled  on  the clien t  machine 

again . Note that Port Forward ing s ervice on ly  s upports  TCP connect ions  between  the remote 

us er and  the con tro ller. The contro ller admin is t rator can  define s pecific s erv ices o r app lications 

that  are availab le to  remote port  fo rward ing  us ers  ins tead  of acces s  to  the fu ll LAN like the 

VPN tunnel.  

 ActiveX clien ts are us ed  when the remote user accesses the portal us ing  the 

In ternet  Explorer b rows er. The Java clien t  is  us ed  fo r o ther b rows ers  like 

Mozilla Firefo x, Nets cape Navigator, Google Chrome, and  Apple Safari.  
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Figure  136: Example  of clie ntle s s  SSL VPN conne ctions  to the  DWC-1000 
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9.1 Groups and Users 

Advanced > Users > Groups  

The group  page allows  creat ing , ed it ing  and  delet ing  g roups . The groups  are 

as s ociated to  s et o f us er types. The lis ts o f availab le g roups are d is p layed  in  the “Lis t  

o f Group” page with  Group  name and  des crip t ion  o f g roup .  

 Click Add to  create a g roup . 

 Click Edit to  update an  exis t ing  g roup .  

 Click Delete  to  clear an  exis it ing  g roup . 

 

Figure  137: Lis t of groups  

 

 

Group  configurat ion page allows  to create a g roup with  a d ifferen t  type o f us ers . The 

us er types  are as  fo llows : 

 PPTP Us er : Thes e are PPTP VPN tunnel LAN us ers that can  esta blis h a tunnel 

with  the PPTP s erver on  the Opt ion . 

 L2TP Us er : Thes e are L2TP VPN tunnel LAN us ers  that can  estab lish  a tunnel 

with  the L2TP s erver on  the Opt ion . 
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 Xauth Us er : This  us er‟s  au then t icat ion  is  performed  by  an  externally  

configured RADIUS or o the r En terprise s erver. It  is  no t  part  o f the local us er 

databas e. 

 S S LVPN Us er : Th is  us er has access to  the SSL VPN s erv ices as determined  by  

the g roup  po licies  and  au then t icat ion  domain  o f which  it  is  a  member. The 

domain -determined  SSL VPN portal will be d is p layed  when  logg ing  in  with  

th is  us er type. 

 Admin: Th is  is  the controller‟s  s uper-user, and can manage the con tro ller, us e 

SSL VPN to  access network res ources, and log in  to  L2TP/PPTP s ervers on  the 

Opt ion . There will always  be one defau lt  admin is t rato r us er fo r the GUI 

 Gues t Us er (read-only): The gues t  us er gains  read  on ly  acces s  to  the GUI to  

obs erve and rev iew configuration s ettings. The guest  does  no t  have SSL VPN 

acces s . 

 Captive Portal  Us er : Thes e cap t ive portal us ers  has  acces s  th rough  the 

con tro ller. The acces s  is  determined  bas ed  on  cap t ive portal po licies .  

Idle Timeout: Th is  the log  in  t imeout  period  fo r us ers  o f th is  g roup .  
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Figure  138: Us e r group configurat ion 

 

 

W hen  SSLVPN us ers  are s elected , the SSLVPN s et t ings  are d is p layed  with  the 

fo llowing  parameters  as  cap tured  in  SSLVPN Set t ings . As  per the Authen t icat ion  

Type SSL VPN details  are configured .  

 Authentication Type : The au then t icat ion  Type can  be one o f the fo llowing : 

Local Us er Database (default ), Rad ius -PAP, Radiu s-CHAP, Radius -MSCHAP, 

Radius -MSCHAPv2, NT Domain , Act ive Directo ry  and  LDAP.  

 Authentication S ecret : If the domain  us es  RADIUS au then t icat ion  then  the 

au then ticat ion s ecret is  requ ired (and th is has to  match  the s ecret  configured  

on  the RADIUS s erver).  

 Work group: Th is  is  requ ired  is  fo r NT domain  au then t icat ion . If there are 

mult ip le workgroups , us er can  en ter the details  fo r up  to  two  workgroups .  
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 LDAP Bas e DN: Th is  is  the bas e domain  name for the LDAP au then t icat ion  

s erver. If there are mult ip le LDAP au the n tication  s ervers , us er can  en ter the 

details  fo r up  to  two  LDAP Bas e DN.  

 Active Directory Domain : If the domain  us es  the Act ive Directo ry  

au then t icat ion , the Act ive Directo ry  domain  name is  requ ired . Us ers  

configured in  the Act ive Directo ry database are g iven  acces s  to  the SSL VPN 

portal with  their Act ive Directo ry  us ername and  pas s word . If there are 

mult ip le Act ive Directo ry  domains , us er can  en ter the details  fo r up  to  two  

au then t icat ion  domains .  

 Timeout: The t imeout  period  fo r reach ing  the au then t icat io n  s erver. 

 Retries : The number o f ret ries  to  au then t icate with  the au then t icat ion  s erver 

after which  the DW C-1000 s tops  t ry ing  to  reach  the s erver.  
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Figure  139: SSLVPN Se ttings   

 

 

Login Pol icies   

To s et  log in  po licies  fo r the g roup , s elect  the corres ponding  group  click “Login  

po licies ”. The fo llowing  parameters  are configured :  

Group Name : Th is  is  the name of the g roup  that  can  have it s  log in  po licy  ed ited  

Dis able Login: Enab le to  p reven t  the us ers  o f th is  g roup  from logg ing  in to  the 

dev ices  management  in terface(s )  



Wireless Controller  User Manual 

248  

Deny Login from Option interface : Enab le to  p reven t  the us ers  o f th is  g roup  from 

logg ing  in  from a Opt ion  (wide area network) in terface. In  th is  cas e on ly  log in  

th rough  LAN is  allowed .  

 

Figure  140: Group login policie s  options  

 

 

Pol icy by Brows ers  

To s et  b rows er policies fo r the g roup , s elect the corresponding group click “Policy  by  

Brows ers ”. The fo llowing  parameters  are configured :  

Group Name : Th is  is  the name of the g roup  that  can  have it s  log in  po licy  ed ited  

Deny Login from Defined Brows ers : The lis t  o f defined  browsers below will be used  

to  p reven t  the us ers  o f th is  g roup  from logg ing  in  to  the contro ller‟s  GUI. A ll non -

defined  brows ers  will be allowed  for log in  fo r th is  g roup .  

Allow Log in from Defined Brows ers : The lis t  o f defined  brows ers  below will be 

us ed  to  allow the users o f th is g roup  from logg ing  in  to  the con tro llers  GUI. A ll non -

defined  brows ers  will be den ied  fo r log in  fo r th is  g roup .  

Defined Brows ers : Th is  lis t  d is plays t he web  brows ers  that  have been  added  to  the 

Defined  Brows ers  lis t , upon  which  group  log in  po licies  can  be defined . (Check Box 

At  Firs t  Column Header): Selects  all the defined  brows ers  in  the tab le.  

Delete : Deletes  the s elected  b rows er(s ).  
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You  can  add  to  th e lis t  o f Defined  Brows ers  by  s elect ing  a clien t  b rows er from the 

d rop  down menu  and  clicking  Add. Th is  b rows er will then  appear in  the above lis t  o f 

Defined  Brows ers .  

Click S ave S ettings  to  s ave your changes .  

 

Figure  141: B rows e r policie s  options  

 

Pol icy by IP 

To s et  po licies  bye IP fo r the g roup , select the corres ponding  group  click “Policy  by  

IP”. The fo llowing  parameters  are configured :  

Group Name : Th is  is  the name of the g roup  that  can  have it s  log in  po licy  ed ited  

Deny Log in from Defined Brows ers : The lis t  o f defined  browsers below will be used  

to  p reven t  the us ers  o f th is  g roup  from logg ing  in  to  the con tro ller GUI. A ll non -

defined  brows ers  will be allowed  for log in  fo r th is  g roup .  
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Allow Login from Defined Brows ers : The lis t  o f defined  brows ers  below will be 

us ed  to  allow the users o f th is  g roup  from logg ing  in  to  the con tro ller GUI. A ll non -

defined  brows ers  will be den ied  fo r log in  fo r th is  g roup .  

Defined Brows ers : Th is  lis t  d is plays the web  brows ers  that  have been  added  t o  the 

Defined  Brows ers  lis t , upon  which  group  log in  po licies  can  be defined . (Check Box 

At  Firs t  Column Header): Selects  all the defined  brows ers  in  the tab le.  

Delete : Deletes  the s elected  b rows er(s ).  

You  can  add  to  the lis t  o f Defined  Brows ers  by  s elect in g  a clien t  b rows er from the 

d rop  down menu  and  clicking  Add. Th is  b rows er will then  appear in  the above lis t  o f 

Defined  Brows ers .  

Click S ave S ettings  to  s ave your changes .  

 

Figure  142: IP policie s  options  

 

 Login  Po licies , Po lic y  by  Brows ers , Po licy  by  IP are app licab le SSL VPN 

us er on ly .  
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Advanced > Users > Users  

The us ers  page allows  add ing , ed it ing  and  delet ing  exis t ing  g roups . The us er are 

as s ociated to  configured  groups . The lis t s o f available users are d is played in  the “Lis t  

o f Us ers ” page with  Us er name, as s ociated  g roup  and  Login  s tatus . 

 Click Add to  create a us er.  

 Click Edit to  update an  exis t ing  us er.  

 Click Delete  to  clear an  exis t ing  us er 

 

Figure  143: Available  Us e rs  with login s tatus  and as s ociate d Group 

 

 

9.1.1 Users and Passwords 

Advanced > Users > Users  

The us er configurations allow creat ing users associated  to g roup . The us er s et t ings  

con tain  the fo llowing  key  components : 

Us er Name : Th is  is  un ique iden t ifier o f the us er.  

Firs t Name : Th is  is  the us er‟s  firs t  name  

Las t Name : Th is  is  the us er‟s  las t  name  
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S elect Group: A  group  is  chos en  from a lis t  o f configured  groups .  

Pas s word: The pas s word  as s ociated  with  the us er name.  

Confirm Pas s word: The s ame pas s word  as  above is  requ ired  to  mit igate agai ns t  

typ ing  erro rs .   

Idle Timeout: The s es s ion  t imeout  fo r the us er.  

It  is  recommended  that passwords contains no d ict ionary words  from any  language, 

and  is  a mixture o f let ters  (bo th uppercas e and  lowercas e), numbers , and  s ymbols . 

The pas s word  can  be up  t o  30 characters . 
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Figure  144: Us e r Configurat io n options  

 

 

9.2 Using SSL VPN Policies 

Setup > VPN Settings > SSL VPN Server > SSL VPN Policies  

SSL VPN Policies  can  be created  on  a Global, Group , o r Us er level. Us er l evel 

po licies  take p recedence over Group  level po licies  and  Group  level po licies  take 

p recedence over Global po licies . These po licies can  be app lied  to  a s pecific network 

res ource, IP addres s  o r ranges  on  the LAN, o r to  d ifferen t  SSL VPN s erv ices  

s upported  by the con tro ller. The Lis t  o f Availab le Po licies  can  be filtered  bas ed  on  

whether it  app lies  to  a us er, g roup , o r all us ers  (g lobal).  

 A more s pecific po licy  takes  p recedence over a generic po licy  when  bo th  

are app lied  to  the s ame us er/g roup/g lobal domain . I.e . a  po licy  fo r a 

s pecific IP addres s takes p recedence over a po licy  fo r a range o f addres s es  

con tain ing  the IP addres s  already  referenced .  
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Figure  145: Lis t of SSL VPN police s  (Global filte r)  

 

 

To add  a SSL VPN policy , yo u  mus t  firs t as sign it  to  a us er, g roup , o r make it  g lobal 

(i.e . app licab le to  all SSL VPN us ers ). If the po licy  is  fo r a g roup , the availab le 

configured  groups  are s hown in  a d rop  down menu  and  one mus t  be s elected . 

Similarly , fo r a us er defined  po licy  a SSL VPN us er mus t  be chos en  from the 

availab le lis t  o f configured  us ers .  

The next  s tep  is  to  define the po licy details . The policy  name is  a un ique ident ifier for 

th is  ru le. The po licy  can  be assigned to  a s pecific Network Res ource (details fo llow in  

the s ubs equen t  s ect ion), IP addres s , IP network, o r all dev ices  on  the LAN of the 

con tro ller. Bas ed  on  the s elect ion  o f one o f thes e four op t ions , the appropriate 

configuration  fields  are requ ired  (i.e . choos ing  the network res ources  from a lis t  o f 

defined  res ources, o r defin ing the IP addresses). For app ly ing  the po licy to  addres s es  

the port  range/port  number can  be defined .  

The final s teps require the po licy  permis sion to  be s et to  either permit  o r deny  acces s  

to  the s elected addresses o r network res ources. As well the po licy  can  be specified  for 

one o r all o f the s upported  SSL VPN s erv ices  (i.e . VPN tunnel)  
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Once defined , the policy  goes in to  effect  immediately . The po licy  name, SSL s erv ice 

it  app lies  to , des t inat ion  (network res ource o r IP addres s es ) and  per mis s ion  

(deny/permit ) is  ou t lined  in  a lis t  o f configured  po licies  fo r the con tro ller.  

 

Figure  146: SSL VPN policy configurat io n 

 

 

To configure a po licy  fo r a s ing le us er o r g roup  of us ers , en ter the fo llowing  

in format ion : 

Pol icy For : The po licy  can  be as signed  to a g roup  of users, a  s ingle us er, o r all us ers  

(making  it  a  g lobal po licy). To  cus tomize the po licy  fo r s pecific us ers  o r g roups , the 

us er can  s elect  from the Availab le Groups  and  Availab le Us ers  d rop  down.  
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Apply Pol icy To: Th is  refers  to  the LAN res ources  managed  by  the DW C-1000, and  

the po licy  can  prov ide (o r p reven t) acces s  to  network res ources , IP addres s , IP 

network, etc.  

Pol icy Name : Th is  field  is  a un ique name for iden t ify ing  the po licy . IP addre s s : 

Required  when  the governed  res ource is  iden t ified  by  it s  IP addres s  o r range o f 

addres s es .  

Mas k  Length: Required  when  the governed  res ource is  iden t ified  by  a range o f 

addres s es  with in  a s ubnet .  

Port Range : If the po licy  governs a type o f t raffic, t h is  field  is  us ed  fo r defin ing TCP 

or UDP port  number(s ) corresponding  to  the governed  t raffic.  Leav ing  the s tart ing  

and  end ing  port  range b lank corres ponds  to  all UDP and  TCP t raffic.  

S ervice : Th is  is  the SSL VPN s erv ice made availab le by  th is  po licy .  T he s erv ices  

o ffered  are VPN tunnel, port  fo rward ing  or bo th .  

Defined Res ources : Th is  po licy  can  prov ide acces s  to  s pecific network res ources .  

Network res ources mus t be configured  in  advance o f creating  the po licy to  make them 

availab le fo r s elect ion as  a defined  resource. Network res ources  are created  with  the 

fo llowing  in format ion  

Permis s ion: The as signed res ources defined by  this  policy  can  be  exp licit ly  permit ted  

o r den ied . 

 

9.2.1 Using Network Resources  

Setup > VPN Settings > SSL VPN Server > Resources 

Network res ources  are s erv ices  o r g roups  o f LAN IP addres s es  that  are us ed  to  

eas ily  create and  configure SSL VPN policies . Th is  s hortcu t  s aves  t ime when  

creat ing  s imilar po licies  fo r mult ip le remote SSL VPN us ers .  

Adding  a Network Res ource invo lves  creat ing  a un ique name to  iden t ify  the 

res ource and  assigning  it  to  one o r all o f the s upported  SSL s erv ices . Once th is  is  

done, ed it ing  one o f the created  network res ources  allows  you  to  configure the 

ob ject  type (either IP address o r IP range) as sociated  with  the s erv ice. The Network 

Addres s , Mas k Length , and  Port  Range/Port  Number can  all be defined  fo r th is  
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res ource as  requ ired . A  network res ource can  be defined  by  configuring  the 

fo llowing  in  the GUI: 

Res ource Name : A  un ique iden t ifier name for the re s ource. 

S ervice : The SSL VPN s erv ice corres ponding  to  the res ource (VPN tunnel, Port  

Forward ing  or A ll).  

 

Figure  147: Lis t of configure d re s ource s , which are  available  to as s ign to 

SSL VPN policie s  

 

 

9.3 Application Port Forwarding 

Setup > VPN Settings > SSL VPN Server > Port Forwarding  

Port  fo rward ing  allows  remote SSL us ers to  access s pecified  network app licat ions  o r 

s erv ices after they  log in  to  the Us er Portal and  launch  the Port  Forward ing  s erv ice. 

Traffic from the remote us er to  the con tro ller is  detected  and  re -rou ted  bas ed  on  

configured  port  fo rward ing  ru les .  

In ternal host  s ervers o r TCP app licat ions mus t be s pecified  as  being  made acces s ib le 

to  remote us ers . A llowing access to  a LAN s erver requ ires en tering the local s erver  IP 
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addres s and TCP port  number o f the applicat ion  to be tunnelled . The table below lis t s  

s ome common app licat ions  and  corres ponding  TCP port  numbers :  

TCP Application Por t  Number 

FTP Data (usually not needed)  20 

FTP Control Protocol  21 

SSH  22 

Telnet  23 

SMTP (send mail)  25 

HTTP (w eb)  80 

POP3 (receive mail)  110 

NTP (netw ork time protocol)  123 

Citrix  1494 

Terminal Services  3389 

VNC (virtual netw ork computing)  5900 or 5800 

As  a convenience fo r remote us ers , the hos tname (FQDN) of the net work s erver can  

be configured to  allow for IP address res olu tion . Th is hos t  name res o lu t ion  p rov ides  

us ers  with  eas y -to -remember FQDN‟s  to  acces s  TCP app licat ions  ins tead  of erro r -

p rone IP addres s es  when  us ing  the Port  Forward ing  s erv ice th rough  the SSL Us er 

Portal.  

To  configure port  fo rward ing , fo llowing  are requ ired :  
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Local  S erver IP addres s : The IP addres s  o f th e local s erver which  is  hos t ing  the 

app licat ion . 

TCP port: The TCP port  o f the app licat ion   

Once the new applicat ion is  defined it  is  d is p layed in  a lis t  o f configured applicat ions  

fo r port  fo rward ing .  

allow us ers  to access the p rivate network s ervers by  using a hostname ins tead  of an  IP 

addres s, the FQDN corres ponding to  the IP address is  defined  in  the port  fo rward ing  

hos t  configurat ion  s ect ion .   

Local  s erver IP addres s : The IP addres s o f the local s erver hos t ing  the app licat ion .  

The app licat ion  s hould  be configured  in  advance.  

Fully qual i fied domain name : The domain  name of the in ternal s erver is  to  be 

s pecified  

Once the new FQDN is  configured, it  is  d is p layed in  a lis t  o f configured hosts fo r port  

fo rward ing . 

 Defin ing  the hos tname is  op t ional as  min imum requ irement  fo r port  

fo rward ing  is  iden t ify ing the TCP app licat ion  and  local s erver IP addres s . 

The local s erver IP address o f the configured  hos tname mus t  match  the IP 

addres s  o f the configured  app licat ion  fo r port  fo rward ing .  
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Figure  148: Lis t of Available  Applicat io ns  for SSL Port Forwarding  

 

 

9.4 SSL VPN Client Configuration 

Setup > VPN Settings > SSL VPN Client > SSL VPN Client  

An SSL VPN tunnel clien t  p rovides a po in t-to -po int  connect ion  between the b rows er-

s ide machine and  th is  con t ro ller. W hen  a SSL VPN clien t  is  launched  from the us er 

portal, a  " network adap ter"  with  an  IP addres s  from the corporate s ubnet , DNS  and  

W INS s et t ings  is  au tomat ically  created . Th is  allows  local app licat ions  to  acces s  

s erv ices  on  the p rivate network withou t  any  s pecial network configurat ion  on  the 

remote SSL VPN clien t  machine.  

It  is  importan t  to  ens ure that  the v irtual (PPP) in terface  addres s  o f the VPN tunnel 

clien t  does  not  conflict  with  phys ical dev ices  on  the LAN. The IP addres s  range fo r 

the SSL VPN v irtual network adap ter s hou ld  be either in  a d ifferen t  s ubnet  o r non -

overlapp ing  range as  the corporate LAN.  
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 The IP addres s es  o f th e clien t ‟s  network in terfaces  (Ethernet , W ireles s , 

etc.) cannot  be iden t ical to  the con tro ller‟s  IP addres s  o r a s erver on  the 

corporate LAN that  is  being  acces s ed  th rough  the SSL VPN tunnel.  

 

Figure  149: SSL VPN clie nt adapte r and acce s s  configuratio n 

 

 

The con tro ller allows  fu ll tunnel and  s plit  tunnel s upport. Fu ll tunnel mode jus t  s ends  

all t raffic from the clien t  acros s  the VPN tunnel to  the con tro ller. Sp lit  tunnel mode 

on ly  s ends  t raffic to  the p rivate LAN bas ed  on  pre -s pecified  clien t  rou tes . Thes e 

clien t  rou tes g ive the SSL clien t  acces s to  specific p rivate networks, thereby allowing  

acces s  con tro l over s pecific LAN s erv ices .  

Clien t  level configurat ion  s upports  the fo llowing :  

Enable S pl i t Tunnel  S upport :  W ith  a s p lit  tunnel, on ly  res ources  which  are 

referenced  by  clien t  rou tes  can  be acces s ed  over the VPN tunnel.  W ith  fu ll tunnel 

s upport  (if the s p lit  tunnel op tion is  d is abled the DW C-1000 acts  in  fu ll tunnel mode) 
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all addres ses on  the p rivate network are accessib le o ver the VPN tunnel.  Clien t  routes 

are no t  requ ired . 

DNS  S uffix: The DNS s uffix name which  will be g iven  to  the SSL VPN clien t . Th is  

configurat ion  is  op t ional.  

Primary DNS  S erver : DNS s erver IP addres s to  s et  on  the network adap tor created  

on  the clien t  ho s t . Th is  configurat ion  is  op t ional.  

S econdary DNS  S erver : Secondary  DNS s erver IP addres s  to  s et  on  the network 

adap tor created  on  the clien t  hos t . Th is  configurat ion  is  op t ional.  

Client Addres s  Range Begin : Clien ts  who  connect  to  the tunnel get  a DHCP s er ved  

IP addres s as s igned  to  the network adap tor from the range of addres s es  beg inn ing  

with  th is  IP addres s  

Clien t  Address  Range End: The end ing  IP addres s  o f the DHCP range of addres s es  

s erved  to  the clien t  network adap tor.  

 

Setup > VPN Settings > SSL VPN Client > Configured Client Routes  

If the SSL VPN clien t  is  as s igned  an  IP addres s  in  a d ifferen t  s ubnet  than  the 

corporate network, a clien t  rou te mus t  be added  to  allow acces s  to  the p rivate LAN 

through  the VPN tunnel. As  well a  s tat ic rou te on  the p rivat e LAN‟s  firewall 

(typ ically  th is  con t ro ller) is  needed  to  fo rward  p rivate t raffic th rough  the VPN 

Firewall to  the remote SSL VPN clien t . W hen  s plit  tunnel mode is  enab led, the us er is  

requ ired  to  configure rou tes  fo r VPN tunnel clien ts :  

Des tination Network : The network address o f the LAN or the s ubnet  in format ion  of 

the des t inat ion  network from the VPN tunnel clien ts ‟ pers pect ive is  s et  here.  

S ubnet Mas k : The s ubnet  in format ion  of the des t inat ion  network is  s et  here.  
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Figure  150: Configure d clie nt route s  only apply in s plit tunne l mode  

 

 

9.4.1 Creating Portal Layouts 

Setup > VPN Settings > SSL VPN Server > Portal Layouts  

The con tro ller allows  you to  create a custom page fo r remote SSL VPN us ers  that  is  

p res en ted  upon  au then t icat io n . There are various  fields  in  the portal that  are 

cus tomizab le fo r the domain , and  th is  allows  the con tro ller admin is t rato r to  

communicate details  s uch  as log in  ins tructions, available s erv ices , and  o ther us age 

details  in  the portal v is ib le to  remote users. During  domain  s etup , configured  portal 

layouts  are availab le to  s elect  fo r all us ers  au then t icated  by  the domain .  

 The defau lt  portal LAN IP addres s  is  https://192.168.10.1/scgi-
bin/userPortal/portal.  This  is  the s ame page that opens when  the “Us er 

Portal” link is  clicked  on  the SSL VPN menu  of the contro ller GUI.  

The con tro ller admin is t rator creates  and  ed its  portal layouts  from the configurat ion  

pages  in  the SSL VPN menu . The portal n ame, t it le , banner name, and  banner contents 

are all cus tomizab le to  the in tended users fo r th is  portal. The portal name is  appended  

to  the SSL VPN portal URL. As  well, the us ers as signed  to  th is  portal (th rough  their 

au then t icat ion  domain) can  be p res en te d  with  one o r more o f the contro ller‟s  

s upported  SSL s erv ices  s uch  as  the VPN Tunnel page o r Port  Forward ing  page.  

To  configure a portal layout  and  theme, fo llowing  in format ion  is  needed :  

https://192.168.10.1/scgi-bin/userPortal/portal.
https://192.168.10.1/scgi-bin/userPortal/portal.
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Portal  Layout Name : A  des crip t ive name for the cus tom por tal that  is  being  

configured . It  is  us ed  as  part  o f the SSL portal URL.  

Portal  S i te Title : The portal web  brows er window t it le  that  appears  when  the 

clien t  acces s es  th is  portal. Th is  field  is  op t ional.  

Banner Title : The banner t it le  that  is  d is p layed  to  SSL VPN clien ts  p rio r to  

log in . Th is  field  is  op t ional.  

Banner Mes s age : The banner mes s age that  is  d is p layed  to  SSL VPN clien ts  

p rio r to  log in . Th is  field  is  op t ional.  

Dis play banner mes s age on the log in page : The us er has  the op t ion  to  eit her 

d is p lay  o r h ide the banner mes s age in  the log in  page.  

HTTP meta tags  for cache control : Th is  s ecurity feature p revents exp ired  web  

pages  and  data from being  s to red  in  the clien t ‟s  web  brows er cache.  It  is  

recommended  that  the us er s elects  th is  op t ion .  

ActiveX web cache cleaner : An  Act iveX cache con tro l web  cleaner can  be 

pus hed  from the gateway  to  the clien t b rowser whenever users log in  to  this SSL 

VPN portal. 

S S L VPN portal  page to dis play : The Us er can  either enable VPN tunnel page 

o r Port  Forward ing , o r bo th  depending  on  the SSL s erv ices  to  d is p lay  on  th is  

portal. 

Once the portal s ettings are configured , the newly  configured  portal is  added  to  the 

lis t  o f portal layouts .   
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Figure  151: SSL VPN Portal configurat ion 

 

9.5 Active VPN Tunnels 

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  

Status > Active VPNs 

You can  v iew and  change the s tatus  (connect  o r d rop) o f the con tro llers  IPs ec 

s ecurity  associations. Here, the act ive IPs ec SAs  (s ecurity  as s ociat ions ) are lis ted  

along  with  the t raffic details and  tunnel s tate. The t raffic is  a cumulat ive meas ure o f 

t rans mit ted / received  packets  s ince the tunnel was  es tab lis hed .  

If a  VPN policy  s tate is  “IPs ec SA Not  Es tab lis hed”, it  can  be enab led  by  clicking  

the Connect bu tton  o f the corresponding po licy . The Act ive IPs ec SAs tab le d isp lays 

a lis t  o f act ive IPs ec SAs . Tab le fields  are as  fo llows .  
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Pol icy Name : IKE or VPN policy  as s ociated  with  th is  SA.  

Endpoint: IP addres s  o f the remote VPN gateway  or clien t .  

Tx (KB): Kiloby tes  o f data t rans mit ted  over th is  SA.  

Tx (Pack ets ): Number o f IP packets  t rans mit ted  over th is  SA.  

S tate : Status  o f the SA for IKE po licies : Not  Connected  o r IPs ec SA Es tab lis hed .  

Action: Click Connect  to  es tab lis h  an  inact ive SA (connect ion) o r Dis connect  to  

terminate an  act ive SA (connect ion).  

Figure  152: Lis t of curre nt Active  VPN Se s s ions  

 

All act ive SSL VPN connect ions, both fo r VPN tunnel and  VPN Port  fo rward ing , are 

d is p layed  on  th is  p age as  well. Tab le fields  are as  fo llows .  

Us er Name : The SSL VPN us er that  has an  act ive tunnel o r port  fo rward ing s es s ion  

to  th is  con t ro ller.  

IP Addres s : IP addres s  o f the remote VPN clien t .  

Local  PPP Interface : The in terface (Opt ion 1or Opt ion2) th rough which  the s ession 

is  act ive. 

Peer PPP Interface  IP: The as s igned  IP addres s  o f the v irtual network adap ter.  
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Connect S tatus : Status  o f the SSL connect ion  between  th is  con t ro ller and  the 

remote VPN clien t : Not  Connected  o r Connected .  
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Chapter  10. Advanced System 

Functionalities 

10.1 USB Device Setup 

Setup > USB Settings  > USB Status 

The DW C-1000 W ireles s  con tro ller has  a USB in terface fo r p rin ter acces s , file  

s haring . 

 USB Mas s  Storage: als o  referred  to  as  a “s hare port”, files  on  a USB d is k 

connected  to  the DW C can  be acces s ed  by  LAN us ers  as  a network drive.  

 USB Prin ter: The DW C can  prov ide the LAN with  acces s  to  p rin ters  connected  

th rough  the USB.  The prin ter d river will have to  be ins talled  on  the LAN hos t  

and  t raffic will be rou ted  th rough  the DW C between  the LAN and  prin ter.    

To  configure p rin ter on  a W indows  machine, fo llow below g iven  s teps :  

1. Click 'S tart'  on  the des ktop . 

2. Select  „Printers  and faxes ’  op t ion . 

3. Right  click and  s elect  'add printer'  o r click on  'Add printer'  p res en t  at  the 

left  menu . 

4. Select  the 'Network  Printer'  rad io  bu t ton  and  click next  (s elect  " dev ice is n 't  

lis ted  in  cas e o f W indows 7" ).  

5. Select  the 'Connect to printer us ing  URL'  rad io  bu t ton  ('Select  a s hared  

prin ter by  name „in  cas e o f W indows  7) and  g ive the fo llowing  URL h t tp :/ /<  

contro ller‟s  LAN IP addres s>:631/prin ters /<Model Name> (Model Name can  

be found  in  the USB s tatus  page o f contro ller‟s  GUI). 

6. Click 'next'  and  s elect  the appropriate d river from the d is p layed  lis t .  

7. Click on  'next'  and  'fin is h ' to  complete add ing  the p rin ter.  
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Figure  153: USB  De vice  De te ction  

 

 

10.2 USB Share Port 

Setup > USB Settings  > USB Status 

The DW C-1000 W ireles s  con troller has  a USB in terface fo r p rin ter acces s  th is  page 

allows  you  to  enable USB dev ice s upport  fo r bo th  in terface USB1 and  USB2. It  als o  

allows  you  to  enab le p rin ter acces s  from a part icu lar VLAN. 
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Figure  154: USB  Share  Port  

 

 

10.3 Authentication Certificates 

Advanced > Certificates  

This  gateway  us es  d ig ital cert ificates  fo r IPs ec VPN au then t icat ion  as  well as  SSL 

validat ion  (fo r HTTPS and  SSL VPN au then t icat ion). You  can  ob tain  a d ig ital 

cert ificate from a well-known Cert ificate Authority  (CA) s uch  as  VeriSign , o r 

generate and  s ign  your own certificate us ing  functionality  availab le on  th is  gateway . 

The gateway  comes  with  a s elf-s igned  cert ificate, and  th is  can  be rep laced  by  one 

s igned  by  a CA as  per your networking  requ irements . A  CA cert ificate p rov ides  

s t rong  as s urance o f the s erver‟s  iden t ity  and  is  a requ irement  fo r mos t  corporate 

network VPN s o lu t ions .  

The cert ificates  menu  allows  you  to  v iew a lis t  o f cert ificates  (bo th  from a CA and  

s elf-s igned) curren t ly  loaded  on  the gateway . The fo llowing  cert ificate data is  

d is p layed  in  the lis t  o f Trus ted  (CA) cert ificates :  

CA Identi ty (S ubject Name) : The cert ificate is  is s ued to  th is pers on  or o rgan izat ion   

Is s uer Name : Th is  is  the CA name that  is s ued  th is  cert ificate  
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Expiry Time : The date after which  th is  Trus ted  cert ificate becomes  invalid  

A  s elf cert ificate is  a cert ificate is s ued  by  a CA iden t ify ing  your dev ice (o r s elf-

s igned  if you  don‟t  want the ident ity  p ro tect ion  o f a CA). The Act ive Self Cert ificate 

tab le lis t s  the s elf cert ificates  curren t ly  loaded  on  the gateway . The fo llowing  

in format ion  is  d is p layed  fo r each  up loaded  s elf cert ificate:  

Name : The name you  us e to  iden tify  th is cert ificate, it  is  no t  d is p layed  to  IPs ec VPN 

peers  o r SSL us ers .  

S ubject Name : Th is  is  the name that  will be d is p layed  as the owner o f th is cert ificate. 

Th is  s hould  be your o fficial reg is tered o r company  name, as  IPs ec o r  SSL VPN peers  

are s hown th is  field .  

S erial  Number : The s erial number is  main tained  by  the CA and  us ed  to  iden t ify  th is  

s igned  cert ificate.  

Is s uer Name : Th is  is  the CA name that  is s ued  (s igned) th is  cert ificate  

Expiry Time: The date after which  th is  s igne d  cert ificate becomes  invalid  –  you  

s hould  renew the cert ificate before it  exp ires .  

To  reques t  a s elf cert ificate to  be s igned  by  a CA, you  can  generate a Cert ificate 

Sign ing  Request  from the gateway by  entering  ident ification parameters and passing it  

along  to  the CA for s ign ing . Once s igned , the CA‟s  Trus ted  Cert ificate and  s igned  

cert ificate from the CA are up loaded  to  act ivate the s elf -cert ificate validat ing  the 

iden t ity  o f th is  gateway . The s elf cert ificate is  then  us ed  in  IPs ec and  SSL 

connect ions  wit h  peers  to  validate the gateway‟s  au then t icity .  
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Figure  155: Ce rtificate  s ummary for IPs e c and HTTPS manage me nt  

 

 

10.4 Intet ®AMT 

 This  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  Firewall 

featu res  fo r the s ys tem. 

Advanced > Intet 
®
AMT 

In tel
®

 Act ive Management Technology  enab les  IT managers  to  remotely  acces s  and  

manage every  networked  comput ing  s ystem, even  those that lack a working  operat ing  

s ys tem or hard  d rive, o r are tu rned  off as  long  as  the PC/Notebook is  connected  to  

line power and  to  the network even  if PC/Notebook is  o ff o r OS is  cras hed . In tel
®

 

AMT us es  a s eparate management  p roces s or that  runs  independet ly  on  the clien t  

machine and  can  be reached  through the wired  o r wireles s  network. W ith  D -Link DSR 
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Routers , In tel
®

 AMT Technology  cou ld  cros s  In ternet  s eamles s ly  and  it 's  an  ideal 

s o lu t ion  to  help  IT managers  fo r as s et  management  over In ternet . .  

 

Figure  156: Inte t 
®

AMT 

 

 

Enable Ports : W hen  enabled , inbound/ou tbound  firewall ru les  are added  fo r certain  

ports  to  enab le In tel® AMT s erv ice.  

Option Hos ts : If the us er s elects ANY, all Opt ion  s ide hosts are g ran ted access to the 

local s erver. If the us er s elects  " Specify  Opt ion  IPs " , he mus t  p rov ide a comma 
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s eparated  lis t  o f Opt ion  hos t  addres s es  that  are to  be allowed  acces s  to  the Local 

Server (LAN Hos t ).  

Option Hos t Addres s es : The us er mus t  p rovide a comma s eparated  lis t  o f Opt ion  IP 

addres s es  that  mus t  be allowed  acces s  to  the Local Server in  cas e he has  s elected  

" Specify  Opt ion  IPs "  in  the Drop  down menu . Only  commas  are allowed  and  there 

s hould  be no  s paces  between  the comma and  the IP addres s  

Internal  IP Addres s : The us er mus t  p rov ide a s ing le IP addres s  o f the LAN hos t  

(Local Server). 

Enable Intel® Amt Reflector : Check th is  box to  reflect  back the data on  s elected  

ports  to  the clien t  in it iat ing  the connect ion .  

Redirect to Port 16992 : Check th is  box to  red irect  to  port  16992 of the clien t  

in it iat ing  the connect ion . 

Lis ten on Port: En ter the port  on  which  s erver s hou ld  lis ten  fo r incoming  

connect ions . 

Redirect to Port 16993 : Check th is  box to  red irect  to  port  16993 of the clien t  

in it iat ing  the connect ion .  

Lis ten on Port:  En ter the port  on  which  s erver s hou ld  lis ten  fo r incoming  

connect ions . 

Redirect to Port 16994 : Check th is  box to  red irect  to  port  16994 of the clien t  

in it iat ing  the connect ion .  

Lis ten on Port: En ter the port  on  which  s erver s hou ld  lis ten  fo r incoming  

connect ions . 

Redirect to Port 1 6995 : Check th is  box to  red irect  to  port  16995 of the clien t  

in it iat ing  the connect ion .  

Lis ten on Port: En ter the port  on  which  s erver s hou ld  lis ten  fo r incoming  

connect ions . 

Redirect to Port 9971 : Check th is  box to  red irect  to  port 9971 of the clien t  in i t iat ing  

the connect ion . 

Lis ten on Port: En ter the port  on  which  s erver s hou ld  lis ten  fo r incoming  

connect ions . 
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Chapter  11. Advanced Wireless 

Controller Features 

11.1 Advanced Global Wireless Controller 

Configuration 

Advanced > Global >  General  

The fields  on  the advanced  W ireles s  Global Configurat ion  page are s et t ings  that  

app ly  to  the DW C-1000 W ireles s  Contro ller.   
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Figure  157: Wire le s s  Configurat io n 

 

 

Peer Group ID: In  o rder to  s upport  larger networks , you  can  configure wireles s  

con tro llers  as  peers , with  up  to  8 con tro llers  in  a clus ter (peer g roup). Peer 

con tro llers  s hare s ome in format ion  about  APs  and  allow L3 roaming  among 

them.Peers  are g rouped  accord ing  to  the Group  ID.  

Client Roam Timeout : Th is  value determines  how long  to  keep  an  en t ry  in  the 

As s ociated  Clien t  Status  lis t  after a clien t  has  d is as s ociated . Each  en t ry  in  the 

s tatus lis t  s hows an  age, and  when the age reaches  the value you  configure in  the 

t imeout  field , the en t ry  is  deleted .  

Ad Hoc Cl ient S tatus  Timeout : Th is  value determines  how long  to  keep  an  en t ry  

in  the Ad Hoc Clien t  Status  lis t . Each  en t ry  in  the s tatus  lis t  s hows  an  age, and  

when  the age reaches  the value you  configure in  the t imeout  field , the en t ry  is  

deleted . 
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AP Fai lure S tatus  Timeout : Th is  value determines  how lo ng  to  keep  an  en t ry  in  

the AP Authentication Failu re Status lis t . Each  en t ry in  the s tatus lis t  s hows  an age, 

and  when  the age reaches the value you  configure in  the t imeout  field , the en t ry  is  

deleted . 

MAC Authentication Mode : Select  the g lobal act ion to  take on wireles s  clien ts  in  

the white-lis t : Select  th is  op t ion  to  s pecify  that  any  wireles s  clien ts  with  MAC 

addres ses  that  are s pecified  in  the Known Clien t  databas e, and  are no t  exp licit ly  

den ied  access, are g ranted  access. If the MAC addres s  is  no t  in  t he databas e then  

the acces s  to  the clien t  is  den ied .  

Detected Cl ients  S tatus  Timeout : Th is  value determines how long  to keep  an  entry  

in  the Detected  Clien t  Status  lis t . Each  en t ry  in  the s tatus  lis t  s hows  an  age, and  

when  the age reaches  the value you  con figure in  the t imeout  field , the en t ry  is  

deleted . 

Tunnel  IP MTU S ize : Select  the maximum s ize o f an  IP packet  hand led  by  the 

network. The MTU is  enforced  on ly  on  tunneled  VAPs .  

W hen  IP packets are tunneled between the APs  and the Unified  W ireles s contro ll er, 

the packet  s ize is  increas ed  by  20 by tes  during  t rans it . Th is  means  that  clien ts  

configured  fo r 1500 by te IP MTU s ize may  exceed  the maximum MTU s ize o f 

exis t ing  network in fras t ructure which  is  s et  up  to  con tro ller and  rou te 1518 (1522 -

tagged) byte frames . If you  increase the tunnel IP MTU s ize, you  mus t  als o  increase 

the phys ical MTU of the ports  on  which  the t raffic flows . Note: f any  of the 

fo llowing  condit ions are t rue, you do  not  need to  increas e the tunnel IP MTU s ize:  

The wireles s  network does  no t  us e L3 tunneling . 

The tunneling  mode is  us ed  on ly  fo r vo ice t raffic, which  typ ically  has  s mall 

packets .The tunneling  mode is  us ed on ly  fo r TCP bas ed  pro toco ls , s uch  as  HTTP. 

This  is  becaus e the AP au tomat ically  reduces  the maximum s egment  s ize fo r all 

TCP connect ions  to  fit  with in  the tunnel.  

Clus ter Priori ty: Specify  the p rio rity  o f th is  con t ro ller fo r the Clus ter Contro ller 

elect ion . The con tro ller with  h ighes t  p rio rity  in  a clus ter becomes  the Clus ter 

Contro ller. If the p rio rity  is  the s ame for all con t ro llers , then  the con tro ller with  

lowes t  IP addres s  becomes  the Clus ter Contro ller. A  prio rity  o f 0 means  that  the 

con tro ller cannot  become the Clus ter Contro ller. The h ighes t  pos s ib le p rio rity  is  

255. 

AP Client QoS : Enab le o r d is ab le the clien t  QoS featu re. If AP Clien t  QoS is  

d is ab led , the Clien t  QoS configuration remains  in  p lace, bu t  any  ACLs  or DiffServ  

po licies  app lied  to  wireles s  t raffic are no t  enforced .  
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The Clien t  QoS featu re extends  the p rimary  QoS capab ilit ies  o f the Unified  

W ireles s  controller to  the wireles s domain . More s pecifically , acces s  con tro l lis t s  

(ACLs ) and  d ifferen t iated s ervice (DiffServ) po licies  are applied  to  wireles s clien ts 

as s ociated  to  the AP.the maximum MTU s ize o f exis t ing  network in fras t ructure 

which  is  s et  up  to  con tro ller  and  rou te 1518 (1522-tagged) by te frames . If you  

increas e the tunnel IP MTU s ize, you  mus t  als o  increas e the phys ical MTU of the 

ports  on  which  the t raffic flows .  

 

11.2 Distributed Tunneling  

Advanced > Global > Distributed Tunneling 

The Dis t ribu ted Tunneling mode, als o known as  AP-AP tunneling  mode, is  us ed  to  

s upport  L3 roaming  fo r wireles s  clien ts withou t  fo rward ing  any  data t raffic to  the 

wireles s  con tro ller. In  the AP-AP tunneling  mode, when  a clien t  firs t  as s ociates  

with  an  AP in  the wireles s  s ys tem the A P forwards  it s  data us ing  the VLAN 

forward ing  mode. The AP to  which  the clien t  in it ially  as s ociates  is  the Home AP. 

The AP to  which  the clien t  roams  is  the As s ociat ion  AP.  
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Figure  158: Dis tribute d Tunne ling  

 

 

Dis tributed Tunnel  Cl ients : Specify  the maximum number o f d is t ribu ted tunneling  

clien ts  that  can  roam away  from the Home AP at  the s ame t ime.  

Dis tributed Tunnel  Idle Timeout : Specify  the number o f s econds o f no  act iv ity  by 

the clien t  before the  tunnel to  that  clien t  is  terminated  and  the clien t  is  fo rced  to  

change it s  IP addres s . 

Dis tributed Tunnel  Timeout : Specify  the number o f s econds  before the tunnel to  

the roamed clien t  is  terminated  and  the clien t  is  fo rced  to  change it s  IP addres s .  

Dis tributed Tunnel  Max Multicas t  Repl ications  Al lowed: Specify  the maximum 

number o f tunnels  to  which  a mult icas t  frame is  cop ied  on  the Home AP. 

 

11.3 Distributed Tunneling Status 

Status > Dashboard  > Distributed Tunneling 

This  page s hows  in format ion  about  all the d is t ribu ted  tunnel clien ts .  
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Figure  159: Dis tribute d Tunne ling  Clie nts  

 

 

Dis tributed Tunnel  Pack ets : Trans mit ted: To tal number o f packets sent  by all APs  

v ia d is t ribu ted  tunnels .  

Dis tributed Tunnel  Roamed Cl ients : To tal number o f clien ts  that  s ucces s fu lly  

roamed away  from Home AP us ing  d is t ribu ted  tunneling .  

Dis tributed Tunnel  Cl ients : To tal number o f clien ts  that are as sociated with  an  AP 

that  are us ing  d is t ribu ted  tunneling .  

Dis tributed Tunnel  Cl ient Denials : To tal number o f clien ts  fo r which  the s ys tem 

was  unab le to  s et  up  a d is t ribu ted  tunnel when  clien t  roamed.  
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11.4 Peer Controller Configuration 

11.4.1 Peer Controller Configuraiton Request Status 

Advanced > Peer Controller > Configuraiton Request Status 

The Peer Contro ller Configurat ion  featu re allows  you  to  s end  a variety  o f 

configuration  in format ion from one  con tro ller to  all o ther controllers. In  add it ion to  

keep ing  the con tro llers  s ynchron ized , th is  funct ion  allows  you  to  manage all 

wireles s  con tro llers  in  the clus ter from one con tro ller. The Peer Contro ller 

Configurat ion  Reques t  Status  page p rov ides  in format ion  about  the s tatus  o f the 

configurat ion  upgrade on  the con tro llers  in  the clus ter 

 

Figure  160: Pe e r Controlle r Configura tio n Re que s t Status  

 

 

Peer Contro ller Configurat ion  Reque s t  Status : 

Configuration Reques t S tatus : Ind icates the g lobal s tatus fo r a configurat ion push  

operat ion to  one o r more peer con tro llers. The s tatus  can  be one o f the fo llowing :  
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 Not  Started . 

 Receiv ing  Configurat ion .  

 Saving  Configurat ion .  

 Succes s . 

Failu re In valid  Code Vers ion . 

 Failu re Invalid  Hardware Vers ion .  

 Failu re Invalid  Configurat ion  

Total  Count: Ind icates  the number o f peer con tro llers  included  at  the t ime a 

configuration  download reques t  is  s tarted , the value is  1 if a  download  reques t  is  

fo r a s ing le  con tro ller. 

S ucces s  Count: Ind icates  the to tal number o f peer con tro llers  that  have 

s ucces s fu lly  completed  a configurat ion  download .  

Fai lure Count: Ind icates  the to tal number o f peer con tro llers  that  have failed  to  

complete a configurat ion  download .  

Lis t of Peers  Peer IP Addres s :  Lis ts  the IP addres s  o f each  con tro ller in  the 

clus ter and  ind icates  the configurat ion  reques t  s tatus  o f that  con t ro ller.  

 

11.4.2 Peer Controller Configuration 

Advanced > Peer Controller > Configuraiton Items 

The Peer Contro ller Configu rat ion itesm pages allows  to  Enable/Dis able allows  you 

to  s elect  which  parts  o f the configurat ion  to  copy  to  one  
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Figure  161: Pe e r Controlle r Configuraito n 

 

 

Global : Enab le th is  field  to  include the bas ic and  advanced  g lobal s et t ings  in  the 

configuration  that  the con tro ller pus hes  to  it s  peers . The configurat ion  does  no t  

include the con tro ller IP addres s  s ince that  is  a  un ique s et t ing .  

Dis covery: Enab le th is  field  to  include the L2 and  L3 d is covery  in format ion , 

includ ing  the VLAN lis t  and  IP lis t , in  the configuration that the con tro ller pus hes  

to  it s  peers . 

Channel /Power : Enab le th is  field  to  include the RF management  in format ion  in  the 

configurat ion  that  the con tro ller pus hes  to  it s  peers .  

AP Databas e : Enab le th is  field  to  inc lude the AP Database in  the configuration that 

the con tro ller pus hes  to  it s  peers .  

AP Profi les : Enab le th is  field  to  include all AP profiles  in  the configurat ion  that  

the con troller pushes to  it s peers. The AP profile includes  the g lobal AP s et t ings , 

s uch  as  the hardware type, Rad io  s ett ings, VAP and  W ireles s Network s ettings, and  

QoS s et t ings . 
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Known Cl ient: Enab le th is  field  to  include the Known Clien t  Databas e in  the 

configurat ion  that  the con tro ller pus hes  to  it s  peers .  

RADIUS  Cl ient: Enab le th is  field  t o  include the Clien t  RADIUS in format ion  in  the 

configurat ion  that  the con tro ller pus hes  to  it s  peers .  

 

11.5 WIDS Configuration 

The D-Link W ireles s  Contro ller W ireles s  In t rus ion  Detect ion  Sys tem (W IDS) can  

help  detect in t rusion at tempts in to  the wireles s network  and  take au tomat ic act ions  to  

p ro tect  the network. 

 

11.5.1 WIDS AP configration  

Advanced > WIDS Security > AP 

The W IDS AP Configurat ion  page allows  you  to  act ivate o r deact ivate various  

th reat  detect ion  tes ts  and  s et  th reat  detect ion  th res ho lds  in  o rder to  help  detect  

rogue APs  on  the wireles s network. These changes can  be done withou t  d is rup t ing  

network connect iv ity . Since s ome of the work is  done by  acces s  po in ts , the 

con tro ller needs  to  s end  mes s ages  to  the APs  to  modify  it s  W IDS operat ional 

p ropert ies   

Adminis trator configured rogue AP : If the s ource MAC addres s  is  in  the valid -

AP database on the contro ller o r on  the RADIUS s erver and  the AP type is  marked  

as  Rogue, then  the AP s tate is  Rogue.  

Managed S S ID from an unk nown AP : Th is  tes t  checks whether an  unknown AP is  

us ing  the managed network SSID. A  hacker may  s et  up  an  AP with  managed  SSID 

to  foo l us ers  in to associat ing  with  the AP and  revealing  password and  o ther s ecure 

in format ion . Admin is t rato rs  with  large networks  who  are us ing  mult ip le clus ters  

s hou ld  e ither us e d ifferen t  network names  in  each  clus ter o r d is ab le th is  tes t . 

Otherwis e, if an  AP in  the firs t  clus ter detects  APs  in  the s econd  clus ter 

t rans mit t ing the s ame SSID as  APs  in  the firs t  clus ter then  thes e APs  are reported  

as  rogues .  
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Managed S S ID from a fak e managed AP : A  hacker may  s et  up  an  AP with  the 

s ame MAC addres s as  one o f the managed APs  and configure it  to  s end  one o f the 

managed  SSIDs . Th is  test  checks fo r a vendor field  in  the beacons  which  is  always  

t rans mit ted  by  managed  APs . If the ve ndor field  is  no t  p res en t , then  the AP is  

iden t ified  as  a fake AP. 

AP without an S S ID: SSID is  an  op t ional field  in  beacon  frames . To  avo id  

detect ion a hacker may  s et  up  an  AP with  the managed  network SSID, bu t  d is ab le 

SSID t rans mis sion in  the beacon  frame s . The AP would  s till s end  probe res pons es  

to  clien ts  that s end  probe reques ts  fo r the managed  SSID foo ling  the clien ts  in to  

as s ociat ing  with  the hacker's  AP. This  tes t  detects  and  flags  APs  that  t rans mit  

beacons  withou t  the SSID field . The tes t  is  au tomat ically  d is ab led  if any  of the 

rad ios  in  the p rofiles  are configured  no t  to  s end  SSID field , which  is  no t  

recommended  because it  does not  p rov ide any  real s ecurity  and  d is ab les  th is  tes t .  

Fak e managed AP on an inval id channel : Th is  tes t  detects  rogue APs  th at  

t rans mit  beacons from the s ource MAC address o f one o f the managed  APs , bu t  on  

d ifferen t  channel from which  the AP is  s uppos ed  to  be operat ing .  

Managed S S ID detected with incorrect s ecuri ty : During  RF Scan  the AP 

examines  beacon  frames  received  from o th er APs  and  determines  whether the 

detected  AP is  advert ising an  open  network, W EP, o r W PA. If the SSID reported  in  

the RF Scan  is  one o f the managed  networks and it s  configured  s ecurity  no t  match  

the detected  s ecurity  then  th is  tes t  marks  the AP as  rogue.  

Inval id S S ID from a managed AP : Th is  tes t  checks whether a known managed  AP 

is  s end ing an  unexpected  SSID. The SSID reported  in  the RF Scan  is  compared  to  

the lis t  o f all configured  SSIDs  that  are used by  the p rofile as signed  to the managed 

AP. If the det ected  SSID doesn 't match  any configured  SSID then  the AP is  marked  

as  rogue. 

AP is  operating  on an i l legal  channel : The purpose o f th is test  is  to detect hackers 

o r incorrect ly  configured devices that are operating on  channels  that are no t  legal in  

the cou ntry  where the wireles s  s ys tem is  s et  up . Note: In  o rder fo r the wireles s  

s ys tem to  detect  this  threat, the wireles s  network mus t  con tain  one o r more rad ios  

that  operate in  s en t ry  mode.  

S tandalone AP with unexpected configuration :  If the AP is  clas s ified  as a known 

s tandalone AP, then  the con tro ller checks  whether the AP is  operat ing  with  the 

expected  configuration parameters. You  configure the expected  parameters  fo r the 
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s tandalone AP in  the local o r RADIUS Valid  AP databas e. Th is  tes t  may  detect  

network mis configurat ion  as  well as  po ten t ial in t rus ion  at tempts . The fo llowing  

parameters  are checked : 

• Channel Number 

• SSID 

• Security  Mode  

• W DS Mode. 

• Pres ence on  a wired  network.  

Unexpected WDS  device detected on network : If the AP is  clas s ified  as  a 

Managed  or Unknown AP and  wireles s  d is t ribu t ion  s ys tem (W DS) t raffic is  

detected  on the AP, then  the AP is  considered  to  be Rogue. Only  s tand -alone APs  

that  are exp licit ly  allowed  to  operate in  W DS mode are no t  reported  as  rogues  by  

th is  tes t . 

Unmanaged AP detected on wired network : Th is  tes t  checks  whether the AP is  

detected  on the wired  network. If the AP s tate is  Unknown, then  the tes t  changes  

the AP s tate to  Rogue. The flag  ind icat ing  whether AP is  detected  on  the wired  

network is  reported as  part o f the RF Scan  report . If AP is  managed  and  is  detected  

on  the network then the con troller s imply  reports  th is  fact  and  does n 't  change the 

AP s tate to  Rogue. In  o rder fo r the wireles s  s ys tem to  detect  th is  th reat , the 

wireles s  network mus t  con tain  one o r more rad ios  that  operate in  s en t ry  mode  

Rogue Detected Trap Interval : Specify  the in terval, in  s econds , between  

t rans mis sions o f the SNMP t rap  telling  the admin is t rator that rogue APs are p resent 

in  the RF Scan  databas e. If you  s et  the value to  0, the t rap  is  never s en t . 

Wired Network  Detection Interval : Specify  the number o f s econds  that  the AP 

waits  before s tart ing a new wired  network detect ion  cycle. If you  s et the value to  0, 

wired  network detect ion  is  d is ab led  

AP De-Authentication Attack : Enab le o r d is ab le the AP de-authen t icat ion  at tack. 

The wireles s  con tro ller can  p ro tect  against rogue APs by  send ing  DE au thent icat ion  

mes s ages to the rogue AP. The de -au then t icat ion  at tack featu re mus t  be g lobally  

enab led  in  o rder fo r the wireles s  s ys tem to  do  th is  funct ion . Make s ure that  no  
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leg it imate APs  are clas s ified  as  rogues  before enab ling  the at tack featu re. Th is  

featu re is  d is ab led  by  defau lt .  
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Figure  162: WIDS AP Configuratio n 

 

 

11.5.2 WIDS Client Configuration  

Advanced > WIDS Security > Client 

The s et t ings you configure on  the W IDS Clien t  Configurat ion  pag e help  determine 

whether a detected clien t  is  clas s ified  as  a rogue. Clien ts  clas s ified  as  rogues  are 

cons idered  to  be a th reat  to  network s ecurity   

The W IDS featu re t racks  the fo llowing  types  o f management  mes s ages  that  each  

detected  clien t  s ends : 
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• Probe Reques ts  

• 802.11 Authen t icat ion  Reques ts  

• 802.11 De-Authen t icat ion  Reques ts .  

In  o rder to  help  determine whether a clien t  is  pos ing  a th reat  to  the network by  flood ing  the 

network with  management  t raffic, the s ys tem keeps  t rack o f the number o f t imes  the  AP 

received  each  mes sage type and the h ighest mes s age rate detected  in  a s ing le RF Scan  report . 

On  the W IDS Clien t  Configurat ion  page, you  can s et th resholds fo r each type o f mes s age s en t , 

and  the APs  monito r whether any  clien ts  exceed  thos e th res ho lds  o r  tes ts . 

Not Pres ent in OUI Databas e  Tes t: Th is  tes t  checks whether the MAC addres s  o f 

the clien t  is  from a reg is tered  manufacturer iden t ified  in  the OUI databas e.  

Known Cl ient Databas e Tes t : Th is  tes t  checks  whether the clien t , which  is  

iden t ified  by  it s  M AC addres s , is  lis ted  in  the Known Clien t  Databas e and  is  

allowed  acces s  to  the AP either th rough  the Authen t icat ion  Act ion  o f Gran t  o r 

th rough the W hite Lis t  g lobal act ion . If the clien t  is  in  the Known Clien t  Databas e 

and  has  an  act ion  o f Deny , o r if the  act ion is  Global Act ion  and  it  is  g lobally  s et  to  

Black Lis t , the clien t  fails  th is  tes t .  

Configured Authentication Rate Tes t : Th is  tes t  checks  whether the clien t  has  

exceeded  the configured  rate fo r t rans mit t ing  802.11 au then t icat ion  reques ts .  

Configured Probe Reques ts  Rate Tes t : Th is  tes t  checks  whether the clien t  has  

exceeded  the configured  rate fo r t rans mit t ing  p robe reques ts .  

Configured De-Authentication Reques ts  Rate Tes t : Th is  tes t checks  whether the 

clien t  has  exceeded the configured rate fo r t ran smit t ing  de-au thent icat ion  reques ts .  

Maximum Authentication Fai lures  Tes t:  Th is  test  checks  whether the clien t  has  

exceeded  the maximum number o f failed  au then t icat ions .  

Authentication with Unk nown AP Tes t : Th is  tes t  checks  whether a clien t  in  the 

Known Clien t  databas e is  au then t icated  with  an  unknown AP.  

Client Threat Mitigation : Select  enab le to  s end  de -au then t icat ion  mes s ages  to  

clien ts  that  are in  the Known Clien ts  databas e bu t  are as s ociated  with  unknown 

APs . The Authent icat ion  with  Unknown AP Tes t mu s t  als o  be enab led  in  o rder fo r 

the mit igat ion  to  take p lace. Select  d is ab le to  allow clien ts  in  the Known Clien ts  

databas e to  remain  au then t icated  with  an  unknown AP.  
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Known Cl ient Databas e Look up Method: W hen  the con tro ller detects  a clien t  on  

the network it  perfo rms  a lookup  in  the Known Clien t  databas e. Specify  whether 

the con tro ller s hou ld  us e the local o r RADIUS databas e fo r thes e lookups .  

Known Cl ient Databas e RADIUS  S erver Name : If the known clien t  databas e 

lookup  method  is  RADIUS then  th is  field  s pe cifies  the RADIUS s erver name.  

Rogue Detected Trap Interval : Specify  the in terval, in  s econds , between  

t rans mis sions o f the SNMP t rap  telling  the admin is t rator that rogue APs are p resent 

in  the RF Scan  databas e. If you  s et  the value to  0, the t rap  is  never  s en t . 

De-Authentication Reques ts  Thres hold Interval : Specify  the number o f s econds  

an  AP s hould  s pend  count ing  the DE au then t icat ion  mes s ages  s en t  by  wireles s  

clien ts . 

De-Authentication Reques ts  Thres hold Value:  If con t ro ller receives  more than  

s pecified  mes s ages  during  the th res ho ld  in terval the tes t  t riggers .  

Authentication Reques ts  Thres hold Interval : Specify  the number o f s econds  an  

AP s hould  s pend  count ing  the au then t icat ion  mes s ages  s en t  by  wireles s  clien ts .  

Authentication Reques ts  Thres hold Value : If con t ro ller receives  more than  

s pecified  mes s ages during  the th reshold  in terval the tes t  t riggers . Probe Reques ts  

Thres hold  In terval Specify the number o f s econds an  AP s hould  spend counting the 

p robe mes s ages  s en t  by  wireles s  clien ts .  

Probe Reques ts  Thre s hold Value : Specify  the number o f p robe requests a wireless  

clien t  is  allowed  to  s end  during the thresho ld in terval before the even t  is  reported  

as  a th reat . 

Authentication Fai lure Thres hold Value : Specify  the number o f 802.1X 

au then ticat ion failu res a clien t  is  allowed  to  have before the even t  is  reported  as  a 

th reat . 
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Figure  163: WIDS Clie nt Configuratio n 
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Chapter  12. Administration & 

Management 

12.1 Remote Management 

Both  HTTPS and  telnet  acces s  can  be res t ricted  to  a s ubs et  o f IP addres s es . The 

con tro ller admin is t rato r can  define a known PC, s ing le IP addres s  o r range o f IP 

addres ses that  are allowed  to  access the GUI with  HTTPS. The opened  port  fo r SSL 

t raffic can  be changed  from the defau lt  o f 443 at  the s ame t ime as  defin ing  the 

allowed  remote management  IP addres s  range.  

Figure  164: Re mote  Manage me nt  

 

 

12.2 CLI Access 

In  add it ion  to  the web -bas ed  GUI, the gateway  s upports  SSH and  Telnet  

management  fo r command -line in teract ion . The CLI log in  creden t ials  are s ha red  
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with  the GUI fo r admin is t rato r us ers . To  acces s  the CLI, type “cli” in  the SSH or 

cons o le p rompt  and  log in  with  admin is t rato r us er creden t ials .  

 

12.3 SNMP Configuration 

Tools > Admin > SNMP  

SNMP is  an  add it ional management  too l that  is  us efu l when  mult ip l e con tro ller in  a 

network are being  managed  by  a cen t ral Mas ter s ys tem. W hen  an  external SNMP 

manager is  p rov ided  with  th is  con t ro ller Management  In format ion  Bas e (MIB) file , 

the manager can  update the con tro ller h ierarchal variab les  to  v iew or update 

configuration  parameters. The con tro ller as a managed  device has an  SNMP agen t  that 

allows  the MIB configurat ion  variab les  to  be acces s ed  by  the Mas ter (the SNMP 

manager). The Acces s  Contro l Lis t  on  the con tro ller iden t ifies  managers  in  the 

network that  have read-only  o r read -write SNMP creden tials. The Traps  Lis t  ou t lines  

the port  over which  no t ificat ions  from th is  con t ro ller are p rov ided  to  the SNMP 

community  (managers ) and  als o  the SNMP vers ion  (v1, v2c, v3) fo r the t rap .  
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Figure  165: SNMP Us e rs , Traps , and Acce s s  Control  

 

 

Tools > Admin > SNMP System Info 

The con tro ller is  iden t ified  by  an  SNMP manager v ia the Sys tem Informat ion . The 

iden t ifier s et t ings  The Sys Name s et  here is  als o  us ed  to  iden t ify  the con tro ller fo r 

Sys Log  logg ing .  
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Figure  166: SNMP s ys te m informat io n for this  controlle r 

 

 

12.4 SNMP Traps 

Advanced > Global > SNMP Traps 

If you  us e Simple Network Management  Pro toco l (SNMP) to  manage the DW C-1000 

wireles s  con troller, you  can configure the SNMP agent  on the contro ller to  s end t raps  

to  the SNMP manager on  your network. W hen  an  AP is  managed  by  a con tro ller, it  

does  no t s end ou t any  t raps. The contro ller generates all SNMP t raps  based  on  it s own 

even ts  and  the even ts  it  learns  about  th rough  upda tes  from the APs  it  manages .  
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Figure  167: SNMP Traps  

 

 

AP Fai lure Traps : If you  enab le th is  field , the SNMP agen t  s ends  a t rap  if an  AP 

fails  to  as s ociate o r au then t icate with  the con tro ller.  

AP S tate Change Traps : If you  enab le  th is  field , the SNMP agen t  s ends  a t rap  fo r 

one o f the fo llowing  reas ons : 

 Managed  AP Dis covered  

 Managed  AP Failed  

 Managed  AP Unknown Pro toco l Dis covered .  

 Managed  AP Load  Balancing  Ut ilizat ion  Exceeded .  

Client Fai lure Traps : If you  enab le th is  field , the SNMP agen t  s ends  a t rap  if a  

wireles s  clien t  fails  to  as s ociate o r au then t icate with  an  AP that  is  managed  by  the 

con tro ller. 
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Client S tate Change Traps : If you  enab le this  field , the SNMP agen t s ends a t rap  fo r 

one o f the fo llowing  reas ons  as s ociated  with  t he wireles s  clien t : 

 Clien t  As s ociat ion  Detected .  

 Clien t  Dis as s ociat ion  Detected .  

 Clien t  Roam Detected .  

Peer Control ler Traps : If you  enab le th is field , the SNMP agen t s ends a t rap  fo r one 

o f the fo llowing  reas ons  as s ociated  with  a peer con tro ller.  

 Peer Co ntro ller Dis covered  

 Peer Contro ller Failed  

 Peer Contro ller Unknown Pro toco l Dis covered .  

Configurat ion  command received  from peer con tro ller. (The con tro ller need  no t  be 

Clus ter Contro ller fo r generat ing  th is  t rap .  

RF S can Traps : If you  enab le th is  field , t he SNMP agen t  s ends  a t rap  when  the RF 

s can  detects  a new AP, wireles s  clien t , o r ad -hoc clien t . 

Rogue AP Traps : If you  enab le th is  field , the SNMP agen t  s ends  a t rap  when  the 

con tro ller d is covers a rogue AP. The agen t  als o  s ends  a t rap  every  Rogue Detecte d  

Trap  In terval s econds  if any  rogue AP con t inues  to  be p res en t  in  the network.  

Wireless S tatus  Traps : If you  enable th is  field , the SNMP agen t  s ends  a t rap  if the 

operat ional s tatus o f the Unified  W ireles s controller (it  need  no t be Clus ter Controller 

fo r th is  t rap) changes . It  s ends  a t rap  if the Channel A lgorithm is  complete o r the 

Power A lgorithm is  complete. It  als o  s ends a t rap  if any  of the fo llowing  databases  o r 

lis t s  has  reached  the maximum number o f en t ries :  

1- Managed  AP databas e.  

2- AP Neighb or Lis t . 

3- Clien t  Neighbor Lis t .  

4- AP Authen t icat ion  Failu re Lis t .  

5- RF Scan  AP Lis t .  

6- Clien t  As s ociat ion  Databas e.  

7- Ad  Hoc Clien ts  Lis t .  
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8- Detected  Clien ts  Lis t .  

 

12.5 Configuring Time Zone and NTP 

Tools > Date and Time 

You can  configure your t ime zone , whether o r no t  to  ad jus t  fo r Dayligh t  Sav ings  

Time, and  with  which  Network Time Pro toco l (NTP) s erver to  s ynchron ize the date 

and  t ime. You  can  choos e to  s et  Date and  Time manually , which  will s to re the 

in format ion  on  the con troller real t ime clock (RTC). If the con tro ller has access to  the 

in ternet , the mos t  accurate mechanis m to  s et  the con tro ller t ime is  to  enab le NTP 

s erver communicat ion .  

 Accurate date and  t ime on  the con tro ller is  crit ical fo r firewall s chedules , 

W i-Fi power s av ing  s upport to  d is ab le APs at  certain  t imes  o f the day , and  

accurate logg ing .  

Pleas e fo llow the s teps  below to  configure the NTP s erver:  

1. Select the controller time zone, relative to Greenwich Mean Time (GMT). 

2. If supported for your region, click to Enable Daylight Savings. 

3. Determine whether to use default or custom Network Time Protocol (NTP) servers. If 

custom, enter the server addresses or FQDN. 
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Figure  168: Date , Time , and NTP s e rve r s e tup 

 

 

12.6 Log Configuration 

This  con tro ller allows  you  to  cap ture log  mes s ages  fo r t raffic th rough  the firewall, 

VPN, and  over the wireles s  AP. As  an  admin is t rato r you  can  monito r the type o f 

t raffic that  goes  th rough  the con tro ller and  als o  be no t ified  o f po ten t ial at tacks  o r 

erro rs  when  they are detected by  the con tro ller. The fo llowing  s ect ions  des cribe the 

log  configurat ion  s et t ings  and  the ways  you  can  acces s  thes e logs .  
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12.6.1 Defining What to Log 

Tools > Log Settings > Logs Facility 

The Logs  Facility  page allows  you  to  determine the g ranu larity  o f logs  to  receive 

from the con troller. There are th ree core components o f the contro ller, referred  to as  

Facilit ies : 

Kernel : Th is  refers  to  the Linux kernel. Log  mes s ages  that  corres pond  to  th is  

facility  would  corres pond  to  t raffic th rough  the firewall o r network s tack.  

S ys tem: Th is  refers  to  app lication and management  level featu res  availab le on  th is  

con t ro ller, includ ing  SSL VPN and  admin is t rato r changes  fo r managing  the un it .  

Wireles s : Th is  facility  corres ponds  to  the 802.11 driver us ed  fo r p rov id ing  AP 

funct ionality  to  your net work.  

Local1 -UTM: Th is  facility  corres ponds to  IPS (In t rus ion  Preven tion Sys tem) which  

helps  in  detect ing  malicious  in t rus ion  at tempts  from the Opt ion . 

For each  facility , the fo llowing  even ts  (in  o rder o f s everity ) can  be logged : 

Emergency , A lert , Crit ica l, Error, W arn ing , Not ificat ion , In format ion , Debugging . 

W hen  a part icu lar s everity  level is  s elected , all even ts  with  s everity  equal to  and  

greater than the chosen  s everity  are cap tured . For example if you  have configured  

CRITICAL level logg ing  fo r the W ireles s  facility , then  802.11 logs  with  s everit ies  

CRITICAL, ALERT, and  EMERGENCY are logged . The s everity  levels  availab le 

fo r logg ing  are: 

 EMERGENCY: s ys tem is  unus ab le  

 ALERT: act ion  mus t  be taken  immediately   

 CRITICAL: crit ical condit ions   

 ERROR: erro r condit ions   

 W ARNING: warn ing  condit ions   

 NOTIFICATION: normal bu t  s ign ifican t  condit ion   

 INFORMATION: in format ional  

 DEBUGGING: debug -level mes s ages  
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Figure  169: Facility s e ttings  for Logging  

 

 

The d is p lay  fo r logg ing can be cus tomized  bas ed  on  where the logs  are s en t , either 

the Event  Log  v iewer in  the GUI (the Event  Log  v iewer is  in  the Status > Logs 

page) o r a remote Sys log  s erver fo r later rev iew. E-mail logs , d is cus s ed  in  a 

s ubsequen t s ection, fo llow the s ame configurat ion  a s  logs  configured  fo r a Sys log  

s erver. 

Tools > Log Settings > Logs Configuration 

This  page allows  you to  determine the type o f t raffic th rough  the con tro ller that  is  

logged  fo r d is p lay in  Sys log, E-mailed  logs , o r the Event  Viewer. Denial o f s erv ice 

at tacks , general at tack in format ion , log in  at tempts , d ropped  packets , and  s imilar 

even ts  can  be cap tured  fo r rev iew by  the IT admin is t rato r.  
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Traffic th rough each network s egment (LAN, Opt ion , DMZ) can  be t racked  based on  

whether the packet  was  accep ted  o r d ropp ed  by  the firewall.  

Accep ted  Packets  are thos e that  were s ucces s fu lly  t rans ferred  th rough  the 

corres ponding  network s egment  (i.e . LAN to  Opt ion ). Th is  op t ion  is  part icu larly  

us efu l when  the Defau lt  Outbound  Policy  is  “Block A lways ” s o  the IT admin  can  

monito r t raffic that  is  pas s ed  th rough  the firewall.  

 Example : If Accep t  Packets  from LAN to  Opt ion  is  enab led  and  there is  a 

firewall ru le to  allow SSH t raffic from LAN, then  whenever a LAN machine 

t ries  to  make an  SSH connect ion , thos e packets  will be accep ted  and  a 

mes s age will be logged . (As s uming  the log  op t ion  is  s et  to  A llow for the 

SSH firewall ru le.)  

Dropped  Packets are packets that were in ten tionally  b locked from being  t rans ferred  

th rough the corresponding network s egment. Th is op tion is  us efu l when  the Defau lt  

Outbound  Policy  is  “Allow Always ”.  

 Example : If Drop  Packets  from LAN to  Opt ion  is  enab led  and  there is  a 

firewall ru le to  b lock SSH t raffic from LAN, then  whenever a LAN machine 

t ries  to  make an  SSH connect ion , thos e packets  will be d ropped  a nd  a 

mes s age will be logged . (Make s ure the log  op t ion  is  s et  to  allow for th is  

firewall ru le.) 

 Enabling  accep ted  packet  logg ing  th rough  the firewall may  generate a 

s ign ifican t  vo lume of log  mes s ages  depending  on  the typ ical network 

t raffic. Th is  is  recommended  fo r debugging  purpos es  on ly .  

In  add it ion  to  network s egment  logging, un icast  and mult icast  t raffic can  be logged . 

Unicas t  packets  have a s ing le des t inat ion  on  the network, whereas  b roadcas t  (o r 

mult icas t ) packets are s en t  to  all pos s ib le des t inat ion s  s imultaneous ly . One o ther 

us efu l log  con tro l is  to  log  packets  that  are d ropped  due to  configured  bandwid th  

p rofiles  over a part icu lar in terface. Th is  data will ind icate to  the admin  whether the 

bandwid th p rofile has  to  be modified  to  account  fo r the des ired  in ternet  t raffic o f 

LAN us ers . 
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Figure  170: Log configuratio n options  for traffic through controlle r 

 

 

12.6.2 Sending Logs to E-mail or Syslog 

Tools > Log Settings > Remote Logging 

Once you  have configured the type o f logs  that  y ou  want  the con tro ller to  co llect , 

they  can  be s ent to  either a Sys log s erver o r an  E-Mail addres s. For remote logging  a 

key  configurat ion  field  is  the Remote Log  Iden t ifier. Every  logged  mes s age will 

con tain  the configured  prefix o f the Remote Log  Iden t if ier, s o  that s yslog  servers  o r 

email addres s es  that  receive logs  from more than  one con tro ller can  s ort  fo r the 

relevan t  dev ice‟s  logs .  
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Once you  enab le the op t ion  to  e -mail logs , en ter the e -mail s erver‟s  addres s  (IP 

addres s  o r FQDN) of the SMTP s erver. T he con tro ller will connect  to  th is  s erver 

when  s end ing  e -mails  ou t  to the configured addresses. The SMT P port  and  retu rn  e -

mail addres s es  are requ ired  fields  to  allow the con tro ller to  package the logs  and  

s end  a valid  e -mail that  is  accepted  by one o f the  configured  “s end -to” addres s es . 

Up to  th ree e -mail addres s es  can  be configured  as  log  recip ien ts .  

In  o rder to  es tablis h a connection with  the configured SMTP port  and s erver, define 

the s erver‟s au then t icat ion  requ irements . The contro ller s upports  Login  Plain  (no  

encryp t ion) o r CRAM -MD5 (encryp ted) fo r the us ername and  pas s word  data to  be 

s en t  to  the SMTP s erver. Authen ticat ion can be d is ab led if the s erver does  no t  have 

th is  requ irement . In  s ome cas es the SMTP s erver may  s end ou t IDENT reques ts, and  

th is  con t ro ller can  have th is  res pons e op t ion  enab led  as  needed .  

Once the e-mail s erver and  recip ient  details are defined you can  determine when  the 

con tro ller s hou ld  s end  ou t  logs . E-mail logs  can  be s en t  ou t  bas ed  on  a defined  

s chedule by  firs t  choos ing  the un it  (i.e . the frequency) o f s end ing  logs : Hourly , 

Daily , o r W eekly . Select ing  Never will d is ab le log  e -mails  bu t  will p res erve the e -

mail s erver s et t ings .  
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Figure  171: E-mail configurat io n as  a Re mote  Logging option  

 

 

An external Sys log  s erver is  o ften  used by  network admin is trato r to  collect  and s tore 

logs  from the con tro ller. Th is  remote device typ ically  has  les s  memory  cons t rain ts  

than  the local Even t  Viewer on  the con tro ller GUI, and  thus  can  co llect  a 

cons iderable number o f logs  over a s us tained  period . Th is  is  typ ically  very  us efu l 

fo r debugging network is sues  o r to  monito r con tro ller t raffic over a long  durat ion .  

Th is  con troller s upports up  to  8 concurren t Syslog s ervers . Each  can  be configured  

to  receive d ifferen t  log  facility  mes s ages  o f vary ing  s everity . To  enab le a Sys log  
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s erver s elect  the checkbox next  to  an  empty  Sys log  s erver field  and  as s ign  the IP 

addres s  o r FQDN to  the Name field . The s elected  facility  and  s everity  level 

mes s ages will be s en t  to  the configured  (and enabled) Sys log  s erver once you  s ave 

th is  configurat ion  page‟s  s et t ings .  

 

Figure  172: Sys log s e rve r configuratio n for Re mote  Logging ( continue d) 

 

 

12.6.3 Event Log Viewer in GUI 

Status > Logs > View All Logs  

The con tro ller GUI le ts  you  observe configured  log  mes sages from the Status  menu . 

W henever t raffic th rough  or to  the controller matches the s ettings determined  in  the 

Tools > Log Settings > Logs Facility or Tools > Log Settings > Logs 

Configuration pages , the corres ponding  log  mes s age will be d is p layed  in  th is  

window with  a t imes tamp.  

 It  is  very  importan t  to  have accurate s ys tem t ime (manually  s et  o r from a 

NTP s erver) in  o rder to  unders tand  log  mes s ages .  
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Status > Logs > VPN Logs  

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  

This  page d is p lays  IPs ec VPN log  mes s ages  as  determined  by  the configurat ion  

s et t ings  fo r facility  and  s everity . Th is  data is  us efu l when  evaluat ing  IPs ec VPN 

t raffic and  tunnel health .  

 

Figure  173: VPN logs  dis playe d in GUI e ve nt vie we r 

 

 

Status > Logs > SSLVPN Logs 

 The fo llowing  featu re is  availab le upon  licens ed  act ivat ion  o f VPN /  

Firewall featu res  fo r the s ys tem.  

This  page d is p lays  SSLVPN log  mes s ages  as  determined  b y  the configurat ion  

s et t ings  fo r facility  and  s everity . Th is  data is  us efu l when  evaluat ing  SSL VPN 

t raffic and  tunnel health .  
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Figure  174: SSL VPN logs  dis playe d in GUI e ve nt vie we r 

 

 

12.7 Backing up and Restoring Configuration 

Settings 

Tools > System 

You can  back up  the con tro ller cus tom configurat ion  s et t ings  to  res to re them to  a 

d ifferen t  dev ice o r the s ame con tro ller after s ome o ther changes. During  backup, your 

s et t ings are s aved as  a file  on  your host. You  can  res tore the controller s aved s et t ings  

from th is  file  as  well. Th is  page will als o  allow you  revert  to  facto ry  defau lt  s et t ings  

o r execu te a s o ft  reboot  o f the con tro ller.  

 IMPORTANT! During  a res to re operat ion , do  NOT t ry  to  go  on line, tu rn  

o ff the con tro ller, s hut down the PC, o r do  any th ing  els e to  the con tro ller 

un t il the operat ion  is  complete. Th is  will take approximately  1 minu te. 

Once the LEDs  are tu rned  off, wait  a  few more s econds  before do ing  

any th ing  with  the con tro ller. 
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For backing  up  configurat ion  o r res to ring  a p rev ious ly  s aved  configurat ion , p leas e 

fo llow the s teps  below: 

1. To save a copy of your current settings, click the Backup button in the Save Current 

Settings option. The browser initiates an export of the configuration file and prompts to 

save the file on your host. 

2. To restore your saved settings from a backup file, click Browse then locate the file on the 

host. After clicking Restore, the controller begins importing the file‟s saved configuration 

settings. After the restore, the controller reboots automatically with the restored settings. 

3. To erase your current settings and revert to factory default settings, click the Default 

button. The controller will then restore configuration settings to factory defaults and will 

reboot automatically. (See Appendix B for the factory default parameters for the 

controller). 
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Figure  175: Re s toring configuratio n from a s ave d file  will re s ult in the  

curre nt configurat io n be ing ove rwritte n and a re boot 

 

 

12.8 Upgrading Wirelesss Controller Firmware 

Tools > Firmware 

You can  upgrade to  a newer s oftware vers ion  from the Admin is t rat ion  web  page. In  

the Firmware Upgrade s ect ion , to  upgrade your firmware, click Brows e, locate and  

s elect  the firmware image on  your hos t , and  click Upgrade. After the new firmware 

image is  validated , the new image is  writ ten  to  flas h , and  the con tro ller is  

au tomat ically  rebooted  with  the new firmware. The Firmware In format ion  and  als o  

the Status > Device Info > Device Status  page will reflect  the new firmware 

vers ion . 

 IMPORTANT! During  firmware upgrade, do NOT t ry  to  go  on line, tu rn  off 

the DW C-1000, s hu t  down the PC, o r in terrup t the p rocess  in  anyway un t il 

the operat ion  is  complete. Th is  s hou ld  take on ly  a minu te o r s o  includ ing  

the reboot p rocess. In terrupt ing  the upgrade p rocess at  s pecific po in ts when 

the flas h  is  being  writ ten  to  may  corrup t  the flas h  memory  and  render the 

con tro ller unus ab le withou t  a low-level p roces s  o f res to ring  the flas h  

firmware (no t  th rough  the web  GUI).  
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Figure  176: Firmware  ve rs ion informatio n and upgrade  option  

 

 

This  con tro ller als o  s upports  an  au tomated  no t ificat ion  to  determine if a  newer 

firmware vers ion  is  availab le fo r th is cont roller. By  clicking  the Check Now but ton  in  

the no t ificat ion  s ect ion ,  the con tro ller will check a D-Link s erver to  s ee if a  newer 

firmware vers ion  fo r th is  contro ller is  availab le fo r download  and  update the Status  

field  below. 

 

12.9 Dynamic DNS Setup 

Tools > Dynamic DNS 

Dynamic DNS (DDNS) is  an  In ternet  s erv ice that  allows  con t ro ller with  vary ing  

public IP addres s es  to  be located  us ing  In ternet  domain  names . To  us e DDNS, you  

mus t  s etup an  account with  a DDNS prov ider s uch  as  DynDNS.org , D -Link DDNS, o r 

Oray .net .  
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Each  configured  Opt ion  can  have a d ifferen t  DDNS s erv ice if requ ir ed . Once 

configured , the con tro ller will update DDNS s erv ices  changes  in  the Opt ion  IP 

addres s s o  that  featu res  that  are dependent  on  acces s ing  the con tro ller Opt ion  v ia 

FQDN will be d irected  to  the correct IP address. W hen  you  s et  up  an  account  with  a 

DDNS s erv ice, the host  and domain  name, us ername, pas sword  and  wildcard  s upport  

will be p rov ided  by  the account  p rov ider.  
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Figure  177: Dynamic DNS configurat ion 

 

 

12.9.1 Using Diagnostic Tools 

Tools > System Check 

The con tro ller has  bu ilt  in  too ls  to  allow an  admin is t rato r to  evaluate the 

communicat ion  s tatus  and  overall network health .  
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Figure  178: Controlle r diagnos tics  tools  available  in the  GUI 

 

 

12.9.2 Ping 

This  u t ility  can  be us ed  to  tes t  connect iv ity  between  t h is  con t ro ller and  ano ther 

dev ice on  the network connected  to  th is  con t ro ller. En ter an  IP addres s  and  click 

PING. The command ou tpu t  will appear ind icat ing  the ICMP echo  reques t  s tatus .  

 

12.9.3 Trace Route 

This  u t ility  will d is p lay  all the con troller p res en t be tween the destination IP addres s  

and  th is  cont roller. Up  to  30 “hops” (in termediate contro ller) between th is con troller 

and  the des t inat ion  will be d is p layed .  
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12.9.4 DNS Lookup 

To ret rieve the IP address o f a W eb, FTP, Mail o r any  o ther s erver on  the In ternet , 

type the In ternet  Name in  the text  box and  click Lookup . If the hos t o r domain  en t ry  

exis ts , you  will s ee a res pons e with  the IP addres s . A  mes s age s tat ing  “Unknown 

Hos t” ind icates  that  the s pecified  In ternet  Name does  no t  exis t .  

 This  featu re as s umes  there is  in ternet  acces s  availab le on  the Opt ion  

link(s ). 

 

12.9.5 Router Options 

The s tat ic and  dynamic rou tes  configured  on  th is  con t ro ller can  be s hown by  

clicking  Dis p lay  fo r the corres ponding  rou t ing  tab le. Clicking  the Packet  Trace 

bu t ton will allow the con tro ller  to  cap ture and d is play t raffic th rough the DW C-1000 

between  the LAN and  Opt ion  in terface as well. Th is  in format ion  is  o ften  very useful 

in  debugging  t raffic and  rou t ing  is s ues .   
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Chapter  13. License Activation  

Tools > License 

You can  act ivate AP6 and  VPN licens e s  in  th is  con t ro ller by  p rov id ing  valid  

Act ivat ion  Key  and  click Act ivate key . After act ivat ing  licens e AP6 licens e  you  

s hould  be ab le to  manage  6 more A P‟s . VPN licens e act ivates  the VPN licens e  

funct ionality  on  the DW C-1000 dev ice . 

 

 The AP firmware vers ion  mus t  as  s ame as  DW C-1000 W LAN module 

vers ion  
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Figure  179: Ins talling a Lice ns e  

 

 

Figure  180: Available  Lice ns e s  Dis play afte r ins talling a Lice ns e  

 

The new featu re s  will be enab led  after s ys tem reboot .  
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Appendix A. Glossary 

ARP Address Resolution Protocol. Broadcast protocol for mapping IP addresses to MAC addresses. 

CHAP Challenge-Handshake Authentication Protocol. Protocol for authenticating users to an ISP. 

DDNS 
Dynamic DNS. System for updating domain names in real time. Allow s a domain name to be 

assigned to a device w ith a dynamic IP address. 

DHCP 
Dynamic Host Configuration Protocol. Protocol for allocating IP addresses dynamically so that 

addresses can be reused w hen hosts no longer need them. 

DNS 

Domain Name System. Mechanism for translating H.323 IDs, URLs, or e-mail IDs into IP 

addresses. Also used to assist in locating remote gatekeepers and to map IP addresses to 

hostnames of administrative domains. 

FQDN 
Fully qualif ied domain name. Complete domain name, including the host portion. Example: 

serverA.companyA.com. 

FTP File Transfer Protocol. Protocol for transferring f iles between network nodes. 

HTTP Hypertext Transfer Protocol. Protocol used by w eb browsers and web servers to transfer f iles. 

IKE 
Internet Key Exchange. Mode for securely exchanging encryption keys in ISAKMP as part of 

building a VPN tunnel. 

IPsec 

IP security. Suite of protocols for securing VPN tunnels by authenticating or encrypting IP 

packets in a data stream. IPsec operates in either transport mode (encrypts payload but not 

packet headers) or tunnel mode (encrypts both payload and packet headers). 
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ISAKMP 
Internet Key Exchange Security Protocol. Protocol for establishing security associations and 

cryptographic keys on the Internet. 

ISP Internet service provider. 

MAC Address 
Media-access-control address. Unique physical-address identif ier attached to a netw ork 

adapter. 

MTU 
Maximum transmission unit. Size, in bytes, of the largest packet that can be passed on. The 

MTU for Ethernet is a 1500-byte packet. 

NAT 

Netw ork Address Translation. Process of rewriting IP addresses as a packet passes through a 

controller or f irew all. NAT enables multiple hosts on a LAN to access the Internet using the 

single public IP address of the LAN’s gatew ay controller. 

NetBIOS 
Microsoft Window s protocol for f ile sharing, printer sharing, messaging, authentication, and 

name resolution. 

NTP 
Netw ork Time Protocol. Protocol for synchronizing a controller to a single clock on the netw ork, 

know n as the clock master. 

PAP 
Passw ord Authentication Protocol. Protocol for authenticating users to a remote access server 

or ISP. 

PPPoE 
Point-to-Point Protocol over Ethernet. Protocol for connecting a netw ork of hosts to an ISP 

w ithout the ISP having to manage the allocation of IP addresses. 

PPTP 
Point-to-Point Tunneling Protocol. Protocol for creation of VPNs for the secure transfer of data 

from remote clients to private servers over the Internet. 
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RADIUS 
Remote Authentication Dial-In User Service. Protocol for remote user authentication and 

accounting. Provides centralized management of usernames and passw ords. 

RSA Rivest-Shamir-Adleman. Public key encryption algorithm. 

TCP 
Transmission Control Protocol. Protocol for transmitting data over the Internet w ith guaranteed 

reliability and in-order delivery. 

UDP 
User Data Protocol. Protocol for transmitting data over the Internet quickly but w ith no 

guarantee of reliability or in-order delivery. 

VPN 

Virtual private netw ork. Netw ork that enables IP traff ic to travel securely over a public TCP/IP 

netw ork by encrypting all traff ic from one netw ork to another. Uses tunneling to encrypt all 

information at the IP level. 

WINS 

Window s Internet Name Service. Service for name resolution. Allow s clients on different IP 

subnets to dynamically resolve addresses, register themselves, and browse the network without 

sending broadcasts. 



 

Appendix B. Factory Default Settings 

Fe ature De s cription De fault Setting 

Device login 

User login URL http://192.168.10.1 

User name (case sensitive) admin 

Login password (case sensitive) admin 

Internet 

Connection 

Option MAC address Use default address 

Option MTU size 1500 

Port speed Autosense 

Local area network 

(LAN) 

IP address 192.168.10.1 

IPv4 subnet mask 255.255.255.0 

RIP direction None 

RIP version Disabled 

RIP authentication Disabled 

DHCP server Enabled 
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DHCP starting IP address 192.168.10.2 

DHCP ending IP address  192.168.10.100 

Time zone GMT 

Time zone adjusted for Daylight Saving Time Disabled 

SNMP Disabled 

Remote management Disabled 

Firewall 

Inbound communications from the Internet 
Disabled (except traff ic on port 

80, the HTTP port) 

Outbound communications to the Internet Enabled (all) 

Source MAC filtering Disabled 

Stealth mode Enabled 
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