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Chapter 1. Before You Start

Chapter 1. Before You Start

1.1 Audience

This manual is intended for use by system integrators, field engineers and network administrators to help them set
up DSA-3600 Multi-Service Business Gateway in their network environments. It contains step by step procedures

and pictures to guide users with basic network system knowledge to complete the installation.

1.2 Document Conventions

The following information provides the details of conventions used in this manual.

For cautionary statements or warning requiring special attention by readers, a text box with italic font will be used:

Warning: For security purposes, you should immediately change the administrator’s password.

When any of the button symbol shown below is selected, the following action will be executed accordingly:

m Apply all settings configured
M Clear all settings configured prior to applying

Please Note: Screen captures and pictures used in this manual may be displayed in part or in whole, and may vary

or differ slightly from the actual product, depending on versioning and menu accessed.
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Chapter 2. Overview

2.1 Introduction of DSA-3600

DSA-3600 is a Multi-Service Business Gateway specially designed for small and medium business, and branch
office operational environments. The major functional areas include user management, access control, AP
management, security management, and VLAN. The major features of DSA-3600 can be grouped into four
functional blocks:

A. User Access Control

B. Network Security (examples: Firewall, VLAN and VPN)

C. Web-based administration and centralized AP management

D

General networking features

2.2 System Concept

Small and Midsize Business (SMB) Network Environment
Networking devices such as switches, hubs, and access points are usually included in SMB environments. The
Internet connection of a SMB is usually via ADSL or cable modem. Figure-2.2a shows a typical network deployment

example which includes switches, access points, and connections to the Internet via ADSL/cable modem.

The DSA-3600 provides user authentication, authorization and management. The user account information is stored
in the local database or specified external databases server. User authentication is processed via the SSL encrypted
web interface. This interface is compatible to most desktop devices and palm computers. The appended figures are
typical examples of DSA-3600 deployed in a SMB environment. Figure-2.2b shows DSA-3600 authenticating the
users of its built-in database, as well as the users of external authentication database. Both LAN and WLAN can be
secured by IPSec VPN. PPTP VPN is supported for remote users to increase security at remote sites. The
DSA-3600 also supports Site-to-site VPN, WAN Failover, and DMZ.

The DSA-3600 can be used to control access to the company’s intranet. In a managed network that includes cable
and wireless network users, users located at the managed network can be set to be unable to access the network
resource without permission. In the event access right to the network beyond the managed area is required, an
Internet browser, such as the Internet Explorer, may be opened to connect to any website. When the browser
attempts to connect to a website, the DSA-3600 will force the browser to redirect to the user login webpage. The
user must then enter the username and password, where upon successful identification and authentication, the user

will then be granted proper access right as defined in the DSA-3600.
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Figure-2.2a: An example deployment using DSA-3600
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Chapter 3. Hardware Installation

3.1 Panel Function Descriptions

The DSA-3600 is implemented on an embedded platform with mini-desktop form factor. On the front panel of the
product, there are eight LEDs that are used to indicate the system power, system status, and the link status of the
six fast Ethernet ports. The interface ports are installed on the rear panel. Six fast Ethernet (100Mbps) ports are
provided by DSA-3600. Two are configured as WAN Ports, and the other four are configured as LAN Ports. Located

on the rear panel are a serial console port, a reset button, and the power socket.

Front Panel
D-LANK i service Business Gateway / / / //
.—mu—. |—L.M.I—|
I54-3600
1. Power 3. LEDs: WAN1~WAN2 5. Sign: Link
2. Status 4. LEDs: LAN1~LAN4 6. Sign: Act
1. Power

= ON indicates that power is on and OFF indicates that power is off.
2. Status

»  While system power is on, status OFF indicates BIOS is running, BLINKING indicates the OS is running,

and ON indicates system is ready.

3. WAN1~WANZ2 LEDs

» OFF indicates no connection, ON indicates connection and BLINKING indicates transmitting data.
4. LAN1~LAN4 LEDs

» OFF indicates no connection, ON indicates connection and BLINKING indicates transmitting data.
5. Link Sign

» Sign to indicate the LED of WAN1~WAN2 and LAN1~LAN4 in the status of connection.
6. Act Sign

» Sign to indicate the LED of WAN1~WAN2 and LAN1~LAN4 in the status of transmitting data.
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Rear Panel
&) [ LAaMN 1 I— WAR _I
D O
1 2 3 4 1 2 Reset|| Do+12v
Conscle| 5 4 3 2 1
1 Power Socket:

. The power adapter is attached here.

Reset Button:

. Press and hold the Reset button about five seconds, status LED on front panel starts to blink before
restarting the DSA-3600.

. Press and hold the Reset button for more than ten seconds, status LED on the front panel starts to speed up
blinking before resetting the DSA-3600 to default configuration.

WANI1~WAN2:

= The two WAN ports connected to an external network not managed by the DSA-3600. These ports may be
used to connect to the ATU-Router of an ADSL, or the port of a Cable Modem, or a Switch or Hub on the
LAN of an organization.

LAN1~LAN4:

= The four LAN ports connect to networks managed by DSA-3600, such as to clients’ networking devices or
APs. There are two modes for service zone supported by DSA-3600, Port-Based and Tag-Based. By default,
all LAN ports are in Tag-based service zone. Under Tag-Based mode, service zones will be distinguished by
VLAN tagging instead of physical LAN ports.

Console:

= The serial RS-232 DB9 cable attaches here.

3.2 Package Contents

The standard package of the DSA-3600 includes:

DSA-3600 x 1

Quick Installation Guide x 1
CD-ROM x 1

Console Cable x 1

Straight-through Ethernet Cable x 1
Power Cord x 1

Power Adapter x 1

3.3 System Requirement

Standard 10/100BaseT including network cables with RJ-45 connectors
All PCs need to install the TCP/IP network protocol
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3.4 Installation Steps

Please follow the steps mentioned below to install the hardware of DSA-3600:

/-l:;) . I LAMN | — WAR —
O
o |
= 1 2 3 4 1 2 Resst | DC+12v
Conscle 2 2 1

1. Connect the power adapter to the power socket on the rear panel. The Power LED on the front panel should be

ON to indicate a proper connection.

Warning: Using a non-certified power adapter may damage this product.

2. Connect an Ethernet cable to the WAN1 Port on the rear panel. Connect the other end of the Ethernet cable to
a networking device such as an ADSL modem, a cable modem, a switch, or a hub. The LED of WAN1 port
should light up to indicate a proper connection.

3.  Connect an Ethernet cable to any LAN Port on the rear panel. Connect the other end of the cable to a
networking device such as the administrator’s PC. The LED of the LAN should be ON to indicate a proper

connection.

After the hardware of the DSA-3600 is installed completely, the system is ready to be configured in the following
sections. This manual will guide you step by step to set up the system using a single DSA-3600 to manage the

network.
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Chapter 4. Web Interface Configuration

This chapter provides further detailed information on setting up the DSA-3600. The following table shows all the
functions of DSA-3600.

In the web management interface, there are three main interface areas: Tools Menu, Main Menu Tree and
Working Area. The Working Area occupies the largest area of the web interface on the center right. It is also
referred as the current management page. The current management page is where status is displayed, controlled
are issued or parameters are configured. Main Menu Tree, on the left side of the web management interface, allows
administrators to traverse to various management functions of this system. The management functions are grouped
into five branches: System (System Settings), Users (User Management), Access Points (AP Management),

Network (Network Settings) and Status (Status and Report).

OPTION FUNCTION
System General
WAN 1
WAN 2

WAN Traffic

LAN Port Mapping

Service Zones

Users Authentication

Black List

Policy

Additional Control

Access Points List

Discovery

Adding

Templates

Firmware

Upgrade

Network NAT

Privilege

Monitor IP

Walled Garden

Proxy Server

DDNS

Client Mobility
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VPN

Status System

Interface

Online Users

User Logs

E-mail & SYSLOG

Tools Setup Wizard

Password Change

Backup & Restore

System Upgrade

Restart

Wake-On-LAN

Quick Links

Caution: After finishing the configuration, please click Apply and pay attention to see if a restart message appears
on the screen. If the message appears, the system must be restarted to allow the settings to take effect. All on-line

users will be disconnected during restart.

Web Management Interface
The DSA-3600 provides a web management interface for configuration. After completing the hardware installation,
the administrator can configure the DSA-3600 via web browsers with JavaScript enabled such as Internet Explorer

version 6.0.

After the basic installation has been completed according to the instructions of the previous chapter, the DSA-3600

can further be configured with the following steps:

1. First, set a PC as DHCP in the network with TCP/IP setting to get an IP address from the DHCP server
automatically. Next, connect the PC to the DSA-3600 via any LAN port. An IP address will be assigned to the PC
automatically via the DSA-3600 built-in DHCP server. Launch a web browser to access the web management

interface of DSA-3600 by entering “https://192.168.1.1" in the URL. (Note: https is used for a secured

connection.)

2 D-Link DSA-3600 - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

GBack T \ﬂ \ELI .'j P | Search *

Address https: #1192, 168.1.1
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Once the DSA-3600 has been connected, the Administrator Login Page will appear. Enter “admin” for both the

default username and password in the Username and Password fields. Select the Enter button to log in.

Welcome To Administrator Login Page!
Flease Enter Your Lsername and Password To

Sign In.
Lsernarme: ||admin | |
Password: [[eeeee | |

[ Enter ][ Clear ]

Caution: If you are unable to get to the login screen, please check the IP address used. The IP address should

be in the same subnet of the default gateway. set a static IP address such as 192.168.1.x in your network

and then open a new browser again.

1.  After successfully logging into the DSA-3600, the System Overview page of the web management interface will

appear. To logout, simply click the Logout icon on the upper right corner of the interface to return to the

Administrator Login Page.

D-Link : DSA-3600

S Multi-Service Business Gateway

Building Networks for People

.

?  Help B Cogout

» System Overview

&

[ Bystern

[ Users i

.gmess Paints - System - Access Points

--ﬁNeiwnrk )

[ Status System Time 2007104103 14:55:45 +0800 Total Managed o
Up Time 2 days, 22:44 Down o
FWVersion 1.00.00 Associated Cliemts 0
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4.1 System

This section provides information on the following functions: General, WAN1, WAN2, WAN Traffic, LAN Port

Mapping and Service Zones.

D-Link

Building Networks for People

DSA-3600

Multi-Service Business Gateway

: DEA-3600

LAN Port Mapping
Senice Zones

General

WAN1

WAN2

WAN Traffic

LAN Port Mapping

Service Zones

System

Caonfigure general seftings for the entire systern, such as Systerm Name, Internal
Domain Mame, SNMP, Time, ete

Setup WWAN1 interface using the connection types: Static, Cynamic, PPTF, or PFFoE.

Setup YWARNZ interface using the connection types: Mone, Static, Dynamic, or PPPoOE.

Overall traffic control of WAN interface, such as available bandwidth, auto fail-over, and
fall-back, etc.

A"Beniice Fone" in the systern, by default, contains wired and wireless coverage areas
in the arganization. When "Fort-Based" mode is enabled, each physical LAN port can
he set individually to map to a specift Sevice Zone for later use. By contrast, under
"Tag-Based' mode, Service Zones will be distinguished by YLAN tagaing, instead of
physical LAN ports.

Atable to display the Senice Zones and related seftings

10
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4.1.1 General

The system and network related parameters such as System Name, Homepage Redirect URL, Management IP

Address List, and HTTPS Protected Login can be configured from the menu as shown below.

D-Link ‘e e oo o DSA-3600

Building Networks for People “ i - Multi-Service Business Gateway

? Help Logout

General Settings For The Entire System

System Name DSA-3600 |
WARNZ ‘ |
WA Traffic ‘ |
LAM Port Mapping Internal Domain Name
SRR (FODM of this deviee for internal use, e.g. sentralleroffive-name com)
:;Jsers — a E— @ Enable O Disable
ctess Points lomepage Redire e
S Metwork |ht‘tp oy dlink-intl.com/ iL(e.g. http . d ik int] cam)
Bl Status User Log Access IP [

Address L leg18248821)

Management IP Address

List Setup Manadement [P Address List

SNMP (CEnable (3 Disable
HTTPS Protected Login -~ (O Enable & Disable

System Time : 2007/04/03 15:00:28

Time Zone

| (GMT+08:00)Taigei v

(&) NTP

NTP Sarver 1: m *(e.g. todusno. nawy. mil)
TP Server of MI
MTP Server i @i
NTF Server 4 |ntpst.padsumor |
NTP Server & [nto1.camuozay |

() Manually set up

Time

* System Name: Set the name of the system or use the default.

* Internet Domain Name: A fully qualified domain name (FQDN) of the system. When the administrator enters a
desired domain name in the Internal Domain Name field, the entered Internal Domain Name will be shown in the
top left of the Login Success page instead of an LAN IP address. In addition, when HTTPS is enabled, entering
the domain name of the uploaded certificate will increase login speed and the URL in the User Login page will
be changed. For example, if the Internal Domain Name is configured as ashop.com, the URL in the User Login

page will be https://ashop.com/loginpages/login.shtml.

* Homepage Redirect URL: Enter a URL in this field. When the clients are logged-in to the DSA-3600
successfully, their browsers will be directed to this URL regardless of the original homepage setting in their
browsers.

* User Log Access IP Address: An external billing system may access the system's user logs by specifying a
desired IP address of the external billing system in this field. Only the billing system with this IP address may
directly access the system's user logs in text format via browsers. For example, if the access interface of
DSA-3600 is “10.30.1.23”, the user log can be found in following URLs.

User Log is located in the URL : https://10.30.1.23/status/history/2006-11-01
Guests User Log is located in the URL : https://10.30.1.23/status/odhistory/2006-11-01

11



Chapter 4. Web Interface Configuration

Management IP Address List: Set the IP addresses within a range which the administrator can use to connect
to the web management interface of DSA-3600 via its WAN and/or LAN ports. For example, if 10.2.3.0/24 is set
in this list, it means as long as the administration PCs are within the IP address range of 10.2.3.0/24, the
administrator can reach the administration page of DSA-3600. If the bit number of the IP range is omitted, 32 are
used to specify a single IP address.

PLEASE NOTE: While the default IP address of Network Interface is changed at System—Service
Zones—Basic Settings—»DHCP Server—Enable DHCP Server, the management IP address has to be setup
again from default IP address to the new IP as the format, x.x.x.x/x.

SNMP: The DSA-3600 supports SNMPv2. If the function is enabled, the Manager IP address and the SNMP
community name have to be configured to allow the SNMP server to access the management information base
(MIB) of DSA-3600.

HTTPS Protected Login: Enable this function to activate https (encryption) or disable this function to activate
http (non encryption) user login page.

Time: The DSA-3600 supports NTP communication protocol to synchronize the system time with remote time
servers. At least one NTP server has to be configured with the correct time zone, together with the IP address of
the NTP server in order to enable the DSA-3600 to automatically adjust its system time with the configured NTP
server. Up to five NTP servers may be configured in the system. The system time can also be manually

configured when selecting Manually set up. Please enter the date and time into the respective fields.

Systermn Time : 2007/04711 19:96:41

Time Zane

(GMT+08:00) Taipei v
& NTP

MTF Server

s

s |tock.usno.nay il *le.g. todousno. naw.mil)
Time

MTP Server ntp1.fau.de

fi

MTF Server clock.cuhkeduhk

e

MTP Server ntps1.pads.ufrj.br

EEe

MTP Server g (ntpl.ce.mu.OZAL

(O Manually set up

Systern Time : 2007041 19:56:51
Time Zane :
(GMT+08:00)Taipei v

Tithe ! (2

(%) Manually set up
w [Year|-- « honth|-- + Day

- % Hour--  Minute - + Secaond

12
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4.1.2 WAN1

There are four methods of obtaining IP address for the WAN1 Port: Static, Dynamic, PPPoE, and PPTP.
D-Link e DSA-3600

Building Networks for People 9 sdmin - Muiti-Service Business Gateway

B Logout

: DEA-3600

e WANT Interface Setting

&) Static (Use the fallowing IP setings)
AN Traffic IP Address: 10.28.1.93
envice Zones Subnet Mask: 265.265.0.0 |

ﬁUaers

E-g@Access Points Default Gateway: 102901
[ Metwork WAN1 —
...Gstatua Preferred DMS Server: | 208 A7 223222 &
Alternate DRS Server: 1208.6?.222.220
O Dynamic (P settings assigned automatically)
O PPPoE
Q PPTP

e Static (Use the following IP Settings): Select Static to specify a static IP address for WAN1 port manually
when a static IP address is available for DSA-3600. Fields with red asterisks are required to be filled in.
IP Address: The IP address of the WAN1 port.

Subnet Mask: The subnet mask of the WAN1 port.

Default Gateway: The gateway of the WAN1 port.

Preferred DNS Server: The primary DNS Server of the WAN1 port

Alternate DNS Server: The substitute DNS Server of the WAN1 port. This is optional.

* Dynamic (IP settings assigned automatically): This connection type is only applicable when the DSA-3600 is
connected to a network with the presence of a DHCP Server. Select the option when a DHCP server is available
in the network implementation above the WAN1 port of the system. When Dynamic is selected, the system
works as a DHCP client and get an IP address for its WAN1 port automatically from the DHCP server.

WAN1 Interface Setting

O static (Use the following IP setings)

A & Dynamic (P setings assigned automatically)
O PPPoE
O ppPTP

13
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PPPoE: This is the common connection type for ADSL. To properly configure PPPoE connection type, the
Username, Password, MTU and Clamp MSS fields are required. The Dial on Demand function is used to
guard the idle time out of the connection. The Maximum Idle Time field is required to enable this function.

When the idle time is reached, the connection will be automatically disconnected.

Select the option when PPPOE is the connection protocol provided by the network service providers. When Dial
on Demand is enabled, there is a Maximum Idle Time available. The system will disconnect itself from the

Internet automatically when the Maximum Idle Time is reached.

WAN1 Interface Setting

O Static (Use the following IP settings)
(@] Cwnamic (1P settings assioned automatically)

& PPPE
Username:
Password
WAN1
MTLI 14892 |hytes (Range:1000-1492)
Clamp MSS: 1400 | hytes (Range:980~1400)
Dial on Demand: O Enatle & Disable
C PPTP
WAN1 Interface Setting
O Btatic (Use the follawing IP settings)
@ Dwnamic {IF setlings assigned automatically)
® PPPoE
Username:
Password:
VAN1 MTU: 1492 |pytes (Range:1000~1482)
Clatmp M3S: 1400 | pyles (Range:980~1400%
Dial on Demand: (*) Enable O Disable
Maximum Idle Time: 0 minutes
O PPTP

14
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PPTP: Point to Point Tunneling Protocol is a service that applies to broadband connection used mainly in
Europe and Israel. Select Static to specify the IP address of the PPTP Client manually or select DHCP to get the
IP address automatically. The fields with red asterisks are required to be filled in. There is a Dial on Demand
function under PPTP. If this function is enabled, a Maximum Idle Time can be set. When the idle time is

reached, the system will automatically disconnect itself.

Select the option when PPTP (Point to Point Tunneling Protocol) is the connection protocol provided by the
network service providers. When Dial on Demand is enabled, there is a Maximum Idle Time available. The

system will disconnect itself from the Internet automatically when the Maximum Idle Time is reached.

WANT1 Interface Setting

O Static (Use the following IP settings)

O Dynaric (F setings assigned autormatically)

O PPPoE

® PFTP

Type () Static ) DHCP

FFTP Server IP Address:
WAN1

Usermame:

Password:

FPTP Connection IDMName

Dial on Demand () Enable ) Disable

(Jnpoy N X Cancel |

WAN1 Interface Setting

O static (Use the following IF settings)

O Dynamic (1P settings assigned automatically)

O PPPoE

& PPTP

Tupe @ static O DHCP

IP Address:

Subnet Mask:

Default Gateway:

Freferred DNS Server,
WAN1

Alternate DNE Server:

PPTF Server IP Address:

Usemame

Password:

PPTF Caonnection IDVMarme:

Dial on Demand: @ Enable O Disahble

Maximum Idle Time ] minutes
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4.1.3 WAN2

The WAN2 can be disabled when selecting None. When WAN2 Port is enabled, it supports 3 connection types:

Static, Dynamic and PPPoE.

ra 3 > : DSA-3600
D Llnk . . . Multi-Service Business Gateway

Building Networks for People %, admin-

Ll

? Help 2 Logout

* DSA-3600

L WAN2 Interface & WAN Failover Settings

@ Mone
O Static (Use the fallowing IP settings)

rafic WAN2
O Dynamic (P settings assigned automatically)

LAM Port Mapping

i LeE Sewvice Zones O PFPoE

B[ Users

B[l Access Points g

3 B ([ ooy X Concer |
[ Status

* None: The WAN2 Port is disabled.
* Static (Use the following IP Settings): Specify the IP Address, Subnet Mask, Default Gateway, Preferred
DSN Server and Alternate DSN Server of WAN2 Port, which should be applicable for the network environment.

Select the option to specify a static IP address for WANZ interface manually when a static IP address is available

for the system.

WAN2 Interface & WAN Failover Settings

O None
@ Static {Use the fallawing IP settings)
WAN2 Default Gateway [

Preferred DNE Sernver. I:lx
Altatnate DNS Sarar: [ ]

O Dynamic (P setings assigned autamatically)
O PPFoE Client

[ Recy i X Cancel__}

* Dynamic (IP settings assigned automatically): Select the option when a DHCP server is available in the

network implementation above the WAN2 port of the system. When Dynamic is selected, the system works as a

DHCP client and get an IP address for its WAN2 port automatically from the DHCP server.

WAN2 Interface & WAN Failover Settings

O Mane
O Static (Use the following IP settings)

WAN2
(¥) Dynamic (IF settings assigned automatically)

O PPFGE Client

* PPPoOE: Select the option when PPPOE is the connection protocol provided by the network service providers.

When Dial on Demand is enabled, there is a Maximum Idle Time available. The system will disconnect itself
from the Internet automatically when the Maximum Idle Time is reached. This is the common connection type for
ADSL. To properly configure PPPoE connection type, the Username, Password, MTU and Clamp MSS fields
are required. The Dial on Demand function is used to guard the idle time out of the connection. The Maximum
Idle Time field is required to enable this function. When the idle time is reached, the connection will be
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automatically disconnected.

WANZ

WAN2

WAN2Z Interface & WAN Failover Settings

O Mone

O Static (Use the following IP settings)

O Crynamic {IF settings assigned automaticallyy
® PPPoE

Username: d
Passward: d

MTL: 1492 |bytes (range:1000-1482F
Clamp MSS: 1400 |bytes (range:980~1400)
Dial on Dermand O Enabled &) Disabled

WAN2 Interface 8 WAN Failover Settings

O None

O Static (Use the following IP settings)

O Cynamic (P seftings assianed autamatically)
@ PPPoE

Username: d
Password: d

MTLI: 1492 |bytes (range:1000-1492%
Clamp MSS: 1400 |bytes (range:980~1400)
Dial an Demand ( Enabled O Disabled
Maximum Idle Time: ] minutes
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4.1.4 WAN Traffic

DSA-3600 supports uplink/downlink bandwidth management and WAN Failover feature.

D-Link

Building Networks for Peaple

DSA-3600

“ admin - Multi-Service Business Gateway

2 Help Logout

: D5A-3600
- System

WAN Traffic Settings

Available Bandwidth Ll 100000 | Kbips "(Range: 10-100000)

M Traffic ONWAN Interface Downlink: | 100000 | Kbips *(Range: 16100000
M Port Mapping —
Target URLs for detecting Internet connection:

URL1: httpifi| |

i~ WAN Failover & URL2: htpfi| |
B[ Status

Connection Detection

URLE: http:tr| |
[ Enable ywan Failaver
[T Wiarning of Internet Discannection

WAN Traffic Settings

Available Bandwidth Uplink: 100000 | Kbips “(Rangs: 10-100000)

COL I R Dovenlink: |1UUUUU |th5’(Range: 10-1 00000
Target URLs for detecting Internet connection:
URL1: Htp:f| |
URLZ: tp:f| |
WAN Failover & URLS: | |

Connection Detection Enable WaAN Failover
Fall back to WAkl when WARN1T is available again
Warning of Internet Disconnection

When Internet connection iz down, the system will display the message as:

|Snrw! The service is temporarily unavailable.

Available Bandwidth on WAN Interface:

¢ Uplink: It defines the maximum uplink bandwidth allowed to share by clients within WAN interface.

¢ Downlink: It defines the maximum downlink bandwidth allowed to share by clients within WAN interface.

¢ WAN Failover & Connection Detection: The system supports WAN Failover feature. Check Enable WAN
Failover to activate this function.

WAN Failover & Connection Detection: The DSA-3600 supports WAN Failover feature and the ability to detect

WAN connection. Check Enable WAN Failover check box to activate WAN Failover function.

e Target URLs: To verify the connection to the internet, the system keeps up to three target URLs. These URLs
are used for the system as the detected targets of WAN Failover and Warning of Internet Disconnection. To
enable WAN Failover, at least one URL must be configured in the Target URLs.

e Enable WAN Failover: The purpose of WAN Failover is to have a backup link for WAN1 when WAN2 is
available. Check the check box of Enable WAN Failover to active the WAN failover function of the DSA-3600.
Normally a service zone uses WAN1 as it primary gateway. WAN Failover is to have a backup link for WAN1 if
WANZ2 is available. WAN1's traffic will be routed to WAN2 when WAN1 connection is down. On the other hand, a
service zone’s policy can also use WAN2 as its gateway; in that case, if WAN2 is down, the WAN2's traffic under

its policy also will be routed to WAN1.
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Fall back to WAN1 when WANL is available again: If WAN Failover is enabled, the traffic will be routed to
WANZ2 automatically when WAN1 connection fails. A Fall back to WAN1 when WAN1 is available again function
will appear when Enable WAN Failover check box is checked. If Fall back to WAN1 when WANL is available
again function is enabled, the routed traffic will be back to WAN1 when WAN1 connection is recovered.

Warning of Internet Disconnection: An Internet disconnection detection feature is supported by the system.
Check the check box of Warning of Internet Disconnection will enable this function. There is a text box available
for the administrator to enter a reminding message. This reminding message will appear on clients' screens

when Internet connection is down.

19



Chapter 4. Web Interface Configuration
4.1.5 LAN Port Mapping

The DSA-3600 supports multiple service zones in either of the two VLAN modes, Port-Based VLAN or Tag-Based
VLAN, but not concurrently. In the wireless environment, a service zone of the DSA-3600 is mapped to the VLAN
with an associated SSID. When the DSA-3600 is set for tag-based VLAN, a managed Access Point with multiple
SSIDs turned on can service multiple service zones. It is recommended that the administrator decides a mode

before the system configuration when considering which mode is better for a multiple-service-zone deployment.
For more details about Service Zone, please refer to Chapter 4.3.

In LAN Port Mapping, the service zones can be configured by modes, Port-Based, which will be distinguished by
physical LAN ports, or Tag-Based, which will be distinguished by VLAN tagging. Each LAN port of Port-Based mode
can be selected among Default to SZ1~SZ74.

Supporting multiple service zones, one D-Link DSA-3600 system can behave virtually like multiple systems. Each
service zone is one-to-one mapped to a VLAN. Messages to or from each service zone are sorted by the VLAN tag
in the message frame.

D-Link o W gt 0 DSA-3600

Building Networks for Peaple & admin - Multi-Service Business Gateway

? Help 2 Logout

: DSA-3600
- System

LAN Ports and Service Zone Mapping

Select the mode for Service Zone () port-Based

(&) Tag-Based
8 Users Notice: Under "Tag-Based” mode, Service Zones will be
{5 Access Points distinguished by VLAN tagging, instead of physical LAN ports.

G- [ Metwark

o I-|1_I'I-| I-|1_I'I-| I-|1_I'I-| I-|1_I'I-|
LAN1 LAN2 LANZ LAN4

e Tag-Based:
For tagged service zone, each LAN port is Hybrid port, which supports both tagged VLAN and untagged frames.
Each port can join any VLAN (up to 4) group.

The system supports five service zones, one default and other 4 service zones; each can be enabled of disable
except the default one. The four service zones are mapped to 4 VLANs and the default service zone is mapped
to 1 untagged subnet. Each service zone functions like a virtual system; each has an independent set of settings
such as SSID, Wireless Security, Network setting, DHCP setting, Customized Pages, Default Policy,

Authentication Servers setting and Default Authentication Server.
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Tag-based Service Zones Configuration Example — Enabling Two Service Zones

Log in to the web management interface and enter “admin” for both the default username and password in the
Username and Password fields of the Administrator Login Page. After logging-in the web management interface,

from the Menu Tree, click System and then click LAN Port Mapping to verify that Tag-Based service zone

mode is selected.

LAN Ports and Service Zone Mapping

Select the mode for Service Zone () Port-Based

(%) Tag-Based

HNotice: Under “Tag-Based” mode, Service Zones will he
distinguished by VLAN tagging, instead of physical LAN ports.

LAMN1 LANZ LAMNZ LANA

Click System and then click Service Zones to enter the Service Zone Settings page as shown below.

’ DSA-3600
L s - 10282180 s xll s Lo R Multi-Service Business Gateway
7 Heln W Copout
-0
s oral Servica Zene Settings
WANT Sarvice
A2 Zona VLAN Tag ss0 oneomion W ygnpemicaton  Status Datats
WA Trafie Nama L
% LAN Port Mapging —
g Dafault Aknk Nod Disablad Enanied W
I o
il fEACcoas Points
% [gaebwork - apy Open —
i :S“NE a2 ' diebszt SR Home Sever!  Dissbled | Configurs
g = Open = B
a2 2 dnwszz o TS0 Hoos garvert  Disabled | Confgury
83 3 kB2 Systam ol Birver 1 [eaatiod L ._pnrl_gurs_ J
az4 4 dieksza OPE g, Bever!  Désabled [ Configur |
Syatim ke Bl

Click the Configure button of Default Service zone to enter its Basic Settings page. While in this Basic Settings
page, enter an IP address for Preferred DNS Server in the area of DHCP Server. (Empty Preferred DNS
Server will result in problems when using the Internet.)

O Disable DHCP Server
() Enahle DHCF Server

Start IP Address :
End IP Address :
Preferred DNE Server : |
DHCP Server Alternate DMS Server: l:l
Domain Mame :
WINS Server l:l
Lease Time :

Resered IP Address List

() Enable DHCP Relay

Scroll down to near bottom of page and in the Wireless Settings area enter the SSID (e.g. ssid-staff) for

connecting to this service zone.
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Scroll up to the middle of the page where the Authentication Settings is, and check the Enabled box for the

Authentication Required for the Zone option. The users will now need to be authenticated to connect to the

service zone. Make sure only Server1 is checked Enabled for this service zone.

Authentication Settings

Authentication Required For the Zone | () Enabled | O Disabled

Auth Option Auth Database Postfix Default Enabled
| Server 1 LOCAL local ® |
Server 2 RADIUS pop3 @ |
Authentication Options
Server 3 RADIUS radius 3 il
Server 4 LDAP Idap * O
GuestUsers OMDEMAND  guest O O

Click the Apply button to activate the changes for the default service zone. (We can restart the system later,

since we want to continue to configure a second service zone for the guest users.)

Following similar procedures, click on Service Zones menu item on the Menu Tree again, this time is to

configure another service zone such as SZ1. Enter its Basic Settings page. Enable the service zone, enter the

IP address of the Preferred DNS server, and set its SSID for guests such as ‘ssid-guest’.

Service Zone Status

O Disabled

Service Zone Name 541

WLAR Tag 1 FiRange: 1 ~ 4094)

Operation Mode 3 pAT O Raouter
Network Interface
IP Address : [192.168.21
Subnet Mask: |255.255.255.0

) Disahle DHCP Server
(%) Enahle DHCP Senver

Start IP Address : |192.168.2.2

End IP Address : [192.168.2.100

Preferred DMS Server

DHCP Server Alternate DNS Server
Darmain Mame : |dlink.cam
WINS Server :

Lease Time: |1 Day w

Eeserved |P Address List

(JEnable DHCP Relay

Wireless Settings

Open System b
Authentication
Security [l Enahle 80213 Authentication
Encryption Mone w

Remember to enable Authentication requirement for this service zone and enable the Guest Users

authentication options only.
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Authentication Settings

Authentication Required For the Zone | (%) Enabled | O Disabled

Auth Option Auth Database Postfix Default Enabled
Server 1 LOCAL local 3 il
Server 2 RADIUS pop3 O ]
Authentication Options
Senver 3 RADIUS radiug 3 il
Serverd LDAP |dap O ]
|Guestuaers QNDEMAND guest @ |

Click Apply to activate the changes for the second service zone. Now is the time to restart the system. After

the restart, the system will be configured according to Figure-4.1.5a.

ISP Internet
r—%{.w_
WAN1
V DSA-3600

SSID #1 %/. —. SSID #2
ssid-staff ssid-guest

Service Zone (VLAN) .
for staff

Figure-4.1.5a: An example using Tag-Based service zones

Service Zone (VLAN)
for guests

e Port-Based:
For port-based service zone, each LAN port can be assigned to a service zone since a LAN port can be mapped
to a VLAN tag. The mapping between the ports and the service zones are many-to-one. With factory default
setting, all ports belong to the Default service zone and other 4 service zones are gray-out. The other 4 service

zones will appear after the specific service zone is configured as enabled in System — Service Zones.

LAN Ports and Service Zone Mapping

Select the mode for Service Zone () Port-Based
O Tag-Based

Specify a desired Service Zone for each LAN Port:

Default » Default » Default » Default |+
LAk LAMZ LAN3 LAn 4
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Port-based Service Zones Configuration Example

After running through Setup Wizard on a factory default system, the DSA-3600 is ready to use the default
tag-based VLAN for separating networks.

Log in to the web management interface and enter “admin” for both the default username and password in
the Username and Password fields of the Administrator Login Page. After logging-in the web management
interface, from the Menu Tree, click System then Service Zones to enter the Service Zone Settings page.
Click Configure of the desired service zone to enter its Basic Settings page, and then enable the service zone

used for port-based service zone deployment.

® DoA 3600
Bysbem
=
enetsl Service Zone Settings
AN Service
3 Fume VLAN Tag ssD  Encomtion S0 authertication  Statiss Dtk
Hama
Defaut - dink  goher Nane Disabled  Enadled | Configure |
U - -
4l Aceass Points =
41 [ Metwork pen ) =
. £zl 1 dlink 21 Mone o1 |Disatied] [ Conngure
@ Slabus i orem | Mone - [ Contgurs ]
Eystem
Intetats 0 [
e 81 2 ainkszz R Hone gerver1  |Disaniea| | Conngure
py - open - TR
] 1 dinksZ)  hen  Hone Sever1  |Dissbled| | Conngure |
sz 4 kST S;J:I;"‘\'\ Nane sarvor1 | Disavisa| [~ Coniigure

Basic Settings

Service Zone Status @ Enabled| O Disablad

Service Zone Name 521

Click System from the Menu Tree and then click LAN Port Mapping. Select Port-Based mode for service

Zone.

LAN Ports and Service Zone Mapping

Select the mode for Service Zone |(%) Por-Based

O Tag-Baged

Specify a desired Service Zone for each LAN Port:
Default » Default Default » Default »
LAM1T LAMNZ LAMZ LAarn4

Assume LAN1, LAN2, LAN3 will be used by Default service zone for internal staff while LAN4 is to be assigned

to another service zone for external guests only. In the abovementioned page, click LAN4’s drop-down menu
to select the desired second zone such as ‘SZ1’ for LAN4 (select only enabled service zones). Click Apply and

reboot the system.

LAN Ports and Service Zone Mapping

Select the mode for Service Zone  (5) Por-Based
O Tag-Based

Specify a desired Service Zone for each LAN Port:
|
Default v ||| Defautt ~ (|| Defautt ~ ||| EENE ~
AR LANZ LAN3 LAN4
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In tag-based mode, each LAN port can serve traffic from any service zone because VLAN tags carried in
message frame will not be modified. In port-based mode, each LAN port can only service traffic of one service
zone, where all messages through the LAN port will be re-tagged with the tag assigned to the port. Compare

Figure-4.1.5a and Figure-4.1.5b to see the differences.

For single zone deployment, use the Default service zone with port-based mode.

ISP : Internet
WAN1

DSA-3600

ssID#1: ¢ SSID #2:
ssid-staff ssid-guest

)

Service Zone (VLAN) = = Service Zone (VLAN)

=
for staff & & for guests

Figure-4.1.5b: An example using Port-Based service zones
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4.1.6 Service Zones

1)

There are five types of Service Zone Settings: Default, SZ1, SZ2, SZ3 and SZ4. Click Configure button to

complete the settings of each Service Zone.

For more details about Service Zone, please refer to Appendix E and F.

vV VvV

YV V V V

>
>

D-Link : Lol B W DSA-3600

Building Networks for People %, admin - ‘ i, . Multi-Service Business Gateway

2 Halp Lagout

: DSA-3600
i Syst ) )
- iﬁ g Service Zone Settings
Service
Zone VLAN Tag SSID Encryption
Name

Applied

Policy Authentication  Status Details

pen

# |
Systemn Mane Disabled Enabled Configure

Default = dlink

[ Access Points
- Network 871 1 dinkazt P Ngne Server{  Disabled
- Status System

Cpen

Systern MO SEREE |

s8Iz 2 dlink-522

Open

Systam MNaone Server 1 Disabled

873 3 dlink-573

Open

Systern  MOME SERE | Dl

84 4 dlink-5£4

Service Zone Name: Enter a name of this service zone.

VLAN Tag: Each service zone is one-to-one mapped to the VLAN. Messages to each service are sorted
by the VLAN tag in the message frame.

SSID: Each service zone must setup its own SSID.

Encryption: Encryption supports WEP (64/128 bit), WPA and WPAZ2 for AP security.

Applied Policy: The policy plan applied to the service zone settings.

Authentication: There are 5 authentication methods that DSA-3600 supports: Local, POP3, RADIUS,
LDAP and NT Domain. The selected authentication method in Authentication Settings will be shown in
this column.

Status: Each service zone can be enabled or disabled.

Details: Setup detailed settings for each service zone.

Click the button of Configure, more configurations will appear, including Basic Settings, Authentication

Settings and Wireless Settings. The managed AP(s) in the specific service zone will be shown in this page as

well if there is an AP set in this service zone.

Service Zone Settings — Basic Settings

The system supports three types of DHCP modes, Disable DHCP Server, Enable DHCP server, and Enable

DHCP relay. Each service zone can have its own DHCP setting. Select the radio button of Disable DHCP

Server to disable the built-in DHCP server when clients are assigned static IP addresses. Select the radio button
of Enable DHCP Server to enable the built-in DHCP server. When the Enable DHCP server is chosen, the

system will act as a DHCP server and assign IP addresses to its clients. Select the radio button of Enable DHCP

Relay when a service zone is connected to an external DHCP server. When Enable DHCP Relay is chosen, the

IP addresses of clients will be assigned by an external DHCP server. The system will only relay DHCP
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information from the external DHCP server to downstream clients of this service zone.

Basic Settings
Service Zone Status (2 Enabled & Disabled
Service Zone Hame 521
WLAN Tag |1 F(Range: 1 ~ 4004
Operation Mode &) MaT O Routar
Network Interface
IP Address @ [192.168.2.1

Subnet Mask: |255.255.255.0

) Disakle DHCP Server
() Enable DHCP Server

StartIP Address @ |192.168.2.2
End IF Address : [192.168.2.100
Freferred DMNS Server
DHCP Server Alternate DNE Server
Domain Mame : |dlink.com
WIMNS Server

Lease Time: |1 Day

Reserved IP Address List

) Enahble DHCP Relay

»  Service Zone Status: Each service zone can be enabled or disabled except the default service zone.

»  Service Zone Name: The name of service zone can be input here.

» Network Interface: Contains NAT mode and Router mode. When NAT mode is chosen, the service
zone runs in NAT mode. When Router mode is chosen this service zone runs in Router mode.

» VLAN Tag: An identifier associates a frame with a specific VLAN and provides the information needed to
process the frame.

» IP address: The IP Address of this service zone.

»  Subnet Mask: The subnet Mask of this service zone.

»  DHCP Server: Related information needed on setting up the DHCP Server is described as follows:
DHCP pool Start IP Address, DHCP pool End IP Address, Preferred DNS Server, Alternate DNS Server,
Domain Name, WINS Server, Lease Time, and Reserved IP Address List.

»  WINS Server IP: The IP address of the WINS (Windows Internet Naming Service) server that if WINS
server is applicable to this service zone.

» Lease Time: This is the time period that the IP addresses issued from the DHCP server are valid and
available.

» Reserved IP Address List: Each service zone can reserve up to 40 IP addresses from predefined DHCP
range to prevent the system from issuing these IP addresses to downstream clients. The administrator
can reserve a specific IP address for a special device with certain MAC address.

»  Domain Name: Enter the Windows domain name for this service zone.

»  Enable DHCP server: This allows the enabling/disabling the built-in DHCP server.

»  Start IP/End IP: Set a range of IP addresses that built-in DHCP server will assign to clients. Please
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change it accordingly at System—General->Management IP Address List to let the administrator to login

to the DSA-3600 admin page after the default IP address of Network Interface is changed.
2) Service Zone Settings — Authentication Settings
The system supports five types of authentication database that are Local, POP3, RADIUS, LDAP, and NT
Domain and provides up to four authentication options and one Guest Users authentication option. The
administrator needs to activate and configure at least one of these authentication databases for an enabled
service zone. Postfix is used to inform the system which type of authentication database to be used for
authentication when multiple databases are concurrently in use. Each authentication option is distinguished by
the postfix in clients’ username such as “user1@postfix1”. One of authentication database can be assigned as
default for a service zone. For authentication option assigned as default, the postfix can be omitted while

entering username.

Authentication Sethings

Faritvortic ation Requined For the

) D
Zone Enabled Dizabled

auth auth
option Database Postfix Default Enabled
Sarver | LOCAL Incal 0 ]
.t 3 POP3 3 |
Ruthentication Uptions Saped iri :
Server 3 RADILIE radiug vl
Server d LOwP idup o
GuestUsers  ONDEMAND guest =]
LogiPase [ Gontigue ]
Logout Page 1 C ||n_f|;,LI|- |
Custom Pages Login Success Page | Configure |
Login Success Page for instant Aocount |_Configure |
Logot Success Page | Configure |
Defaul Policy i this Senvce Zone Mone W Edit Systern Pailtles |
Emiail Message for Login Remisding | Edif Mail Massage

»  Custom Pages: There are five users’ login and logout pages that can be customized by administrators
for each service zone.

»  Default Policy in this Service Zone: There are one Global and eight sets of policy supported by the
system. Each policy contains options for setting Firewall, Specific Route, Schedule, QoS, and Privilege.
Global policy only has Firewall and Specific Route profile. Policies can be defined in the policy tab. The
administrator can select one of the defined policies to apply it to the specific service zone.

» E-mail Message for Login Reminding: Click Edit Mail Message to change the content for Login
reminding words. Clients will receive an e-mail with this reminding content when they access their mail

servers before logging in the system.
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2.1) Authentication Options

Click the hyperlink of Auth Option, the Authentication option page will appear, showing options for

Serverl to Server4 and Guest Users.

Click the button of Configure to have further configuration.

Auth Option Auth Database Postfix Default Enabled
Server 1 LOCAL local ®
Sener 2 POP3 pop3 Q
Authentication Options
Server 3 RADIUS radius »
Server 4 LDAP Idap O
GuestUsers  ONDEMAND guest »

Local User Database Settings
Lacal User List

) Enable O Disahle

Account Roaming Out
(Local user database will be used as authentication database for roaming out users.)

@ Enable O Disahla
802.1X Authentication (Local user database will be used as internal RADIUS database for 802.13-enahbled
LAN devices, such as AP and gwitch.)

Roaming Out & 802, 1% Client Device Settings

Name: Set a name for the server using numbers (0 to 9), alphabets (a to z or A to Z), dash (-),
underline (_) and dot (.) within a maximum of 40 characters. All other characters are not
allowed.

Postfix: A postfix is used to inform the system which authentication option to be used for
authenticating an account (e.g. bob@BostonLdap or tim@TaipeiRadius) when multiple options
are concurrently in use. One of authentication option can be assigned as default. For
authentication assigned as default, the postfix can be omitted. For example, if "BostonLdap" is
the postfix of the default option, Bob can login as "bob" without having to type in
"bob@BostonLdap”. Set a postfix that is easy to distinguish (e.g. Local) and the server numbers
(0 to 9), alphabets (a to z or A to Z), dash (-), underline (_) and dot (.) within a maximum of 40

characters. All other characters are not allowed.

Warning: The Postfix Name cannot contain these words: MAC and IP.

Black List: There are five sets of the black lists. Select one of them or choose “None”. Please
refer to 4.2.2 Black List.

Authentication Database: There are five authentication methods, Local, POP3, RADIUS,
LDAP and NT Domain, to configure from. Select the desired method and then click the link
besides the pull-down menu for more advanced configuration. Local authentication method can

be chosen for one Auth Option.

Click the hyperlink Configure to enter the Local User Database Settings and then click the hyperlink

Local User Setting:
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[ addUser |[ UploadUser ||  Download User

Local User List
Applied Policy
Username Password MAC Address Local VPN Enabled
Remark
Mone
staffi01 staff001 Mo Delete

test

(Total:1) Eirst Previous Pext Last

Add User: Click this button to enter into the Adding User(s) to the List interface. Fill in the
necessary information such as “Username”, “Password”, “MAC” and “Remark”. Select a
desired Policy and choose whether to enable Local VPN. Only “Username” and
“Password” are required information. The rest are optional.

For the Policy configuration, please check section on Policy Configuration.

Click Apply to complete adding the user or users.

Upload User: Click this to enter the Upload User From File interface. Click the Browse
button to select the text file for uploading user account, then click Upload to execute the
upload process.
The file for uploading should be a text file containing in each line the following information:
Username, Password, MAC Address, Applied Policy, Remark, Local VPN enabled. There
must be no spaces between the fields and commas. The MAC field can be omitted, but the
trailing comma must be retained. When adding user accounts by uploading a file, the existing
accounts in the embedded database will not be replaced by the new.
Download User: Use this function to create a .txt file with all built-in user account information
and then save it on disk.
Search: Enter a keyword of a username to be searched in the text filed and click this button to
perform the search. All usernames matching the keyword will be listed.
Del All: Click on this button to delete all the users at once and click on Delete to delete the user
individually.
Edit User: If editing the content of individual user account is needed, click the username of the
desired user account to enter the Editing Existing User Data Interface for that particular user,
and then modify or add any desired information such as “Username”, “Password”, “MAC”,
“Policy” and “Remark” (optional) . Then, click Apply to complete the modification.
Account Roaming Out & 802.1X Authentication: When Account Roaming Out is enabled,
this system acts as a RADIUS server for other external RADIUS clients. The Local user with
RADIUS roaming out permission needs to be configured in the Roaming out & 802.1X Client
Device Settings first. The Local user in the list may then log on the system via the other domain,
such as a branch office, as long as the RADIUS clients are configured accordingly. Selecting
either of the options will bring up the hyperlink called Roaming out & 802.1X Client Device
Settings.
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Click the hyperlink Roaming out & 802.1X Client Device Settings to enter the Roaming out &
802.1X Client Device Settings interface. Choose the desired type, Disable, Roaming Out or
802.1X, and key in the related data and then click Apply to complete the settings.

Roaming Out & 802.1x Client Device Settings

No. Type IP Address Subnet Mask Secret Key
1 |Disable . 269285255255 (32) v

2 | Disable v 255.255.255.255 (132) v

. 802.1x Authentication: 802.1x is the IEEE security standard for wired and wireless LANs. It
encapsulates EAP (Extensible Authentication Protocol) processes into Ethernet packets instead
of using the protocol's native PPP (Point-to-Point Protocol) environment, thus reducing some
network overhead. It also puts the bulk of the processing burden upon the client (called a
supplicant in 802.1x parlance) and the authentication server (such as a RADIUS), letting the

"authenticator" middleman simply pass the packets back and forth.

2.1.1) Authentication Options —» POP3

POP3 refers to Post Office Protocol 3, a standard protocol used to retrieve e-mail stored in a mail
server. The system may authenticate users by using POP mail accounts. Two POP3 servers are
supported by the system: primary and secondary. When POP3 Server is enabled, at least one POP3
server will be required. Local VPN function can be enabled for clients authenticated by POP3
authentication method.

Authentication Option - Server 2

Name Server 2
Postfix popd
Black List Mane ~
Authentication Database FOP3 v
Enable Local VPN Al

Primary POP3 Server
Server f(Domain Name/IP Address)
Port FiDefault: 110)

SSL Connection [] Enable

Secondary POP3 Server

Server
Port

SSL Connection [] Enable

. Server: Set a name for the server using numbers (0 to 9), alphabets (a to z or Ato Z), dash (-),
underline (_) and dot (.) within a maximum of 40 characters. All other characters are not

allowed.
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. Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 to

9), alphabets (a to z or Ato Z), dash (-), underline (_) and dot (.) within a maximum of 40

characters. All other characters are not allowed.

Warning: The Postfix Name cannot contain these words: MAC and IP.

. Black List: There are five sets of the black lists. Select one of them or choose “None”. For
details, please refer to 4.2.2 Black List.

. Authentication Database: There are five authentication methods, Local, POP3, RADIUS,
LDAP and NT Domain, to configure from. Select the desired method and then click the link
besides the pull-down menu for more advanced configuration. Local authentication method can
be chosen for one Auth Option.

* Server: Enter the IP address/domain name given by the ISP.
* Port: Enter the Port given by the ISP. The default value is 110.
* SSL Setting: If this option is enabled, the POP3 protocol will perform the authentication.

2.1.2) Authentication Options - RADIUS

RADIUS refers to Remote Authentication Dial-In User Service, an authentication and accounting
system used by many Internet Service Providers (ISPs). The system may authenticate users using
external RADIUS server including both primary and secondary RADIUS server.

Click the hyperlink Configure for further configuration. The RADIUS server sets the external
authentication for clients. Enter the related information for the primary RADIUS server and/or the
secondary RADIUS server (the secondary server is not required). Information must be entered for

fields with red asterisks. These settings will be effective immediately after clicking the Apply button.

Authentication Option - Server 3

Name Server 3
Postfix radiug
Black List Hone ~
Authentication Database RADIUS v ((“configure
Enable Local VPN Il

External RADIUS Server Related Settings

802.1X Authentication O Enable (2 Disable
Username Format O complate (e.q. usert @sompanyname.cam) & Only 10 (2. usert)
NAS Identifier
Class-Policy Mapping [ Edit Clags-Policy Mapping ]

Primary RADIUS Server

Server FeRomain MamedP Address)
Authentication Port FDefault: 18121
Accounting Port F(Default: 1813
Secret Hey
Accounting Service & Enable O Disable
Authentication Protocol PAP  »

Secondary RADIUS Server

Server (Domain Hame/lP Address)
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802.1X Authentication: Select the Enable radio button to enable this function and the hyperlink
802.1X Client Device Settings will appear. Click the hyperlink 802.1X Client Device Settings
and the Roaming Out & 802.1X Client Device Settings interface will show up. For more
information about Roaming out & 802.1X Client Device Settings, please refer previous
description in Authentication Options = Local.

Username Format: Complete means to send completed username to the RADIUS server for
authentication, and Only ID means only send user ID without postfix to the RADIUS server for
authentication.

NAS Identifier: This is a Network Access Server (NAS) Identifier of this system for the external
RADIUS server.

Class-Policy Mapping

This function applies the selected policy to specific clients grouped by the RADIUS class attribute.
The clients will be applied with the assigned policy while logging on to the system.

External RADIUS Class Mapping To Policy - Server 3
O Enable @ Disahle
No. Class Attribute Value Paolicy Remark
1 Policy 1

2 Policy 1 v
Server: Enter the IP address/domain name of the RADIUS server.

Authentication Port: Enter the authentication port of the RADIUS server and the default value is
1812.

Accounting Port: Enter the accounting port of the RADIUS server and the default value is 1813.
Secret Key: Enter the key for encryption and decryption.

Accounting Service: Select this to enable or disable the “Accounting Service” for accounting
capabilities.

Authentication Protocol: There are two methods for selection: CHAP or PAP.

Notice: If the RADIUS Server does not assign idle-timeout value, the DSA-3600 will use the local

idle-timeout.

2.1.3) Authentication Options —» LDAP

LDAP refers to Lightweight Directory Access Protocol, a set of protocols for accessing information

directories. The system may authenticate users using external LDAP server including primary and

secondary.

Click the hyperlink Configure for further configuration. Enter the related information for the primary

server and/or the secondary server (the secondary server is not required). Information is required for

fields with red asterisks. These settings will be effective immediately after clicking the Apply button.
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Name

Postfix

Black List

Authentication Database

Enable Local VPN

Server

Port

Base DN

Authentication Option - Server 4

Server 4
Idap
Hone v
LDAP v |'
a@

Primary LDAP Server

FtDomain Named|F Address)
Fie.g. 389

fle.q. cn=users,de=domain,dc=com])

Account Attribute Fle.g. on)

Secondary LDAP Server

Server
Port
Base DN

Account Attribute

Policy Mapping

LDAP Policy Mapping Map LOAP Affributes to Policy

* Server: Enter the IP address/domain name of the LDAP server.

* Port: Enter the Port of the LDAP server, and the default value is 389.

* Base DN: Enter the distinguished name of the LDAP server.

* Account Attribute: Use the user account’s login username and password of the system, and
then type one Account Attribute (UID, CN) to access the LDAP server.

* LDAP Policy Mapping: This function is to apply selected policy to certain clients grouped by
LDAP attribute. The clients will be applied with the assigned policy while logging on the system.

2.1.4) Authentication Options — On-demand

This is needed in a retail environment. When customers need to use wireless Internet in a store, they

have to get printed receipts with username and password from the store to log in the system for

wireless access.

Guest Account Configuration

Postfix guest *e.g. guest. Mae 40 char
Receipt Header 1 Welcorme! (e.g. Welcame!)
Receipt Header 2
Receipt Footer Thank Youl (e.g. Thank Youl)
Policy Hame Policy 1w
WL AN ESSID dlink (a5, ey
Wireless Key

Remark

(USBI’S List Flan Configuration Generate GUBSIACCDUHTUSBT’]

* Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 to
9), alphabets (a to z or Ato Z), dash (-), underline (_) and dot (.) within a maximum of 40
characters. All other characters are not allowed.

* Receipt Header: There are two fields, Receipt Header 1 and Receipt Header 2, for the receipt’s
header. Enter receipt header message or use the default.
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* Receipt Footer: Enter receipt footer message here or use the default.

* Policy Name: Select a policy applied to Guest account.

*  WLAN ESSID: Enter the ESSID of the AP which will print on the receipt for clients’ reference.
* Wireless Key: Enter the key of the AP which will print on the receipt for clients’ reference.

* Remark: Enter any additional information that will appear at the bottom of the receipt.

2.1.5.1) Authentication Options — Guest Users — Users List
Click to enter the Guest Users List page’s screen. By default, the On-demand Guest user

database is empty.

Guest Users List

Username Password Remaining Time Status Account Valid Through Delete All

GSHT BIMCHHZM 2 hour Expired 200750451 0-23:57:43 Delete
(Total:1) First Previous Mext Last

. Search: Enter a keyword of a username to be searched in the text filed and click this
button to perform the search. All usernames matching the keyword will be listed.
. Username: The login name of the Instant user.
. Password: The login password of the Instant user.
. Remaining Time: The total Time that the user can use currently.
. Status: The status of the account.
= Normal indicates that the account is not in-use and not overdue.
= Online indicates that the account is in-use and not overdue.
= Expire indicates that the account is overdue and cannot be used.
. Account Valid Through: The expiration time of the account.
. Delete All: This will delete all the users at once.

. Delete: This will delete the users individually.

2.1.5.2) Authentication Options — Plan Configuration — Plan Configuration
Click this to enter the Guest Account Plan Configuration screen. In the Guest Account Plan

Configuration screen, the administrator may configure up to 10 billing plans.

Guest Account Plan Configuration
Plan Status Time Volume st Login Expiration Time

&) Enabled
1 2 hours |0 mins g hours
O Disabled

O Enabled

hours mins hours
© Disabled

* Status: Select to enable or disable this account plan.
* Time Volume: Set the guest account plan by inputting hours and minutes
« 1% Login Expiration Time: This is the time period that the client has to activate the

account after the account is generated. After this time, the account will self-expire.
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2.1.5.3) Authentication Options — Guest Users — Generate Guest Account User

Click this to enter the Generate Guest Account User screen. Click on the Generate button of
the desired plan and a guest account will be created. Click Print to print a receipt which will
contain the guest user’s information, including the username and password.

Note: The printer used by Print is a local printer connected to the administrator’s computer or

a printer pre-configured by the administrator

Generate Guest Account User

Plan Type Status Function
1 2 hrs 0 mins Enabled (" Generate
2 NiA Disabled " Generate
Username G5HT@guest
Password B2MCHH2MM
Usage 2 hirs 0 rins
ESSID : dlink

Shared Wireless Keay;

Your first time login must he done before 2007/04/10 23:57:43
The account is valid within 1 days after vour first login.

Thank You!

 Pint QW Close |

Guest Users List

Username Password Remaining Time Status Account Valid Through Delete All

( GEHT B2MCH2N 2 hour MNormal 2007/04M10-23:57:43 Delete

2.2) Custom Pages
There are five users’ login and logout pages for each service zone that can be customized by

administrators.

Click the button Configure, and the Login (Logout) page will appear, with configuration options for Login
Page, Logout Page, Login Success Page, Login Success Page for Instant Account and Logout

Success Page. Click the button of the respective page selections to make further configuration.

Login Page

Logout Page

Custom Pages Login Success Page
Login Success Page for Instant Account

Logout Success Page

2.2.1) Custom Pages — Login Page
The administrator can use the default login page or get the customized login page by setting the template
page, uploading the page or downloading from the specific website. After finishing the setting, click
Preview to see the login page.
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e Custom Pages — Login Page — Default Page

Choose Default Page to use the default login page.

Login Page Selection for Users - Service Zone: Default

(%) Default Page O Template Page
O Uploaded Page ) External Page

Default Page Setting - Service Zone: Default

This is the default login page for users.
ou could click Preview to preview the default login page.

Ereview

e Custom Pages — Login Page — Template Page
Choose Template Page to make a customized login page. Click Select to pick up a color and then fill

in all of the blanks. Click Preview to see the result first.
Login Page Selection for Users - Service Zone: Default

O Default Page @) Template Page

O Uploaded Page ) External Page

Template Page Setting

Color for Title Background Select (RGB values in hex mode)
Color for Title Text Select (RGB values in hex mode)
Color for Page Background Select (RGB values in hex mode)
Color for Page Text Select (RGB values in hex mode)
Title User Login Fage
Welcome Wielcome To User Login Page
Information Please Enter Your Mame and Password to Sign In
Username Usernarme
Password Password
Submit Submit
Cancel Clear
Copyright Copyright ()

e Custom Pages — Login Page — Uploaded Page
Choose Uploaded Page and upload a login page.
The user-defined login page must include the following HTML codes to provide the necessary fields

for username and password.

=form action="us erlogin.s htmI” method="post” name="Enter”=
<input ty pe="text” name="myus ername">

<input type="password” name="mypassword">

<input type="submit” name="submit™” value="Enter-

zinput type="reset” name="clear” value="Clear”>

</form=
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If the user-defined login page includes an image file, the image file path in the HTML code must be

the image file to be uploaded.

Remote VPN

Default Service zone
Service zone 1
Service zone 2
Service zone 3
Service zone 4

Click the Browse button to select the file to upload. Then click Submit to complete the upload

process.

Next, enter or browse the filename of the images to be uploaded in the Upload Images field on the
Upload Images Files page and then click Submit. The system will show the used space and the
maximum size of the image file of 512K. If the administrator wishes to restore the factory default of

the login page, click the Use Default Page button to restore it to default.

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check

. <img src=images/xx.jpg” >

: <img src=images0/xx.jpg” >
: <img src=images1/xx.jpg” >
: <img src=images2/xx.jpg” >
: <img src=images3/xx.jpg” >
: <img src=images4/xx.jpg” >

the file and click Delete to delete the file.

After the upload process is completed and applied, the new login page can be previewed by clicking

Preview button at the button.
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* Custom Pages — Login Pages — External Page

Login Page Selection for Users - Service Zone: Default
O Default Page O Template Page

O Uploaded Page @ External Page

External Page Setting

External URL hittp:ff

Choose the External Page selection and get the login page from the specific website. In the

External Page Setting, enter the URL of the external login page and then click Apply.

After applying the setting, the new login page can be previewed by clicking Preview button at the

bottom of this page.

The user-defined logout page must include the following HTML codes to provide the necessary

fields for username and password.

=form action="us erlogin.s htmI” method="post” name="Enter”=
<input ty pe="text” name="myus ername">

<input type="password” name="mypassword">

<input type="submit” name="submit™” value="Enter-

zinput type="reset” name="clear” value="Clear”>

</form=

2.2.2) Custom Pages — Logout Page
The administrator can apply their own logout page in the menu. As the process is similar to that of the

Login Page, please refer to the instructions on Login Page — Uploaded Page for details.

Upload Logout Page - Service Zone: Default

File Name

[ submit ][ Use Default Page |

Existing Image Files:

Total Capacity: 512

Now Used: [ |
Upload Image Files - Service Zonhe: Default
Upload Images
Preview

Please Note: While this process is similar to that of the Login Page, the HTML code for the user-defined
logout interface however is different. The following HTML code must be added in order for the user to
enter the username and password.
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<form action="usedogout.shtml” method="post” name="Enter">
<input type="text™” name="myusemame"">

<input type=""pssword” name="ypasswornd™>

<input type="submit" name="submit™ value="Logout">

<input type="res«" name=""clear" value="Clear"»

< form=
After the upload is completed, the customized logout page can be previewed by clicking Preview at the

bottom of this page. If restore to factory default setting is needed for the logout interface, click the “Use

Default Page” button.
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2.2.3) Custom Pages — Login Success Page

The users can apply their own Login Success page in the menu. As the process is similar to that of the

Login Page, please refer to the “Login Page” instructions for more details.

e Custom Pages — Login Success Page — Default Page

Choose Default Page to use the default login success page.

Login Success Page Selection for Users - Service Zone: Default
@ Default Page O Template Page
O Uploaded Page ) External Page

Default Page Setting - Service Zone: Default

This is the default login success page for users.
You could click Preview to preview the default login success page.

Preview
* Custom Pages — Login Success Page — Template Page
Choose Template Page to make a customized login success page. Click Select to pick up a
color and then fill in all of the blanks. Click Preview to see the result first.

Login Success Page Selection for Users - Service Zone: Default
O Default Page () Ternplate Page
C'Uplnaded FPage O Exdernal Fage

Template Page Setting

Color for Title Backaround Select (RGB values in hex mode)
Color for Title Text Select (RGB values in hex mode)
Color for Page Background Select (RGB values in hex mode)
Color for Page Text Select (RGH values in hex mode)
Title Login Success Page
Welcome Hello
Information Please click this button to
Logout Logout
Information2 Thankyou
Login Time Login Time

e Custom Pages — Login Success Page — Uploaded Page
Choose Uploaded Page to upload the login success page. Click the Browse button to select the

file for the login success page upload. Next, click Submit to complete the upload process.

After the upload process is completed and applied, the new login success page can be

previewed by clicking Preview button at the bottom.
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Login Success Page Selection for Users - Service Zone: Default
O Default Page O Template Page

@Upluaded Fage O External Page

Uploaded Page Setting

File Name Brovse..
Submit

Existing Image Files:

Total Capacity: 517 K

Now Used: 0 |
Upload Image Files
Upload Images
Preview

e Custom Pages — Login Success Page — External Page
Choose the External Page selection to get the login success page from the specific website. In
the External Page Setting, enter the URL of the external login page and then click Apply. After
applying the setting, the new login success page can be previewed by clicking Preview button

at the bottom of this page

Login Success Page Selection for Users - Service Zone: Default
O Default Fage C‘Template Fage
I Uploaded Page ) External Page

External Page Setting

External URL hittp:/f

2.2.4) Custom Pages — Login Success Page for Instant Account
The users can apply their own Login Success page for Instant Users in the menu. As the process is
similar to that of the Login Page, please refer to the instructions on Login Page for more details.

* Custom Pages — Login Success Page for Instant Account — Default Page

Choose Default Page to use the default login success page for Instant account

Login Success Page Selection for on-demand Users - Service Zone: Default

@) Default Page O Template Page
O Uploaded Page ) External Page

Default Page Setting - Service Zone: Default

This is the default login page for on-d lusers.
You could click Preview to preview the default login success page.

Preview
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e Custom Pages — Login Success Page for Instant Account — Template Page
Choose Template to make a customized login success for Instant account. Click Select to pick up a

color and then fill in all of the blanks. Click Preview to see the result.

Login Success Page Selection for on-demand Users - Service Zone: Default

) Default Page
C‘Uplnaded Fage

Color for Title Background
Color for Title Text

Color for Page Background

() Template Fage

O Exdernal Fage

Template Page Setting

Select (RGB values in hex mode)

Select (RGB values in hex mode)

Seleci (RGBvalues in hex mode)

Color for Page Text Select (RGBvalues in hex mode)
Title Login Success Page for Guest Users
Welcome Welcome
Information Plaage click this button to
Logout Logout
Information2 Thank you

Remaining Usage Remaining Usage

Day Dy
Hour Haur
Min hfin
Sec Sec
Login Time Login Time

e Custom Pages — Login Success Page for Instant Account — Uploaded Page
Choose Uploaded Page and get the login success page for Instant by uploading. Click the Browse
button to select the login success page file for instant upload. Then click Submit to complete the

upload process.

Login Success Page Selection for on-demand Users - Service Zone: Default
) Default Page O Template Page

&) Uploaded Page O External Page

Upload Login Success Page for on-demand

Erowse...

File Name

Existing Image Files:

Total Capacity: 512
Now Used: [I K

Upload Image Files

Upload Images
Previgw
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Login Success Page Selection for on-demand Users - Service Zone: Default

O Default Page O Template Page
O Uploaded Page © External Page

External Page Setting

External URL hitp:f

2.2.5) Custom Pages — Logout Success Page
The administrator can apply their own Logout Success page for Users in the menu. As the process is

similar to that of the Login Page, please refer to the instructions on Login Page for more details.

s Custom Pages — Logout Success Page — Default Page
Choose Default Page to use the default logout success page.

Logout Success Page Selection for Users - Service Zone: Default

) Default Page O Template Page
O Uploadad Page ) External Page

Default Page Setting - Service Zone: Default

This is the default logout success page for users.
You could click Preview to preview the default logout success page.

Preview

e Custom Pages — Logout Success Page — Template Page
Choose Template Page to make a customized logout success page. Click Select to pick up a color

and then fill in all of the blanks. Click Preview to see the result first.

Logout Success Page Selection for Users - Service Zone: Default

) Default Page () Template Page
O Uploaded Page O Esternal Page

Template Page Setting

Color for Title Background Select (RGH values in hex mode)
Color for Title Text Select (RGE values in hex mode)
Color for Page Background Select (RGH values in hex mode)
Color for Page Text Select (RGH values in hex mode)
Title Logout Success Page
Information Logout successfully
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e Custom Pages — Logout Success Page — Uploaded Page

Choose Uploaded Page to get the logout success page for upload. Click the Browse button to select
the file for the logout success page upload. Next, click Submit to complete the upload process.

After the upload process is completed and applied, the new logout success page can be previewed
by clicking Preview button at the bottom.

Logout Success Page Selection for Users - Service Zone: Default
C‘DEfau\tPage C‘Template Fage
& Uploaded Page O External Page

Upload Logout Success Page

File Name

Existing Image Files:

Total Capacity: 512 K
Now Used: 0 |

Upload Image Files
Upload Images

Previgw

* Custom Pages — Logout Success Page — External Page
Choose the External Page selection and get the logout success page from the specific website. Enter
the website address in the External Page Setting field and then click Apply. After applying the setting,

the new logout success page can be previewed by clicking Preview button at the bottom of this page.

Logout Success Page Selection for Users - Service Zone: Default
O Default Page O Template Page
O Uploaded Page &) External Page

External Page Setting

External URL hittp:if
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3) Service Zone Settings — Wireless Settings

Wireless Settings

SSIn dlink
Open System v
Enahle 802.1% Authentication
RADIUS Server Settings (802.1X)
Authentication
Security IP Address
Fort
Secret Key
Encryption Mone w

»  SSID: Each service zone must setup its own SSID.

»  Security: Each service zone can setup its own Authentication and Encryption support. Authentication
support: WPA-PSK, IEEE 802.1X (EAP-MD5, EAP-TLS, CHAP, PEAP); and encryption support: WEP
(64/128bit), WPA and WPA2.

4) Service Zone Settings — Managed AP(s) in the service Zone

» Managed AP in this Service Zone: List all APs belonging to this service zone.

Managed AP(s) in this Service Zone

IP Address
AP Type AP Name Status
MAC Address
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4.2 Users

This section provides information on the following functions: Authentication, Black List, Policy and Additional

Control.

D-Link . DSA-3600

Building Networks for People 0 i X : Multi-Service Business Gateway

"

Users

The internal or external account datahases include Local, FOR3, RADILS, LDAP, MT
Domain, and On-demand. The administrator needs to activate and configure at least
one of these authentication databases. Postiix is used forthe system to identify which
Authentication authentication option will be used for the specific user account when multiple options
are concurrently in use. One ofthe authentication options can he set as default, 50 that
---ﬁstatus end users can choose MNOT to type the complete account name (id@postig when
logging in.
5 sets of hlack list profiles can be defined. Each active authentication option may he
configured with one ofthese 5 hlack list profiles.

= Additional Control
peAccess Points

Black List

8 sets of policy profiles can be defined and used to enforce the access control for

Poli
& different groups of users.

Additional settings in this section will enable the administrator to control the user
sessions, such as idle timeout, multiple login, Logout upon closing the "Login
Success” window, et

Also, itis possible to customize the web pages for the entire login & logout processes,
as well as a POP3 email message to notify users to login hefore accessing the
netwaork:

In addition, the special MAC ACL (Access Caontrol List) is used to manage which client
devices are allowed to access the login page.

Additional Control

47



Chapter 4. Web Interface Configuration
4.2.1 Authentication

This function is used to authenticate users against internal or external account database. The DSA-3600 supports
several types of authentication database: Local, POP3, RADIUS, LDAP, and NT Domain. The DSA-3600 provides
up to three external authentication servers, one Local users authentication server and one Guest Users
authentication server. The administrator needs to activate and configure at least one of these authentication servers.
Postfix is used to inform the system which authentication server to use for authentication when multiple
authentication servers are concurrently in use. One of authentication server option can be assigned as default. For

the authentication server assigned as default, the Postfix can be omitted.

- .
D-Link " R DSA-3600
Building Networks for People D) A c _ SRR e
2 Tools 2 Help B Logout
: DSA-3600
@3ystem Authentication Settings
Auth Option Auth Database Postfix
Server 1 LOCAL local
dditianal Caontral
@ Access Points Server 2 PR3 pap3
8 Netwark
i Status Servar 3 RADIUS radius
Server 4 LDAP Idap
Guest Users OMNDEMAMD guest

* Authentication Option: There are 5 kinds of authentication database supported by DSA-3600: Local User,
POP3, RADIUS, LDAP, NT Domain and Guest Users. Click the hyperlink of the respective Authentication Option
to enter the Authentication Option page.

e Authentication Database: There are 6 different authentication methods supported in DSA-3600 Authentication
Database: Local, POP3, Radius, LDAP, NT Domain and ONDEMAND. Select the desired authentication
database and then click the hyperlink Configure next to the drop-down menu for further configuration.

» Postfix: Set a postfix that is easy to identify (e.g. local) for the authentication option by using numbers (0 to 9),
alphabets (a to z or A to Z), dash (-), underline (_) and dot (.) within a maximum of 40 characters. All other

characters are not allowed.

Please Note: Not more than one Auth Option is allowed to be enabled for Local, Guest Users or NT Domain

Authentication Database.

For more information on Authentication Methods, please refer to 4.1.6 Service Zone Settings — Authentication

Settings.
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4.2.2 Black List

The administrator can add or delete users in the black list for user access control. There are 5 sets of black lists
provided by the system. Each Black List allows up to 40 user accounts. A user account listed in the black list is not
allowed to log into the system, the client's access will be denied. The administrator may select one black list from the

drop-down menu and this black list will be applied to this specific authentication option.

- L
D-Link DSA-3600
Building Netwarks for People @ adnin- Multi-Service Business Gateway
N Tools 7 Help BB Logout
® DSA-3600
[ Bystern . -
B Users Black List Settings
L fientication Select Black List | 1Blacklistl |
Addifional Contral Name Blacklist!
Access Points
User Remark Delete
4 1T
@ status (Total:0) First Prev Net L ast
Add User(s)

* Select Black List: There are 5 lists supported by DSA-3600 for selections.
* Name: Set the name of the black list and it will show in the pull-down menu above.
* Adding User(s): After clicking Adding User(s), the Adding Users to Blacklist page will appear for adding

users to the selected black list.

Adding User(s) to Blacklist1

L L L
2 L L
3 L L

After entering the usernames in the Username field and the related information in the Remark field (not

required), click Apply to save the settings and the following page will appear.

Black List Settings

Select Black List
User Remark
Bah ]
Jarmes fraud O

(Total:2) First Prew Mext Last

Add User(s)

If the administrator wants to remove a user from the black list, just select the user’s “Delete” check box and

then click the Delete button to remove that user from the black list.
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4.2.3 Policy

There are nine policies, Global and Policyl to Policy8 provided by the system. Global is the system’s universal
policy including Firewall Profile and Specific Route Profile which will be applied to all users unless the user has
been regulated and applied to another policy. Each of the policies has a profile for Firewall, Specific Route,

Schedule, QoS, and Privilege Profile.

Policyl to Policy8 will be used and shared with the Service Zone default policy settings and Authentication
Databases settings. Once a policy is configured, you may assign it to the default policy of a service zone. Two
service zones may share the same policy. Policies can be selected in the Policy tab. The administrator can select
one of the defined policies to have policy-based user management supported by the DSA-3600. All user clients’
access to this service zone will be bound to this policy. When Local is the selected Authentication Database, a
policy can be applied per user basis. When RADIUS is the selected Authentication Database, the Class-Policy
Mapping function is available to let the administrator assign a policy for a RADIUS Class attribute. When LDAP is
the selected Authentication Database, the Attribute-Policy Mapping function will be available to let the

administrator assign a policy for a LDAP Attribute.

D-Link S —T DSA-3600

Building Networks for People & Samin- Multi-Service Business Gateway

.l

? Help B Logout

: DEA-3600
B[ System

B Users Policy Configuration

- = Authentication Select Policy: | Folicy 1 %
-2 Black List —
E1rolicy Firewall Profile
- =1 Additional Cantrol
- [ Access Points Specific Route Profile
[ Metwark
B[l Status Schedule Profile
QoS Prafile
Privilege Profile
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4.2.3.1 Global Policy

Policy Configuration

Select Policy: Glohal  »

Firewall Profile
Specific Route Profile

Select Policy: Select Global to set the Firewall Profile and Specific Route Profile.
A. Firewall Profile: Click the hyperlink of Setting for Firewall Profile. The Firewall Configuration will appear.
Click Predefined and Custom Service Protocols to edit the protocol list. Click Firewall Rules to edit the

rules.

Global Policy - Firewall Configuration

Predefined and Custom Service Protocols
Firewall Rules
a. Predefined and Custom Service Protocols: There are predefined service protocols available for
firewall rules editing. The administrator is able to add new custom service protocols by clicking Add,
and delete the added protocols with Select All and Delete operations.

Global Policy - Service Protocols List

No. Name Description
1 ALL ALL

2 ALLTCP TCP; Source Port 0~65535, Destination Port: 0~65535
3 ALLUDP UDP; Source Paort: 0~65535, Destination Port: 0~65535
4 ALL ICMP ICMP:; Type: Any, Code: Any

i} FTP TCPRIUDP, Destination Port: 20,21

B HTTP TCRAUDP, Destination Port: 80

7 HTTPS TCPAIDP; Destination Port: 443

a POP3 TCP; Destination Port 110

q ShTP TCP; Destination Port: 25

10 DHCP UDP; Destination Port: 67,68

(Total: 27) First Prev Mext Last

b. Firewall Routes: Click the number of Filter Rule No. to edit individual rules and click Apply to save
the settings. The rule status will show on the list. Check “ Active” box and click Apply to enable that
rule.

Global Policy - Firewall Rules

Source st
. . Encrypted )
No. Active Action Rule Name Senvice Schedule
Destination (Faf
Encrypted
AN
O Block ALL Abwvays
AMY
ANY
2 a Block ALL Alays
ANY
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Selecting the Filter Rule Number 1 as the example:

»  Rule Number: This is the rule selected “1”.
»  Rule Name: The rule name can be changed here.
»  Source/Destination — Interface: There are choices of ALL, WAN1, WAN2, and the named
Service Zones to be applied for the traffic interface.
»  Source/Destination — IP: Enter the source and destination IP addresses.
»  Source/Destination — Subnet Mask: Enter the source and destination subnet masks.
»  Source- MAC Address: The MAC address of the source IP address. This is for specific MAC
address filter.
»  Source/Destination — IPSec-Encrypted: check the box for only filtering on the encrypted
traffic.
Glebal Policy - Edit Filter Rule
Rule Number: 1 Rule Name: I—
Source Destination
Interface/Zone m Interface/Zone m
IP Address | IP Address |
Subnet Mask [255.255 265255 (30 7] Subnet Mask [255.255.265.256 (33) 7]
MAC Address —
IPSec Encrypted | IPSec Encrypted m
Service Protocel  [ALL "7
Schedule C plways @ Recurring O One Time
Days Sun Mon Tue Wed Thu Fir Sat
Select | Iv| v v L L] |
Start: Hour 00 =] Minue [0 7|
Stop: Haour lm Minute m
Action for Matched Packets & giock O pass
»  Service Protocol: There are defined protocols in the service protocols list to be selected.
»  Schedule: When schedule is selected, clients assigned with this policy are applied the firewall
rule only within the time checked. There are three options, Always, Recurring and One Time.
Recurring is set with the hours within a week.
»  Action for Matched Packets: There are two options, Block and Pass. Block is to prevent

packets from passing and Pass is to permit packets passing.

B. Specific Route Profile: Click the hyperlink of Setting for Specific Route Profile, the Specific Route Profile

list will appear.

Global Policy - Specific Routes

Destination Gateway
Route No.
IP Address Subnet Netmask IP Address
1 255.255.285.255 (32) »
2 255.255.255.2585 (132) »

Route No.: The number of route.
IP Address (Destination): The destination IP address of the host or the network.

Subnet Netmask: Select a destination subnet netmask of the host or the network.

YV V V VY

IP Address (Gateway): The IP address of the next router to the destination.

52



Chapter 4. Web Interface Configuration
4.2.3.2 Policyl to Policy8

Select Policy: Select a desired policy for configuration.

Policy Configuration

Select Policy: Falicy 1 »

Firewall Profile
Specific Route Profile
Schedule Profile
QoS Profile
Privilege Profile

A. Firewall Profile: Click the hyperlink of Setting for Firewall Profile, the Firewall Configuration will appear.
Click Predefined and Custom Service Protocols to edit the protocol list. Click Firewall Rules to edit the

rules. Please refer to 4.2.3.1 Global Policy section A for the same operations.

Policy 1 - Firewall Configuration

Predefined and Custom Service Protocols

Firewall Rules

B. Specific Route Profile: Click the hyperlink of Setting for Specific Route Profile, the Specific Route Profile
list will appear.
The Default Gateway of WAN1, WAN2, or a desired IP address can be defined in a policy. When Default
Gateway is enabled, all clients applied this policy will access the Internet through this default gateway. In
addition, the system supports up to 10 specific routes for each policy.
»  Enable: Check this option to apply the Default Gateway.
»  Default Gateway: Select the default gateway as WAN1, WAN2 or an assigned IP Address.

Policy 1 - Specific Default Route

Enable [] Default Gateway: | IP Address b

WA Defaull Gateway

VAN 2 Default Gateway Routes

IP Address

Destination Gateway
Route No.
IP Address Subnet Netmask IP Address

1 255.255.255.295 (138~
2 255.255.255.295 (138~

» IP Address (Destination): The destination IP address of the host or the network.
»  Subnet Netmask: Select a destination subnet netmask of the host or the network.

» IP Address (Gateway): The IP address of the next router to the destination.

C. Schedule Profile: Click the hyperlink of Setting for Schedule Profile to enter the Schedule Profile list.
Select “Enable” to show the list. This function is used to restrict the hours the users can log in. Please
check the desired time slot and click Apply to save and enable the settings (on the screen below is shown
only for 0 to 02:59, but the system can be configured based on 24 hours, 00:00 to 23:59). These settings
will become effective immediately after clicking the Apply button. The Login Hours in a 7x24 format is used
to control the clients' login time. When Schedule is enabled, clients applied polices are only allowed to
login the system at the time which is checked in the applied policies.
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(& Enable O Disable

Polity 1 - Permitted Login Hours

HOUR SUN MON TUE WED THU FRI SAT
00:00~00:59
01:00-01:50
02:00~-02:569

D. QoS Profile: Click the hyperlink of Setting for QoS Profile to enter the Traffic Configuration.

Policy 1 - Traffic Configuration

Traffic Class BestEffort
Total Downlink Unlimited
Individual Mflximum Unlimited
Downlink
Individual Request Downlink | None v
Total Uplink Unlimited
Individual Maximum Uplink | Unlimited |+

Individual Request Uplink | Mone v

»  Traffic Class: Each login user will be categorized into a policy. Each policy can choose its
own traffic class. There are four traffic classes: Voice, Video, Best-Effort and Background.
Voice and Video will be put into high priority queue. When select Best-Effort or Background, it
also can configure the Downlink and Uplink Bandwidth.

»  Total Downlink: The Total Downlink defines the maximum bandwidth allowed to share by
clients within the same policy.

» Individual Maximum Downlink: The Individual Maximum Downlink defines the maximum
bandwidth allowed for an individual client; the Individual Maximum Bandwidth can not exceed
the value of Total Bandwidth.

» Individual Request Downlink: The Individual Request Downlink defines the guaranteed
minimum bandwidth allowed for an individual client; the Individual Request Bandwidth can
not exceed the value of Total Bandwidth and Individual Maximum Bandwidth.

»  Total Uplink: The Total Uplink defines the maximum bandwidth allowed to share by clients
within the same policy.

» Individual Maximum Uplink: The Individual Maximum Uplink defines the maximum
bandwidth allowed for an individual client; the Individual Maximum Bandwidth can not exceed
the value of Total Bandwidth.

» Individual Request Uplink: The Individual Request Uplink Bandwidth defines the
guaranteed minimum bandwidth allowed for an individual client; the Individual Request

Bandwidth can not exceed the value of Total Bandwidth and Individual Maximum Bandwidth.
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E. Privilege Profile: Click the hyperlink of Setting for QoS Profile to enter the Privilege Configuration

Including PPTP login, Instant Account Privilege and Change Password Privilege.

Policy 1 - Privilege Configuration
PPTP login O Enable © Disable
Instant Account Privilege O Enable () Disable

Change Password Privilege O Enable & Disahle

» PPTPlogin: When PPTP login is enabled, the policy applied user is able to access the
internal network from the external network via establishing a PPTP VPN tunnel when
Remote VPN function under Network category is enabled.

» Instant Account Privilege: When Instant Account Privilege is enabled, the authenticated
users are allowed to create guest accounts via the Login Success Page.

» Change Password Privilege: When Change Password Privilege is enabled, the

authenticated Local users are allowed to change password via the Login Success Page.
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4.2.4 Additional Control

In this section, additional settings are provided for the administrator to the following for user management.

D-Link - - DSA-3600

Building Networks for People & admin - X - Multi-Service Business Gateway

? Help B Logout

Additional Control

Idle Timenout (minutes):| 10 | r(i-1440)

User Session Control  Multiple Login [Jrauthentication options using On-damand and RADILS databases will not support this
function.)

Logout upon closing the "Login Success" window

5@
B[ Status

Session Timeout {minutes) }Ti_ﬂ }(5,1440)
Built-in RADIUS . : T
Server Settings Idle Timeout {minutes): 10 (4-120)

Intetim Update iminutes): {5 Fi1-120)

Customization Certificate

Remaining Time

Reminder © Enable @ Disale

MAC ACL Edit (Control list to manags which client devices are allowed to access the lagin page)

* User Session Control: Functions under this section applies for all general users.
Idle Timeout: If a user has been idled with no network activities, the system will automatically kick out the user.
The logout timer can be set in the range of 1~1440 minutes, and the default logout time is 10 minutes.
Multiple Login: When enabled, the same account can be logged in by different clients at the same time. (This
function doesn’t support users authenticated with Guest users or RADIUS server)
Logout upon closing the “Login Success” window: When a client logs into the network without VPN, a small
window will appear to show the client’s information and there is a logout button for the logout. If enabled. When
the clients try to close the small window, there will be a new popup window to confirm the logout in case the
users click the logout button by accident.

* Built-in RADIUS Server Settings
Session Timeout: The time that the user can access the network while roaming. When the time is up, the client
will be kicked out automatically.
Idle Timeout: If a client has been idled with no network activities, the system will automatically kick out the
client.

Interim Update: The system will update the clients’ current status and usage according to this time periodically.

56



Chapter 4. Web Interface Configuration
* Customization: The administrator can upload their own certificate to the system.

Upload Private Key

File Name

Upload Certificate

File Name

[ UseDefauitCertiicate |

* Remaining Time Reminder: There is a Remaining Time Reminder supported by the system to remind guest
users that their accounts are about to expire within the set time. When Remaining Time Reminder is enabled,
there will be a message appearing on guest user’s screen to remind them.

S © Enable O Disahle
Remaining Time

Reminder
5 minutes  *Range: 1-30; Befault: 5)

* MAC ACL: Enter the MAC address of the network device. When MAC ACL is enabled, only the clients with their
MAC addresses listed in this list can access the system on this WEB interface or getting a login page. There will

be up to forty sets provided in this MAC Control List. User authentication is still required for these users.

Access Control List

O Enable & Disable

No. MAC Address No. MAC Address
1 2
3 4
b i
T 8
9 10

11 12

13 14

15 16

17 18

19 20

(Total:40) First Prev Me

Y

Last
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4.3 Access Points

This section provides information on the following functions: List, Discovery, Adding, Templates, Firmware and

Upgrade.

nk DSA-3600

Building Networks for People " Jrmin - Muiti-Service Business Gateway

: D3A-3600
o Systern 2
I 3y Access Points
Alist to show the infarmation of each ranaged AP, including Type, Narme, IP Address,
List MAC Address, and online Status. Functions in this section also include the operations

such as rehoot, enable, disable, delete, apply a new template, and other configuration

This Discovery function is to manually or automatically detect the supported types of

Discovery APs when connected to the LAM pors and automatically assign a unigue IP address to
each AP discoverad.

The Adding function is used to manually st up an AR via filling in the required

Adding information for that AP. The svstem provides 3 templates that can be used to simplify
the AP conflguration

3 AP sefting templates can be defined. These templates can be editad, saved, and

Templates : : : :
uged in “Adding" and "Discovery’ sections.
The Firmvare function provides the tools to see the AP firmware version and upload
Firmware new AP firrmware into the system. The systermn stores up to three versions of AP
firmware.
The Upgrade function aliows administrators to upgrade the AP firmare using the
Upgrade firrrweare files stored in the system. Multiple AP firmware uparade can be done at the

same time.
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4.3.1 List

All of the supported managed APs (such as DWL-2100AP with hardware version A3 and above, firmware version
v2.20EU and above) under management of the system will be shown in the list. The list is empty during first setup.
The administrator can add supported APs from Discovery or the Adding menu tab. After the APs are added, this list
will show the current managed APs including AP type, AP name, IP Address, MAC Address, Service Zone and
Status. The administrator can reboot, enable, disable, delete the managed APs, or apply template to them by
checking the check box in front of each individual AP or selecting all the APs together by checking the top check

box.

Please Note: The supported managed AP may be vary for different DSA-3600 firmware version.

D-Link st DSA-3600

Building Networks for People @ acmin - I ! Muiti-Service Business Gateway

7 Help 2 Logout

: DSA-3600
B[ System
[ Users
E--W'Acces Paints 1P Address

] AP Type AP Name Service Zone Status

- Discovery
adding MAC Address

= Templates

2 Firrmwiare [ Rehoot ][ Enahle ][ Disable J[ Delete J[ Apply Template ][ Apply Service Zane
-2 Upgrade

F- [ Network (Total: 0) First Prev Mext Last
= Status

AP List

After adding an AP:

Check any AP and click the button below to Reboot, Enable, Disable, Delete and Apply Template the checked AP.

Click Apply Template to select one template to apply to the AP.

* AP Name
Click the hyperlink of the AP Name to have more configurations. There are four kinds of settings available:
General, LAN, Wireless LAN and Access Control. Click the hyperlink of each individual setting to have further
configurations.

» Status
After clicking the hyperlink in the Status column, there are two areas of information shown: AP Status Summary
and AP Status Details. AP Status Summary includes AP Name, AP Type, LAN interface MAC address,
Wireless interface MAC address, Report Time, SSID, Number of Associated Clients and Remark. AP
Status Details include System Status, LAN Status, Wireless LAN Status, Access Control Status and

Associated Client Status.
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4.3.2 Discovery

Use this function to detect and manage all the supported APs in the network segments.

- L
D-Link r | DSA-3600
Building Networks for Paople i ol i Multi-Service Business Gateway
2 Help B2 Logout

= D5A-3600

B[ System z =

5 [ Users Discovery Settings

B Access Points AP Type DWL-21004P

New IP Address |Dgfall-l_v|

() Factory Default
IP Address: 192.168.0.50

=l Firmware

= Upgrade = =
e Admin Settings Used to :
"ENEMDrk Discrver Lagin ID: admin
- 8 Status FPassword: (Empty)
O Manual
k2 Addiessss il = altel StartIP Address: 19216812 |
Discovery ke
Background AP Discovery
Status Digabled
Discovery Results
IP Address AP Name Template
AP Type Service Zone
MAC Address Password Channel

* Discovery Settings
When the administrator tries to discover a new AP, select the Service Zone first. Second, select Factory Default
or Manual in Admin Settings Used to Discover field; enter the current IP range of the APs if they are not in
default value. Then click Scan Now button. If the new AP has been discovered, it will appear in the following
Discovery Results list. If there is a warning message showing below the Discovery Settings, follow the
instructions to change configurations.
Please fill in the required data.

» Interface: Select the default service zone of the interface where APs are connected and to be scanned.

»  Admin Settings Used to Discover: Select Manual, enter the current IP range of the APs in IP Address
field if they are not in default value. The IP of AP with factory default setting is "192.168.0.50". If the AP
was discovered before, the IP address of the AP should have been changed. Please enter the right IP
address of the AP or reset the AP to default values. Login ID is the admin ID of the AP. Password is the
admin password of the AP. If the AP is in default value, just select Factory Default, system can discovery
the APs.

» IP Addresses of APs after Discovery: The start IP to be assigned will be entered here.

»  Scan Now: Click the Scan Now button and the APs that match the given settings will be shown in the
Discovered Results below. If any IP address among the IP range assigned for a specific AP is used, there
will be a warning message showing up. Please change the IP Addresses of APs after Discovery and
then click Scan Now again. For the desired AP, input the desired AP name and admin password, select
one template to apply, select the check box, and click Add to add the discovered AP to the List. For more

information about the template, please refer to 4.3.4 Templates.
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Background AP Discovery

The system supports discovering APs periodically in background. The New IP Address Assignment and Access
to the AP Admin Interface configuration in Background Auto Discovery page are the same as in the Discovery
Settings. Click Configure and then select Enable to set the configuration. When Auto Adding AP to the list is
enabled, the system will add the discovered APs into the List table automatically and apply the selected
template in the Template Applied option to the AP. When the configurations are set as requirement, the system

will discover new APs periodically and automatically in background.

Click Configure to enter the Background AP Discovery page to have further configuration.

Background AP Discovery

AP Type Dwl-21 00AP
Hew IP Address
Assignment Default G
& Factory Default
IF Address: 192.168.0.50
Admin Settings Used to Login ID: admin
Discover u :
Pasgword: (Empty
O Manual
1 AETEERSSEES (7 L9 i Start IP Address: |192.16%.1.2
Discovery
Status O Enable (& Disable

The Interface, Admin Settings Used to Discover and IP Addresses of APs after Discovery configurations
are the same as the settings mentioned above. Check Enable to have more configuration. Select Interval
setting from the drop-down menu to set the system to scan periodically according to this setting (the default
value is 10 minutes). If Auto Adding AP to the list is enabled, a new detected AP will be assigned an available
IP address from the IP address range set in IP Addresses of APs after Discovery and applied with the
selected template automatically.

Discovery Results

When the matched AP is discovered, it will be shown in the Discovery Results below and a new IP address will
be given to the discovered AP automatically. Check the Add box to add the AP, and it will be listed in the List.
The discovered new APs will be listed here. The administrator can click Add button to register the APs to the List
for management. When the system’s Service Zone is set to Tag-based mode, service zones also can be
assigned here. After clicking Add, the current management page is directed to AP List, where the newly added
APs will show up with a status of “configuring”. It may take a couple of minutes to see the status of the newly

added AP to change from “configuring” to “online” or “offline”.
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4.3.3 Adding

The supported APs (such as DWL-2100AP) can also be added into the List manually. Enter the related information
of the AP and select a Template Applied. Click ADD and then the AP will be added to the List. Similar to the AP
added after discovery, a manually added AP will show up with a status of “configuring” in the AP List initially. The
system will attempt to configure the AP with the value specified. A couple of minutes later, the AP’s status will

become “online” or “offline” on the AP List.

D'W o DSA-3600

Building Networks for People o) i 3 Multi-Service Business Gateway

? Help 2 Logout

.:‘ DEA-3600
B[ System
@users

“Access Points AP Type DWyL-21 D0AP

Adding An AP to The List

- Status MAC Address |
Remark |
Service Zone Diefault
Template Applied TEhELATH A
Channel Auto v |

* AP Type: The type of supported AP.

* AP Name: The mnemonic name of the specific AP.

* Admin Password: The password of the AP for the system to access it.

* |IP Address: The IP address of the AP.

* MAC Address: The Media Access Control (MAC) address of the AP.

* Remark: The administrator can add some extra information for the AP in this field if desired.

* Service Zone: When the system’s Service Zone is set to Tag-based mode, additional Service Zone field will be
here for assigning services zones to the AP.

* Template Applied: The template which will be applied to the AP.
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4.3.4 Templates

A template is a model that can be copied to every AP without having to configure the each AP individually. The
system supports up to three templates which include configurations of APs. The administrator can configure the
setting together in the template instead of logging the AP management interface to set the configurations one by one.

Click Edit to go to configuration. Select the AP type (if available) and one of the three available templates, and then

click Edit to have the Template Editing page.
D-Link — DSA-3600

Building Networks for People & admin - Multi-Service Business Gateway

? Help B2 Logout

: DSA-3600
- [ Systemn i
..gu!;grs Template Selection
=] {;‘Acce_ss Points AP Type s
-2 List -Ed\t

- =] Discovery Template Name TEMPLATE vl

-2 Firmware

= Upgrade
- [ Metwork
B[ Status

Template Editing

Name | TEMPLATE1 |[_configure_|

Copy Settings From
Remark Template 1

Except configuring all the template setting manually, copy the configuration of an AP to the template by selecting a

Copy Settings From and revise some settings is also acceptable. Please select None if configuring the whole
template from the draft is desired. Enter the Name and Remark (optional) and click Configure to have further
configuration.
After clicking Edit to enter the Details page, revise the configuration on demands such as SSID or Channel. About
other functions of Wireless part please refer to 4.3.1 List.
* Template Editing

The administrator can set the template configuration manually or copy the configurations from a specific existing

managed AP by Copy Settings From option. Click Configure button to have detailed configurations.
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General
Subnet Mask 265.255.255.0
Default Gateway 192.168.11
SNMP Disahbled w
System Activity Enabled
Wireless Activity Enahled
SYSLOG
MNotice Enabled
Remuote Syslog Server Dizabled w
Wireless
SSID Broadcast Enabled =
Data Rate Auto w
Fragment Length 2
(Default: 2246; Range: 256 ~ 2248)
RTS Length gl

(Default: 2346; Range: 256 ~ 2345)

100
(Default: 100; Range: 20 ~ 1000 m=ed)

1

Beacon Intenval (ms)

DTIM
(Default: 1, Range: fram 1 to 265)
Properties Preamhble Shortand Long
Transmit Power Full 4
802.11g Only Digabled »

Wireless QoS WMM Enabled s

4

Load Balance Disabled

Link Integrate Disahled

4

Internal Station Connection | Enabled

Ethernet to WLAN Access |Enabled «

Access Control by MAC Address

Status Disabled +

Access Control by MAC Address: This function provides to control the clients’ devices that are allowed to
associate with the APs applied with the desired template setting. Choose Disabled or Enabled in the Status
column and enter the desired clients’ MAC addresses in the MAC Address List. There are up to 20 MAC addresses

available. When this function is enabled, please make sure the MAC Address List is not empty.
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4.3.5 Firmware

This is where AP’s firmware can be uploaded. The current firmware can also be downloaded to the local storage if

required.

The system supports the firmware management of APs to upload new firmware, delete the existing firmware, and

download the firmware to managed APs. Note that the AP’s firmware version must be one that has been integrated.

- s
D-Link - DSA-3600
Building Networks for People 1' adimin e Multi-Service Business Gateway
2 Help 2 Logout

: DE8A-3600

[ System

-fElUsers i

E--{ﬁ"Access Foints Firmware Upload

File Name |[Browse... | Upload
L] List

i = Upg 7

ﬁ Metwork File Name y y :

ﬁslatus AP Type Version Size Actions

Checksum
File Download x|

Do pou want bo save this file’?

@ Mame: af00_firmware.rom

Tepe: Unknown File Type, 670 KB
From: 10.2.3.112

Save

‘while files from the Internet can be useful, some files can potentially
harm pour computer. If you do not tust the sounce, do not save thiz
file, ‘hat’s the rizk?

* File Name: The name of the AP firmware to be uploaded.

e Upload: Click Upload button to upload the file from a local disk to the system.
* List: All uploaded firmware will be listed here.

* Checksum: The automatically detected security identification of the firmware.
* AP Type: The AP type of the firmware.

* Version: The version of the firmware.

* Size: The file size of the firmware.

* Download: Click Download to save the selected firmware to local disk.
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4.3.6 Upgrade

The administrator can upgrade the firmware of selected APs individually or at the same time by checking the check
box of the APs in Selection column. Note that both the version before upgrade and the next version must be ones
that have been integrated with the system. Check the APs which need to be upgraded and select the upgrade

version of firmware, and click Apply to upgrade firmware.

raoa: DSA-3600
D Llnk : . . Multi-Service Business Gateway

Building Networks for People
< Tools ? Help P Logout

o ackmin -

= D5A-3600
-

= [l Systern H
[ Users List
Last Upgraded

- Next Version Selection
Time

Name Type Version

[/ tporase WX concel

L
- Status

* Last Upgraded Time: The time when the AP was last upgraded.

* Next Version: The firmware version to be upgrade to the AP.
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4.4 Network

This section provides information on NAT, Privilege, Monitor IP, Walled Garden, Proxy Server, DDNS, Client
Mobility and VPN.

DLink DSA-3600

Building Networks for People © admin - N Muiti-Service Business Gateway

Ll

Network Cenfiguration

The MAT function supports 3 types of network address translation: DMZ(Demilitarized
Zone), Public Accessible Server and IPPort Redirect,

NAT

The Privilege function supports two types of privilege list based on [P address and
Privilege MAC address. Devices specified in the list require NO authentication to access the
netwark.

Up to 40 IP addresses can be defined in the Monitor IP function. System can monitor
these IP hased network devices and periodically repart online status via email based
on & configurable interval. These monitored devices can be accessed via HTTF or
HTTPS connection. The management interface of the monitored device can be
accessed via a hyperlink of device's IP address when the system is operated under
MNAT mode.

Monitor [P

UUp 10 20 domain names/IF addresses can be defined in the list. Authentication is MOT
required for users to access these domains andfor LURLs

Walled Garden

Proxy Server System supports up to 10 external proxy servers.
DDNS Systern suppors dynamic DNS (DDMS) feature.
Client Mohility Sy=tem supports IP plug-and-playiPRE).

There are 3 types of YPH connection supported in the system, including Local YRR,
Remote VPR, and Site-to-Site WVPH. For the local ¥PH, an IPSec tunnel can be
established hetween the system and the client located at the LAM side. For the
Remaote WPR, a FPTF tunnel can he esiablished hetween the system and the remote
user over the Internet For the Site-to-Site WP, an IPSec tunnel can be constructed to
be used to connect to other IPSec capahle device over the Internet.
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4.4.1 NAT

There are three functions that need to be set here: DMZ (Demilitarized Zone), Public Accessible Server and

Port and Redirect.

D.Link T u DSA-3600

Building Networks for Peaple & admin - y 3 Multi-Service Business Gateway

]

?  Halp Logout

- [ System

= Users Network Address Translation

- iccess Rafts DMZ {Demilitarized Zone}
Public Accessible Server

Port and IP Redlirect

=  DMZ (Demilitarized Zone)

The administrator can define mandatory external to internal IP mapping using this function, so that a client on
the WAN side network can access the private machine by accessing the external IP. Choose to enable
Automatic WAN IP Assignment by checking the Enable check box and enter the Internal IP address. When
Automatic WAN IP Assignment function is enabled, accessing WAN1 will be mapped to access the Internal
IP Address. For Static Assignments, enter Internal and External IP Addresses as a set and choose to use
WAN1 or WANZ2 for the External Interface from the drop-down menu. These settings will become effective

immediately after clicking the Apply button.

Automatic WAN IP Assighment

Enable External IP Address External Interface Internal IP Address

0 10.29.4.101 AN [ ]
Static Assignments
No. External IP Address External Interface Internal IP Address
| | R —
: | | iy ——
; | | | iy —
: | | s —
: | | | iy —
; | e —
; | = ——
: | | | iy —
; | e —
. | | | iyl —

(Total40) First Prev MNexdt Last

®  Public Accessible Server

The administrator can set up to forty virtual servers using this function, so that the computers not belonging to
the managed network can access the servers in the managed network via WAN1 port IP of DSA-3600. Enter the
External Service Port, Local Server IP Address and Local Server Port accordingly. Depending on the
different services selected, the network service will be able to use the TCP protocol or the UDP protocol. In the
Enable column, check the desired server to be enabled. These settings will be effective immediately after

clicking the Apply button.
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Public Accessible Server

No. External Service Port Local Server IP Address Local Server Port Type Enable

1 O 1cP O
O upDP

2 O 1cP 0O
O UDP

g O 1cP O
O upP

a O TcP 0O
O UDP

5 O 1cP O
O upP

& O 1cP O
C uop

7 O 1cP 0O
O UDP

8 O 1cP O
O upP

q O Tcp o
O UDP

a O 1cP 0
O upDP

(Total:40) First Prev Mex Last

=  Port and IP Redirect

The administrator can set up to forty sets of the IP address ports for redirection purpose using this function.
When users attempt to connect to the port of a Destination IP Address listed here, the connection packet will
be converted and redirected to the port of the Translated to Destination IP Address. Enter the IP Address
and Port of Destination, and the IP Address and Port of Translated to Destination accordingly. Depending
on the different services selected, choose the TCP protocol or UDP protocol. These settings will become

effective immediately after clicking Apply.

Port and IP Redirect

Destination Translated to Destination
No. Type
IP Address Port IP Address Port

O TcP
O upP

O TCP
Q upp

O TeP
O upP

O TCP
Q upp

O TCP
O upP

O TcP
Q upp

O TCP
O upp

O TcP
Q upp

O TCP
O uop

O TcP
O upp

(Total40) First Prev Mex Last
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4.4.2 Privilege

The DSA-3600 provides two Privilege Lists, IP Address List and MAC Address List. The administrator can add
desired IP addresses and MAC addresses in these lists using the Privilege List function. The IP addresses and MAC

addresses in these lists are allowed to access the network without authentication.

- »
D-Link e DSA-3600
Building Networks for People @ admin- Multi-Service Business Gateway
? Help 2 Logout

* D5A-3600

- Systemn o )

B Users Privilege List

B[ Access Points At aRg ikt

E-{@ Netwark P

.

MAC Address List

- [ Status

= |P Address List

If there are some clients belonging to the managed server that need to access the network without
authentication, enter the IP addresses of these clients in this list. Remark is optional but useful for tracking
purpose. The DSA-3600 allows up to 100 privilege IP addresses. These settings will be effective immediately
after clicking Apply.

Granted Access By IP Address

No. IP Address Remark

f L ] L ]
2 I I
3 L ] L ]
4 I I
5 L ] L ]
8 I I
7 L ] L ]
8 I I
s L ] L ]
10 I I

(Total: 100y Eirst Prev Mext Last

Warning: Permitting specific IP addresses to have network access rights without going through standard

authentication process may result in security problems.

=  MAC Address List

In addition to the IP addresses, the clients’ MAC addresses can also be set in this list, so that authentication is
not required when they using the network. The DSA-3600 allows the setting of up to 100 privilege MAC
addresses. Enter the MAC address (in format: xx:xx:xx:xx:xx:xx) and the remark (optional) accordingly. These

settings will be effective immediately after clicking Apply.
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Granted Access By MAC Address

No. MAC Address Remark

(Total: 100} First Prev Mext Last

Warning: Permitting specific MAC addresses to have network access rights without going through standard

authentication process may result in security problems.
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4.4.3 Monitor IP

The DSA-3600 will send out a packet periodically to monitor the connection status of the IP addresses on the list. If
the monitored IP address does not respond, the system will send an e-mail to notify the administrator that such
destination is not reachable. After entering the related information, click Apply and these settings will become

effective immediately.

When the monitored devices have built-in Web servers and connect to the LAN interfaces operating under NAT
mode, they can be accessed by hyperlink of their IP addresses. To add the monitored IP addresses in hyperlink

accessible mode, click the Create button in the Hyperlink column.

The Monitor IP supported by the system can monitor the devices in this list by pinging them periodically. The
administrator can use this function to monitor third-party APs. Enter the IP addresses of the devices that the
administrator wants to monitor and click the Apply button. When the administrator logs in the system, click the
Monitor Now button to execute the monitor action manually and a new page with status of monitored devices will
appear. The red dots mean the devices are unreachable and the green dots mean the devices are reachable and
alive. A notification e-mail of the monitored status can be set to notify the administrator in a set interval. For more
information, please refer to E-mail & SYSLOG in Status category. For monitored devices on LAN, such as third-party
APs or web cameras with built-in web-based administrative interface, hyperlinks can be created for the administrator
to access the administrative interface of the devices by clicking the Create button in the Hyperlink column. This

hyperlink function enables the administrator to manage the devices from WAN easily.

D-Link o R DSA-3600

Building Networks for People 3_ Aclimin < Multi-Service Business Gateway

? Help B Logout

= D5A-3800
[+ System ; <
1 fUsers Meonitor IP List
& 'ﬁf\ccess Al No.  Protocol IP Address Hyperlink No. Protocol IP Address Hyperlink
= Network
1 |htta v | | [create | 2 [np +| | | [create |
T T
o T 3 |htp v | | [create] 4 [ntn v | | [create |
[ 1y Sorver 5 [~ | | [Creas] & [mmo v| | | [Creae]
fenthlabily 7 |htp v | | [create] & [hp v | | [create |
g9 ihﬂp v| | ‘ [ Create ] 10 |hﬂp v| | | [ Create ]
11 |hrlp vi | ‘ [ Create ] 12 |hnp v| | | [ Create ]
13 |http v | | [create | 14 [ntp v | | [create |
16 [nte | | | [create | 16 [ntp | | | [creat |
17 |nte »| | | [create] 18 [ntp | | | [create |
18 !hﬂp v| | i [ Create ] 20 |http | | | [ Create ]
(Total: 40y Eirst Prev Mext Last
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When the Monitor Now button is clicked, Monitor IP Results page will appear. If the entered IP address is
unreachable, a red dot under Result field will appear. A green dot indicates that the IP address is reachable and
alive.

Monitor 1P Results
P P Address Bl
1 192 168 T T8 -
1087110 @
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4.4.4 Walled Garden

This function allows clients of specified addresses or domain names to access the Internet before login and
authentication. Up to 20 addresses or domain names of websites can be defined in this list. Users without network

access right in this list can make use of the actual network service free of charge.

Enter the IP Address or Domain Name of the websites in the list. The settings will be effective immediately after

clicking Apply.

The Walled Garden supported by the system provides free surfing areas for clients to access before they are
authenticated by the system. An example may be seen in hotels, where guests without network access right are

allowed to utilize the network service free of charge.

D-Link B DSA-3600

Building Networks for People % atmin - Multi-Service Business Gateway

? Help 2 Logout

: DEA-3600
i System
Userg
- Access Points

Walled Garden List

o No. Domain NamelP Address No. Domain Name 1P Address
El- Metwark
MAT
i 1 I 2
Privilege
Monitor IP
e Gardon 3 I s |
Proxy Server
e 5 I 5 |
Client Mobility
: YPN i 8
-[i Status -
- 9 10
11 12

18 ] 2 ]
e

Caution: To use domain names in list, a DNS server must first be configured in the network in order for this function

to work.
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4.4.5 Proxy Server

The DSA-3600 supports External Proxy Server functions and provides a built-in Proxy Server. Under its security
management, the system will match the proxy setting of External Proxy Servers list to the clients' proxy setting in
their browsers. If no matching is found, the clients will not be able to get the login page nor access the network. If a
matching is found, the clients will first be directed to the system for authentication, and upon successful

authentication, redirect the clients back to the desired proxy servers.

D-Link DSA-3600
Building Netwarks for Peaple F : B8 Ly Multi-Service Business Gateway
? Help 2 Logout
* D3A-3600
#-fg System
@_EUSWS External Proxy Servers
& fiiAccess Painls No. IP Address Port
1 [ ] | |
2 L I
3 | I | |
4 | — | |
5 I [
5 = | I |
7 [ ] I I
3 I | I |
s L | |
10 ] [
Redirect Outgoing Proxy Traffic To Built-in Proxy Server
Built-in Proxy Server O Enable & Disahle

» External Proxy Servers: The system will match the proxy setting of the External Proxy Servers list to the
clients’ proxy setting if the setting is found in their browsers. If no matching is found, the clients will not be able to
get the login page nor access the network. If a matching is found, the clients will first be directed to the system
for authentication, and upon successful authentication, redirect the clients back to the desired proxy servers.

* Redirect Outgoing Proxy Traffic To Built-in Proxy Server: The DSA-3600 has a built-in proxy server. If this

function is enabled, the clients will be forced to treat the DSA-3600 as the proxy server regardless of the clients

original proxy settings, and all traffic will be redirected through the built-in proxy server.

For more information about setting up the proxy servers, please refer to Appendix C — Proxy Configuration.
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4.4.6 DDNS

The DSA-3600 provides a convenient dynamic DNS (DDNS) function to translate the IP address of WAN port to a

domain name that helps the administrator memorize and connect to WAN1 port. When the DDNS is enabled, the
system will update the newest IP address regularly to the DNS server if the WAN1 interface is set to Dynamic.

These settings will become effective immediately after clicking Apply.

P .
D-Link 2 b DSA-3600
Building Networks for People " aclmir - ot Muiti-Service Business Gateway

i ? Help 2 Logout
* D3A-3600
- [ Systemn )
- f Users Dynamic DNS
[ Access Paints DONS = e
B Netwark (Enable (3} Disable
I . Provider DYNDIMS. org(Dynamic) v

anitar [P
alled Garden Host Name | l‘
roxy Server .
E ] Username/E-mail [ }‘
lient hiobility
PasswordKey [ l’

P
[ Status

* DDNS: Dynamic DNS, choose to enable or disable this function.

e Provider: Select the DNS provider.

* Host name: The IP address/domain name of the WAN port.

* Username/E-mail: The register ID (username or e-mail) for the DNS provider.
* Password/Key: The register password for the DNS provider.

Note: The fields with red asterisks are required to be filled in.

4.4.7 Client Mobility

The DSA-3600 supports IP PNP function. When enabled, this function allows clients with fixed or assigned IP

address to authenticate through the DSA-3600 to access the network.

X el : DSA-3600
D Llnk - Multi-Service Business Gateway

Building Networks for People L admin -
?  Help B Logout

= D3A-3600

---ﬁSystem : .
B[ Users Client Mobility
- [@Access Points 1P PNP OEnable @ Disable

: =
- [ Status

* IPPNP:
By enabling IP PNP, a PC with a static IP address will be able to access the network even if the system enables

the built-in DHCP server. No TCP/IP reconfiguration is needed.
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4.4.8 VPN

Virtual Private Network (VPN) is designed to increase the security of information transferred over the Internet. VPN
can work with wired or wireless networks and dial-up connections over POPS. It can create a private encrypted
tunnel from the end user's computer, through the local wireless network and the Internet, to corporate servers and

databases. There are 3 types of VPN connection supported by this system: Local, Remote, and Site-to-Site.

E s STy Ty DSA-3600
D Illnk - , 1 . . - = Multi-Service Business Gateway

admin -

Building Networks for People L
A Tools . 2 Help @ Logout

\

* DSA-3600
-

VPN Settings

Local VPN

Remote VPN

Site-to-Site VPN

Prowy Server
DOMS

B[ Status

= Local VPN
When this setting is enabled, the system allows the VPN tunnel between a client's device and the system to

encrypt the data transmission. The system's Local VPN supports end-users' devices using Windows 2000 and
Windows XP SP1, SP2. Some IPSec parameters are available for change by the administrator. It allows the
creation of encrypted channels between two servers, and can be used to filter IP traffic to authentication servers.
To use this function, check Enable and choose the desired parameters. Click Apply to enable the Local VPN.

For more information on IPSec VPN, please refer to Appendix H— IPSec VPN.

Local ¥YPN For The Entire System

Active @ Enable O Disable

VPN Client Isolation O Enable & Disable

IPSe¢ Parameters

Encryption O DES & 3-DES
Integrity ® mos O sHA1
Diffie-Hellman ® Group1 O Group 2

= Remote VPN
A PPTP tunnel can be established between the system and the remote user over the Internet. Check the Enable

or Disable radio button in the Active column to activate or deactivate this function. If the Remote VPN function is

enabled, enter the Start IP in the Client IP Address Range column.

When this setting is enabled, the system allows the VPN tunnel between a remote client and the system to
encrypt the data transmission via PPTP. The system's VPN supports end-users' devices using Windows 2000
and Windows XP SP1, SP2. Start IP field must be entered when enabled. The Client Policy, Supported

Authentication Servers and the Remote VPN login page can also be customized here. The system supports up
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to 10 PPTP connections.

Remote VPN for the Whole System

Active CEnable @ Disatle
IP Address Range
Assignment 9 Start [P {=Support up to 10 FETF connections.)
Auth Option Auth Database Postfix Default Enabled
Local DB LOCAL local - ]
Authentication Options Serer ? LOCAL Postfix? * M
Semer3 RADIUS Postix3 3 ]
LDAP LDAP LD&P O F
Client Policy Falicy 1 »

Client Login Page Client Login Page

= Site-to-Site VPN

When the setting is enabled, the system will enable the IPSec VPN tunnel between two remote networks/sites to
encrypt the data transmission. Click Add a Remote Site button to set the configuration of remote VPN capable
devices, such as a VPN gateway. Click Add a Local Site button to set the configuration of the local site.

An IPSec tunnel can be constructed and used to connect to other IPSec capable devices on the Internet.

Remote Site Configuration
Name IP Address Pre-shared Key Edit Delete

Add A Remote Site

Local Site Configuration

Local Subnet Local Interface Remote VPN Gateway Remote Subnet Edit Delete

Add A Local Site

Click Add a Remote Site to enter the Remote VPN Gateway page for further configuration.

Remote VPN Gateway

Name
IP Address
Authentication Method FPre-shared Key w
Pre-shared Key
Phase1 Proposal Encryption |AES256 v | Authentication | SHA-T w
Diffie-Hellman Group Cerowp1 CGroup 2 [ Group &
IKE Life Time IKE Life Time|8h (s: secand, m: minute, h hour, d: day)

DPD Delay 10 (second)
DPD Timeout| 15 (second)

Dead Peer Detection

Remote Subnet

Mo Metwork Mask
1 285255 255 255 (/32) v
2 255 256.266 255 (f32) |»
3 255.266.266.265 (f32) @
4 2565255255 255 (32) v
5 255 266,255 255 (/32) v
B 265 266.2656.255 (32) v
7 255 256.266 255 (f32) |»
g 255.266.266.265 (f32) @
9 285255 255 255 (/32) v
10 255 266,255 255 (/32) v

Click Add a Local Site to enter the Local Site Information page for further configuration.
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Local Site Information

Local Interface WAMT v

Remote VPN Gateway N Add a New Host

Local Subnet
{in prefiz notation: 0

Remote Subnet ~
Phase2 Proposal Encryption |AES256 | Authentication | SHAT »
Key's Life Time Key's Life Time 24h (s second, m: minute, h: hour, d: day)

[l Enakla Rekey

Rekey
Rekey Margin 9m (s: second, m: minute, h: hour, d: day)

[“]Enable PFS

Perfect Forward Secrecy
FFS GroupODP1024 | Group 2

Click Add a New Host to enter the screen of Remote VPN Gateway.

Remote VPN Gateway

Name
IP Address
Authentication Method Pre-shared Key
Pre-shared Key
Phase1 Proposal Encryption | AES256 % | authentication | SHA-T &
Diffie-Hellman Group Oeroup 1 CGroup 2 Ceroup &
IKE Life Time IKE Life Tirme 8h (s secand, m: minute, h: hour, d: day

10
Dead Peer Detection DPD Defay second)

DPD Timeout| 15 (second)

Remote Subnet

Mo, Metwork Mask
1 255 265 256 265 ({32) |»
2 265.205.260 266 (32) v
E 255 265 256 265 ({32) |»
4 265.205.260 266 (32) v
5 255 265 256 265 ({32) |»
6 265.205.260 266 (32) v
7 255 265 256 265 (/32) |»
8 265.205.260 266 (32) v
g 255 265 256 265 (/32) |»
10 265.265.260 266 (32) ¥
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4.5 Status

This section covers the description of system status information and online user status, which include System,

Interface, Online Users, User Logs, and E-mail & SYSLOG. An overview of the system is also provided here for

the administrator's reference.

D-Link -_ DSA-3600

Building Networks for People acdmin - Multi-Service Business Gateway

el

% Tools ? Help 2 Logout

: DEA-3600
- [ System
[ Users

'EACCESS Points System Display current seftings of the system

Status

Display the current settings of the WAR 1, VAR 2 Caontrolled LAM, and Uncontrolled
LAM.

Interface

Display the information of the online users. Content of the information includes
Oniine Users Usermame, IF Address, MAC Address, Packet Count (InfOuty, Byte Count (nfQufy and
= E-rnail & SYSLOG idle tirne. Administrator can remove the online user via clicking the Logout button in
each record.

Display detailed user access records on daily basis. History record of up 1o 3 days is

User Logs 4
keptin the system's volatile memory.

The systern can send reports to up to 3 email accounts. The types of report sent
E-mail & SYSLOG includes Monitor [P report, User logs, and AP status change.
External SYSLOG semver is configured here
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4.5.1 System

This section provides an overview of the system administration.

D-Link

Building Networks for People

Tools -

Interface

Online Users
User Logs
E-mail & SYSLOG

System Setting Overview

Firmware Version
Build
System Name
Homepage Redirect URL
SYSLOG Server - System Log
SYSLOG Server - Guests User Log
Proxy Server
Lagout upon closing the “"Login Success” window

Warning of Internet Disconnection

WAN Failover
SNMP
Retained Days
User Logs
Receiver E-mail Address(es)
NTP Server
System Time
Time
Idie Time Cut
User Session Control
Multiple Login
Preferred DNS Server
DNS
Alternate DNS Server
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1.00.00
01600
DEA-3600
httpeitwennee. dlinkeintl.cormi
[if:TliA
[T
Disahled
Enablad
Disahled
Dizabled
Disahled

3 days

A
iR,
iR

tockusno.navy.mil
2007/04/03 16:00:47 +0800
10 Min(s)
Disabled
208.67.222.222

20867222220

DSA-3600

Multi-Service Business Gateway

? Help

2 Logout
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The following information in the table describes all the items found in the System Setting Overview menu:

Iltem

Description

Firmware Version

The present firmware version of DSA-3600

System Name

The system name. The default is DSA-3600

Homepage Redirect URL

The page to which the users are directed after initial login

sSuccess.

SYSLOG server - System Log

The IP address and port number of the external Syslog

Server. N/A means that it is not configured.

SYSLOG server - Guest User log

The IP address and port number of the external Syslog

Server. N/A means that it is not configured.

Proxy Server

Enabled/disabled stands for that the system is currently

using the proxy server or not.

Friendly Logout

Enabled/disabled stands for the setting of
hiding/displaying an extra confirmation window when

users try to close the login successful window.

Warning of Internet Disconnection

Enabled/Disabled stands for the connection at WAN is
normal or abnormal and all online users are

allowed/disallowed to log in the network.

WAN Failover

Shows the connection status of WAN1 and WAN2.

Management Console IP

The IP or IPs that is allowed for accessing the web

Address management interface.
Management
SNMP Enabled/disabled stands for the current status of the
SNMP management function.
) The maximum number of days for the system to retain the
Retained Days . )
users’ information.
User Logs
Receiver E-mail The e-mail address that the traffic history information will
Addresses be sent to.
NTP Server The network time server that the system is set to align.
System Time
Time The system time is shown as the local time.
The number of minutes allowed for the users to be
. Idle Time Out ] .
User Session inactive.
Control Enabled/disabled stands for the current setting to
Multiple Login
allow/disallow multiple logins form the same account.
Preferred DNS Server |IP address of the preferred DNS Server.
DNS

Alternate DNS Server

IP address of the alternate DNS Server.
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4.5.2 Interface

This section provides an overview of the all interfaces for the administrator such as WAN1, Service Zone — Default,

Service Zone — Default DHCP Server. Each service zone represents a virtual system, therefore, the information of

the system’s network interface is grouped by service zone.

DSA-3600

Ed 2 -
Link g S
Building “,M!hl,}pmpm 1' R S Multi-Service Business Gateway
% Tools  + ? Help 2 Logout
# DEASE00
g ?;Sgresm Network Interface
- @i Access Points MAC Address 0016 EGBZF 4G
WAN1 IP Address 10.26.1.83
Subnet Mask 255.255.0.0
| E-mail & SYSLOG iSRRI il
WAN2 IP Address
Subnet Mask
Mode AT
Service Zone - Default IP Address 182.168.1.1
Subnet Mask 255.255.255.0
Status Enabled
WINS IP Address [NIA
Se'“;ﬁg;g:\g?{a“" start IP Address 18216812
End IP Address 16821681100
1440 Minis)

Lease Time

Service Zone - SZ1 Disabled

Service Zone - 572 Disabled
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The description of the table is as follows:

WAN1

ltem Description
MAC Address The MAC address of WAN1 port.
IP Address The IP address of the WAN1 port.

Subnet Mask

The Subnet Mask of the WAN1 port.

Service Zone -

Default

Mode

The mode address of the default service zone.

IP Address

The IP address of the default service zone.

Subnet Mask

The Subnet Mask of the default service zone.

Service Zone —
Default DHCP

Server

Status

Enable/Disable stands for status of the build-in DHCP

server on the service zone.

WINS IP Address

The WINS server IP.

Start IP Address

The start IP address of the DHCP IP range.

End IP Address

The end IP address of the DHCP IP range.

Lease Time

Minutes of the lease time of the service zone.

Service Zone —
SZ1~S74

Disabled

Enable/Disable stands for status of the SZ1~SZ4 server

on the service zone.

45.3 Online Users

Each online user’s information can be obtained using this function. These include Username, IP Address, MAC
Address, Pkts In, Bytes In, Pkts Out, Bytes Out, Idle, Access From and Kick Out. All online users will be listed

here. The administrator can use this function to force a specific online user to log out, or terminate any user session

by clicking the hyperlink of Kick Out button.

D-Link

Building Networks for Peaple & admin-

DSA-3600

Muiti-Service Business Gateway

: DEA-3600

- System

B[ Users

- Acress Points
ﬁ Metwark No.
B Status

-mail & SYELOG

Click Refresh to renew the current users list.

IP Address

2 Logout

Online Users List

Username Pkts In Bytes In Access From

ldle

MAC Address PktsOut  Bytesout  °%  iickout
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4.5.4 User Logs

This function is used to check the history of DSA-3600. The history of each day will be saved separately in the

DRAM for 3 days.
D-Link

Building Networks for Peaple

Multi-Service Business Gateway

* DSA-3600
- Gvatem
[ Users Users Log
---p_Access Points Date Size (Byte)
[ [ Mok
=i Status 2007-03-31 65
= System 2007-04-01 52
= Interface
2007-04-02 65
2007-04-03 65
Guests User Log
Date Size (Bvte)
2007-03-31 105
2007-04-01 105
2007-04-02 105
2007-04-03 105
Roaming Out User Log
Date Size (Byte)
2007-03-31 106
2007-04-01 106
2007-04-02 106
2007-04-03 106

Caution: Since the history is saved in the DRAM, if you need to restart the system and also keep the history, then

please manually copy and save the information before restarting.

If the Receiver E-mail Address for System Log has been entered under the E-mail & SYSLOG page, then the
system will automatically send out the history information to that e-mail address.
* Users Log
The Users Log provides users' login and logout activities except guest users and RADIUS roaming in/out users
such as Date, username, IP address, MAC address, Packets In count, and Packets Out count.
* Guests User Log
The Guests User Log provides the login and logout activities of guest users such as Date, username, IP address,
MAC address, Packets In, and Packets Out.
»  System Name: The system name defined in General tab of System category.
»  Type: The authentication status of the user.
» 1st Login Expiration Time: This is a constant value of 1 day.
» Account Valid Through: This is the Expired info setting in Plan Configuration of Guest User.
»  Remark: The administrator can add extra information here about each Guest User.
* Roaming Out User Log
The Roaming Out User Log provides the login and logout activities of roaming out users such as Date,
username, |IP address, MAC address, Packets In, and Packets Out.
»  Type: The authentication and accounting type of the external RADIUS server. There is a type called
Accept for authentication. There are three types of accounting, Start, Interim-update, and Stop.
»  NASID: The System ID of the system. Usually, NASID is the MAC address of the WAN port of the
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system.

»  NASIP: The IP address of the WAN port of the system.
»  NASPort: The port of the WAN port of the system.
>
>

UserMAC: The MAC address of the user.

SessionlID: The system will give a unique Session ID to an authenticated user when he/she starts a new
session.

SessionTime: The time in seconds of this session.

Bytes In/Out: The traffic amount of inbound/outbound traffic based on byte.

vV V V

Pkts In/Out: The traffic amount of inbound/outbound traffic based on packet.
» Message: The system response of why the client stops this session.
* Roaming In User Log
The Roaming In User Log provides the login and logout activities of roaming in users such as Date, username,
IP address, MAC address, Packets In, and Packets Out.
»  Type: The authentication and accounting type of the external RADIUS server. There is a type called
Accept for authentication. There are three types of accounting, Start, Interim-update, and Stop.
»  NASID: The System ID of the system. Usually, NASID is the MAC address of the WAN port of the
system.
NASIP: The IP address of the WAN port of the system.
NASPort: The port of the WAN port of the system.
UserMAC: The MAC address of the user.

YV V V V

SessionlID: The system will give a unique Session ID to an authenticated user when he/she starts a new
session.

SessionTime: The time in seconds of this session.

Bytes In/Out: The traffic amount of inbound/outbound traffic based on byte.

Pkts In/Out: The traffic amount of inbound/outbound traffic based on packet.

YV V V V

Message: The system response of why the client stops this session.
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455 E-mail & SYSLOG

The system supports sending notification e-mails of Monitor IP Report, Users Log, Guest User Log, and AP Status

Change up to 3 e-mail accounts automatically. The notifications of AP Status Change are triggered by event when a
managed AP becomes unreachable, while the other three types of e-mails are sent periodically in given intervals. A
trial e-mail is provided by the system for validation. In addition, the system supports recording SYSLOG of User Log

and Guests User Log to external SYSLOG servers.

D-Link T " A DSA-3600

Multi-Service Business Gateway

Building Networks for People S acmin -

? Help Logout
* DSA-3600
+]- [ System e . -
E---EU\;ers Notification E-mail Settings
r_ﬂ---ﬁ!Access Foints ) y Monitor IP o
- [ Metwork Receiver E-mail Address{es) Report Users Log Guests User Log  Status
L Change
| | O O O O
i ! O O O O
| | O 0 O O
Interval |1 Hour v| |1 Hour v‘ ‘1 Hour  » | P
SMTP Setting Test [ Send ] [ Send ] [ Send ] [ Send ]
Sender E-mail Address | |
SMTP Server | |
SMTP Auth Method [Mone ~|

SYSLOG server Settings

System Log IP: ‘ | Port: | |

Guests User Log =8 \ | Port: | |

. Receiver E-mail Address(es): The e-mail address of the person whom the history e-mail is for. This will be
the receiver’s e-mail. Check which type of report to be sent—Monitor IP Report, System Log, Guests User Log,
and AP Status Change.

J Interval: The time interval to send the e-mail report. Choose a proper number from the drop-down box.

. SMTP Setting Test: To test if the settings is correct or not.

. Sender E-mail Address: The e-mail address of the sender in charge of the monitoring.

. SMTP Server: The IP address of the SMTP server.

. SMTP Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and
NTLMv1, or “None” to use none of the above. Depending on which authentication method you select, you
have to enter the Account Name, Password and Domain.
NTLMv1 is not currently available for general use.
Plain and CRAM-MDS5 are standardized authentication mechanisms while Login and NTLMv1 are Microsoft
proprietary mechanisms. Only Plain and Login can use the UNIX login password. Netscape uses Plain.
Outlook and Outlook express uses Login as default, although they can be set to use NTLMv1.
Pegasus uses CRAM-MD5 or Login but can not be configured which method to use.

° Syslog Server Settings: There are 2 types of syslog supported: System Log and Guests User Log. Enter the

IP address and Port to specify which and from where the report should be sent to.
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4.6 Tools

This section provides information on seven utilities used for customizing and maintaining the system, including
Setup Wizard, Change Password, Backup/Restore Setting, System Upgrade, Restart, Wake-On-LAN, and
Quick Links.

DSA-3600

A Multi-Service Business Gateway
v 9 Imin -

Setup Wizard
Password Change
| Backup & Restare
Systern Upgrade

Restart 4
- Wake-On-LAN Setup Wizard

[_step1 | General

[tis recommended to
change administrator's

password and select Mew Password

the appropriate time

zone hefore setting up werify Password

the systern.

Guick Links

Time Zone |(GMT+DS.DD)Taipei -
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4.6.1 Setup Wizard

The administrator can configure the DSA-3600 via its web management interface as specified. In order to connect to
the Internet, the TCP/IP related information such as IP address, subnet mask, and gateway address, must first be
obtained from the ISP. The Configuration Wizard uses four simple steps to provide easy setup of the DSA-3600.

»  General

»  WAN1 Interface

»  Local User Account (Optional)

»  Confirm and Restart
The Setup Wizard provides express setup procedures for D-Link DSA-3600 in 4 steps. Follow the instructions given
at each step to change the system admin password, select time zone, configure WAN1 interface, and create local
user account. Upon completing the Setup Wizard procedures, the system will need to be restarted in order for the
setting to take effect. The system is ready for operation after restart. Please refer to the Quick Installation Guide of

DSA-3600 if step-by-step screen images can help the process.

®  Running the Wizard
Click Tool and Setup Wizard the left-top menu, and the Setup Wizard page will appear.
Please read the recommendation of each step.
N .5 % . . DSA-3600
D Ll“k. , . e _ Multi-Service Business Gateway

Building Networks for Paople . admin -

Ll

Y : ? Help 2 Logout
i i
Password Change
Backup & Restore
Systern Upgrade

Restart

B-E22-Eiy

\rake-On-LAN Setup Wizard
Quick Links
m General
[tis recommended to
change administratar's
password and select Mew Password: | ssses
the appropriate time =
zonge before setting up Wetify Password: | esess
the systerm. _—
Time Zone | (GMT+08:00)Taipei -
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Step 1: General

Change Password

Enter the administrator's New Password in the New Password field and retype it again in the Verify Password
field. (Note: The maximum length of the password is twenty-character and no space is allowed.) To secure the
system, changing the administration account password is recommended. Next, select a proper time zone from

the Time Zone drop-down menu to set the system time. Click Next to continue.

Setup Wizard

m General

Itis recommended to
change administrator's

password and select Mew Password. (eseses
the appropriate time
zone hefore setting up Werify Pagsword, |sesss
the system.
Time Zone: | (GMT+08:00Taipei v

Step 2: WANL1 Interface

Select the Connection Type for WANL1 Port

Select an Internet connection type for WAN1 interface. Contact your ISP or the network administrator to make
sure the connection type for WAN1. There are three connection types provided by DSA-3600: Static, Dynamic
and PPPoE. Enter the Username and Password provided by the ISP. Click Next to continue, or click Back to

change configurations in previous step.

= Dynamic IP Address
If this option is selected, an appropriate IP address and related information will be assigned automatically.

Click Next to continue.

Setup Wizard
WANT1 Interface

O Static (Use the following IP settings)

m ® Cynamic {IF settings assigned automatically.)

Flease select O PPPoE

connection type ofthe
WART interface and

= Static IP Address: Set WANL1 Port’s Static IP Address
Enter the IP Address, Subnet Mask and Default Gateway provided by the ISP.

Click Next to continue.
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Please selact
caonnection type of the
WART interface and
canfigure the settings.

Setup Wizard
WANT1 Interface

(®) static (Use the following IP settings)

IF Address: :
Subnet Mask: :
Default Gateway: :
DMS Server:
O Cynamic (P settings assigned automatically.)
O FPPPOE

CEmue AT

=  PPPoE: Set PPPoE Client’s Information

Enter the Username and Password provided by the ISP.

Click Next to continue.

Flease select
connection type ofthe
WART interface and
configure the seftings.

Step 3: Local User Account (Optional)

Local User - Add User

Setup Wizard
WAN1 Interface

) Static (Use the following IP settings)
O Cynamic {IF settings assigned automatically.)

& PPPOE
Usernarne: | I*
Passwaord: | l*

e T

New local accounts can be added into the local user database. Enter the Username (e.g. staff001) and

Password (e.g. Jim) of the desired new account to add a new local account into the system. Click Skip to exit

step 3 or click Next to validate added local accounts and continue.

fou can choose to add
alocal user account for
a fguick trial.

Setup Wizard

Local User Account {Optional)

Username: | staff001

Password: |-u. |

e (e [
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" Step 4: Confirm and Restart

Click Finish button to save the current settings and restart the DSA-3600. A confirming message will appear

after clicking Finish. Click OK to continue. The Setup Wizard is now completed.

Setup Wizard

Confirm and Restart

Please press Finish button and restart DSA-3600.

Flease press "Finish" to

confirm the settings and
restart the system.

Setup Wizard

Confirm and Restart

utton and restart DSA-3600.

\_‘?/ Are you sure you want to restart the swstem now?

[ ok [ canesl . @

Flease press "Finish" to
confirm the settings and
restart the systemn.

During the DSA-3600 restarting, a Confirm and Restart page will appear on the screen. Please do not interrupt
the DSA-3600 until the DSA-3600 Administrator Login Page reappears. This indicates that the restart process

has been completed.

Setup Wizard

Confirm and Restart

Please press "Finish" to
canfirm the settings and
restart the systermn.
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Welcome To Administratar Login Fagel
Flease Enter Your Username and Password To

Sign In.

Lsernarme: | |

Password: | |

[ EnTER  |[ cLEaR |

Back and Exit: During every step of the wizard, if you wish to go back to modify the settings, please click the Back

button to go back to the previous step. Click Exit to leave the Wizard.

Please Note:
Login to web management interface again using “admin” for both the default username and password in the
Username and Password fields. After logging the web management interface, click System and then click Service

Zones to enter the Basic Settings page. Next, click the Server 1 hyperlink.

The DSA-3600 uses Virtual LAN (VLAN) along with a SSID to separate service zones. At this stage, the system is
ready for use in minimum configuration. The factory default configuration uses tag-based VLAN. The ‘Default’

service zone (with SSID="dIlink’) is enabled and requires no user authentication at this initial stage.

D-Link = DSA-3600

Building Networks for People [ in - Ho . Multi-Service Business Gateway

Authentication Settings

Authentication Required For the Zone () Enabled () Disabled

= Auth Option  Auth Database  Postfix Default Enabled
= WUAN Traffic
2 LAN Port Mapping LOCAL local ®
Sener 2 POP3 pop3 @
- [ Access Paints Authentication Options
[ Metwork Server 3 RADIUS radius @
[ Status
Servar 4 LDAP Idap !
GuestUsers ONDEMAND guest @
Loan Page
Logout Page
Custom Pages Login Success Page
Login Success Page for Instant Account
Logout Success Page
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ISP e Internet
WAN1| . .

| DSA-3600
| J

SSID #1: % ~., SSID #2:
ssid-staff ssid-guest

Service Zone (VLAN)
for staff

Service Zone (VLAN)
for guests

Figure-4.6.1a: An example using Tag-Based service zones
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4.6.2 Change Password

The administrator can change the passwords of the system. Enter the required fields marked with red asterisks as
show in the picture below. The login account for the administrator is “admin”. The admin password of the system can

be changed here by entering the original password and new password. The default admin password of the system is

"admin". Click Apply to activate the new passwords.

-N.3 ' x DSA-3600
D Illnk : Multi-Service Business Gateway

Building Networks for People %, admin -
? Help 2 Logout

Setup Wizard —
Password Change
Backup & Restore
Systerm Upgrade

Admin Password

E-E-E-E-E g

Rast Original | lx
Wiake-Cn-LAN

- Quick Links Néwi | l‘

Verify | l‘

The DSA-3600 supports three types of account interface: admin, manager or operator. The account interfaces are
authenticated for access to specific configuration pages only, depending on the account rights assigned. The
default usernames and passwords are as follow:

Admin: The administrator can access all configuration pages of the DSA-3600.

User Name: admin

Password: admin

‘Welcome To Administrator Login Page!
Flease Enter Your Username and Passward To
Sign In.
Usermname: [admin |
Password: [snoes |
[ ewmter  J[ cLEsr |
’ D)
= S System Overview
| Syetem
A B System Access Points
i Nmtwark
iy Sypstom Tme 20070403 16,1213 0800 Tedal Managed ]
Up Tama 3 days, @ min Down o
W Wi slon LO000 Assaciated Chents [
Metwark Intarfaces Users
W Aiddress St Total Ol ']
WAN1 1078183 # U Gigsts a
WANZ LY & Down
P Adderss S50 Statirs VPN Sesslons
Dol 193 1681 1 dlink. Enabied Local VBN o
s 192168.2.1 annk-S21 Cesatied Batmats VPN 0
&2 182160.21 alink-822 Cezadled
21 19216641 dlink-823 Desanlnd
£=7% 19218051 dlink-524 Desabled Tevesh every ©0 ¥ seconds

Caution: If the administrator’s password is lost, the administrator’s password can still be changed through the text

mode management interface on the console port.

95



Chapter 4. Web Interface Configuration
4.6.3 Backup/Restore

This function is used to backup/restore the DSA-3600 settings. The DSA-3600 can also be restored to the factory

default settings using this function.

DSA-3600

Multi-Service Business Gateway

? Help 2 Logoot
Setup VWizard
| Password Change
4| Backup & Restare
5 [ Systern Upgrade
estart
+1-4 Wake-On-LAN
| Quick Links

Backup System Settings

Restore System Settings

File Name |[ Browse... ]

Resetto The Factory Default

* Backup System Setting: Click Backup button to save the current system configurations to a backup file on a
local disk of the management console. The backup file keeps the current system settings as well as the local

user accounts information.

File Download |

Do you want to open or save this file?

_5] Mame: 20070314.db

Type: Data Base File

Fram:

Open ] [ Save ] [ Cancel

Alwayz azk before opening this wpe of file

* Restore System Settings: Click Browse to search for a .db database backup file created by the DSA-3600 and

click Restore to restore to the same settings at the time the backup file is created.

Restore System Settings

File Name CADocuments and Sett[ Browse |

The firmware has been upgraded successfully.

You have just uploaded the database of
20070315.db

You shoulid RESTART this system
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Reset to The Factory Default: Click Reset to load the factory default settings of the DSA-3600.

Note that a Reset action will wipe out the existing local user accounts. To back up the local user accounts,

please export the local user accounts to a text first. Please refer to the section on Local User List for more
details.

Are you sure you wish to load factory default setting and RESTART DSA-3600 2

Caution: Resetting to factory default settings will clear all settings, such as policies, billing plans, all user databases,

and any configuration, to its initial state.

4.6.4 System Upgrade

The administrator can download the latest firmware from the website and upgrade the system. To upgrade the
system firmware, click the Browse button to choose the new firmware file and then click Apply to execute the

process. There will be a prompt confirmation message appearing to notify the administrator to restart the system

upon successful firmware upgrade.

e s X DSA-3600
D Illnk ; ) = - Multi-Service Business Gateway

Building Networks for People & admin -
? Help agout

Setup Wizard
Fassward Change

Backup & Restore )
System Firmware Upgrade

e

[-{ System Uparade |

\?\fi‘a% LAN Current Version 1.00.00

[H-| Wake-On-

[#-| Quick Links File Name [ |[(Browse__|

Note: For better maintenance, we strongly reconumeni you backup system settings before upgrading firmwar e,

Warning: 1. Firmware upgrade may sometime result in loss of some data. Please ensure you read the release

notes to understand the limitations before upgrading the firmware.
2. Please restart the system after upgrading the firmware. Do not power on/off the system during the

upgrade or the restart process, as it may damage the system and cause it to malfunction.
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4.6.5 Restart

This function allows the administrator to safely restart the DSA-3600. The process should take about three minutes.
Click YES to restart the DSA-3600; click NO to go back to the previous screen. If turning off the power is necessary,

restart the DSA-3600 and wait for it to complete the restart process before turning off.

Click Restart to restart the system. Please wait for the blinking timer to finish before accessing the system web

management interface again.

& - DSA-3600
D Llnk- . Multi-Service Business Gateway

Building Networks for People Y =tmin -

2 Logout

7 Help

Setup Wizard
FPasswaord Change
Backup & Restore
Systern Upgrade
Restart
Wiake-0n-LAN
Guick Links

Do you want to RESTART DSA-36002

FH-E-F-E-E g

Note: The connection of all online users on the system will be disconnected when the system is in the process of

restarting.

4.6.6 Wake-On-LAN

The Wake-on-LAN function allows the remote booting-up and powering-down of the computer connected on the

LAN from the system. Enter the MAC Address of the desired device and click Wake Up to execute this function.

X 2 le’ : DSA-3600
D Llnk . : Muiti-Service Business Gateway

Building Networks for Peaple & admin -

7 Help B Logout

Setup VWizard —
® | Password Change

7. Backup & Restore
ystem Upgrade Wake-on-LAN

estart
Wake-0n-LAN (eO0CNneeteg
J WakelUp |

Quick Links
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4.6.7 Quick Links

Quick Links provide the shortcut to eight links for administrators to directly access frequently used functions of the
web management interface. The eight functional links are: System Status, Local User Management, Policy
Management, AP Management, Online User List, Guest Account Management, Authentication Configuration

and Firmware Management.

D-Link DSA-3600

Building Networks for People

Multi-Service Business Gateway
4 Sdmin -

? " Help '@ Ln:ugn:uul

Setup Wizard
= | Password Change
+ | Backup & Restore
+-| Systern Upgrade

Quick Links

I

99



Chapter 4. Web Interface Configuration
4.6.7.1 System Status

The System Status quick link provides at a glance, the System Setting Overview, a shortcut to 4.5.1 System
in Status section. It provides a summary of system information to the administrator in a single page. Please

refer to the section on System for details.

System Setting Overview

Firmware Version
Build
Systemn Name
Homepage Redirect URL

SYSLOG Server - System Log

1.00.00
oo100
DEA-3600
hitp:ifweisy. dlink-intl.com/

INAATNIA

SYSLOG Server - Guests User Log 7R NI
Proxy Server Disabled
Friendly Logout Enabled
‘Warning of Internet Disconnection Disabled
WAN Failover Disabled

Management Console IP Address 1

Management
SNMP Disabled
Retained Days 3 days

User Logs i

Receiver E-mail Address{es) (S

A

NTP Server tock.usno.naw.mil
System Time
Time 2007003714 15:35:30 +0800
Idle Time Out 10 Min(s)
User Session Control
Multiple Login Disabled
Preferred DNS Server 208 67232322
DNS
Alternate DNS Server 208 67222220

4.6.7.2 Online User List

Online Users List provides information from the Users List, a shortcut to 4.5.3 Online Users in Status section.
This list provides to the administrator at a glance all the users online for easy termination of any user session.

Please refer to the section on Online Users for details.

Online Users List

Username Pkis In Bytes In Access From
No. Idle
) Sec.
IP Address MAC Address Phkts Out Bytes Out ( ) Kick Ot

4.6.7.3 Local User Management

Local User Management provides information from the Local User List, a shortcut to 4.3.1 List in Access
Points sections and 4.1.6 Service Zone — Service Zone Settings — Authentication Settings as well as
Authentication database — Local in System. It lets the administrator add supported APs from Discovery or
from the Adding menu tab, reboot, disable, and delete managed APs, and apply template. Please refer to the

section on Local User List for details.
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[ add User |[ UploadUser |[  Download User
Local User List
Applied Policy
Username Password MAC Address Local VPN Enabled Del Al
Remark
Mong
staffii staffiod Mo Delete

test

(Total:1) Eirst Previous et Last

4.6.7.4 Guest Account Management

Guest Account Management provides information from the Guest Account Configuration, a shortcut to 4.2.1
Authentication in Users sections and 4.1.6 Service Zone —» On-demand Server in System. It lets the
customers use wireless Internet with username and password from retail environment for access. Please refer
to the section on Guest Account Configuration for details.
Guest Account Configuration
Postfix guest “(e.g. quest. Max: 40 char)

Receipt Header 1 Walcome! (e.g. Wielcome!)

Receipt Header 2

Receipt Footer Thank Youl (e.g. Thank Youly
Policy Name Policy 1 |+
WLAN ESSID dlink (e.0. quest)
Wireless Key
Remark

Users List Plan Confiquration Generate Guest Account User

[ appy X Cancel |

4.6.7.5 Policy Management

Policy provides information from the Policy Configuration, a shortcut to 4.2.3 Policy in Users sections. It lets
the administrator select one of the defined policies to apply to specific authentication option. Please refer to the

section on Policy Configuration for details.

Policy Configuration

Select Policy: Palicy 1w
Firewall Profile
Specific Route Profile
Schedule Profile
Traffic Profile
Privilege Profile
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4.6.7.6 Authentication Configuration

Authentication Configuration provides information from the Authentication Settings, a shortcut to 4.2.1
Authentication in Users sections and 4.1.6 Service Zone — Service Zone Settings — Authentication
Settings in System. It lets the administrator configure a list of authentication options which can be enabled or

disabled within each service zone’s management. Please refer to the section on Authentication for details.

Authentication Settings

Auth Option Auth Database Postfix
Server 1 LOCAL local
Sermer 2 FOP3 pop3
Sener 3 RADIUS radius
Sener 4 LDAP Idap

Guest Users OMNDEMAND guest

[/ appy X cancel |
4.6.7.7 AP Management

AP Management provides information from the AP List, a shortcut to 4.3.1 List in Access Points. It lets the
administrator add supported APs from Discovery or from the Adding menu tab, reboot, enable, disable, delete

the managed APs or apply template. Please refer to the section on AP List for details.

AP List
P
il AP Type AP Name Service Zone Status
MAC
[ Reboat | [ Enadle || Disable || Delete | applyTemplate | Apply Service Zone

(Total: 0) First Prev Mext Last

4.6.7.8 Firmware Management

Firmware Management provides information from the System Firmware Upgrade, a shortcut to 4.6.5 System
Upgrade in Tools. It lets the administrator download the latest firmware from the website and upgrade the

system. Please refer to the section on System Upgrade for details.

System Firmware Upgrade

Current Version 1.00.00
File Name

HNote: For better maintenance, we strongly recommend you to backup system
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4.7 Help

The Help button is at the upper right corner of the DSA-3600 display screen.

Click Help for the Online Help window, then click the hyperlink of the relevant information required.

DLink DSA-3600

Bullding Networks for People [ Muiti-Service Business Gateway

 EEIEED System Overview
[ System
BUsers

{5 Actess Points System - Access Points

[ Netwark §

ﬁStatus System Time 2007/04/03 16:27:50 +0800 Total Managed o
Up Time 3 days, 17 min Down o
FW Version 1.00.00 Associated Clients o
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Appendix A. External Network Access

Upon completing this process, the DSA-3600 will be connected to a managed network in a controlled network

access environment.

1. Connect a client’s device, such as a PC, to the LAN
port of the DSA-3600 with authentication required. The

device will get an IP address automatically via DHCP.

Next, open a web browser and access any URL. The

default User Login Page will appear. Enter the User

User Name: |test@Local

Name and Password created in the local user account

database by the Configuration Wizard, then click Password- e00e

Submit (e.g. test@Local for the username and test

for the password) (/= Submi [ Ramaining

2. If the Login page appears, it means the DSA-3600 has

been installed and configured successfully. The client

user can now browse the network or surf the Internet!

Hello, test@Local

Please close this window or click this button to

Thankyou.

Login time: 2006-11-29 6:1:30
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3. An Instant user can enter the username and password in

the User Login Page and click the Remaining button to

r Login Page

know the remaining time or data quota of the account.

User Name: SACT@Ondernand

Password: |ouuo |

4. When an Instant user logs in successfully, the successful

Login screen will appear, which differs from the usual

user’s login successfully screen, as it contains an extra

Hello, SM7SiEandemand

line showing “Remaining usage” and a Redeem button.
* Remaining usage: Shows the remainder usage time
that the Instant user can surf the Internet.

e Redeem: When the remaining time or data size is

insufficient, the user will have to pay to add credit at Please close this window or click this button to
the counter, where the user will then get a new

username and password. After clicking the Redeem Thank you!!

button, the following screen will show up. Remaining Usage:

!1 |Hnuri59 |h-'1ini35 |Seu::
Login time: 2006-12-21 20:14:54

=

* Enter the new username and password obtained, and click the Redeem button to merge the two accounts
to add up the available usage time and data size by the system. The total available usage time and data

size after adding credit will then be shown.

Caution: The maximum session time/data transfer is 24305 days/2003 Mbyte. If the redeem amount exceeds this

number, the system will automatically reject the redeem process
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Appendix B. Console Interface Configuration

Upon completing this process, the console interface configuration will be accessible via the console port to handle

problems and situations occurring during operation.

1. To connect to the console port of the DSA-3600, a ed B4

console, modem cable, and a terminal simulation F'n:urtSettingsl

program such as the Hyper Terminal will be required.

Bitz per zecand: IEIEEIEI _:j
2. Set the parameters as 9600, 8, n, 1 for Hyper Terminal.

Drata bits: | a Li

Parity: lNDnE ;i
Ston bis :
Flaws cantral: INDne ;]

Restore Defaults |

Ok I Cancel | Apply |

Caution: The main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the

keyboard to browse the menu and press the Enter key to make selection or confirm what you enter.

3. Once the console port of the DSA-3600 is connected properly, the console main screen will appear automatically.
If the screen does not appear in the terminal simulation program automatically, press the arrow keys of the
keyboard to enable the terminal simulation program to send out some messages. The welcome screen or the
main menu should then appear. If the welcome screen or the main menu of the console still does not appear,

please check the connection of the cables and the settings of the terminal simulation program.

DSA-3600 Basic Configuration
Pleaze zelect functionz:

ORI [ ti|itics for network dehogeing
Mazzword Change admin pazzword
[Heset Eeload factory defanlt
Meztart Restart DSA-3600

1. Utilities for network debugging
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Appendix B. Console Interface Configuration
The console interface provides several utilities to assist the administrator to check the system conditions

and perform debugging. The utilities are described as following:

DEa-3600 Configuration Utility
Fleage zelect ntility:

Ping hozt(IF)
Trace routing path

Dizplay interface zettingsz
Dizplay routing table

Dizplay AKP table

Dizplay syzten up time

Check zervice status

et device into 'zafe mode’
synchronize clock with NTP zerver
Frint the kernel ring buffer

Main menu

= Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test the
network status.

= Trace routing path: Trace and inquire the routing path to a specific target.

= Display interface settings: Displays the information of each network interface setting including the
MAC address, IP address, and netmask.

= Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

= Display ARP table: The internal ARP table of the system is displayed.

= Display system up time: The system live time (time for system being turned on) is displayed.

= Check service status: Check and display the status of the system.

=  Set device into “safe mode”: Used when the administrator is unable to access the Web Management
Interface via the browser or when it fails inexplicitly. The administrator can choose this utility and set
the DSA-3600 into safe mode to manage the device using a browser.

= Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol and
the specified network time server. Since this interface does not support manual setup for its internal
clock, reset of internal clock can only be performed through the NTP.

= DMESG: Display the kernel ring buffer to the screen. The dmesg program helps users to print out

their bootup messages.
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2. Change admin password

Besides supporting the use of console management interface through the connection of null modem, the
system also supports the SSH online connection for the setup. When using a null modem to connect to
the system console, there is no need to enter that administrator’s password to access the console
management interface. When connecting the system via SSH, however, the username and password will

be needed.

The username and the default password is “admin” by default, which is similar to the web management
interface. The administrator’s password can be changed. If the password cannot be remembered and the
management interface cannot be accessed from the web or the remote end of the SSH, the null modem
can still be used to connect the console management interface, where the administrator can then reset

the password.

Caution: Although it does not require a username and password for the connection via the serial port, the same
management interface can be accessed via SSH. Therefore, it is recommended that you immediately change the

DSA-3600 admin username and password after logging into the system for the first time.

3. Reload factory default
Choose this option to reset the system configuration to the factory default settings.

4., Restart the DSA-3600
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Appendix C. Proxy Configuration

For Hotspot

A hot spot is a wireless LAN node providing Internet connection and virtual private network access from a given
location, such as a coffee shop, hotel, or a public place where Wi-Fi service is made available for mobile users. A
hotspot is usually implemented without sophisticated network architecture via proxy servers from the Internet

Service Providers (ISPs).

W =1

ISP Proxy Server

WAN1

DSA-3600

Public LAN \

». Managed
‘% APs
=
=

In a hotspot environment, users usually enable their proxy setting using their web browsers. The DSA-3600 likewise
needs to set some proxy configuration in the Gateway. Follow these steps to complete the proxy configuration :
1. Login Gateway by using admin account.

2. Click the Network from menu tree and the Network Configuration page will appear.
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Network Configuration

The KAT function supports 3 types of network address translation: DWZ{DCemilitarized

NAT
Zonel, Public Accessible Server and IPIFor Redirect.
The Privilege function supports two types of privilege list based on IP address and
Privilege MAC address. Devices specified in the list reguire MO authentication to access the
netwark.
Up to 40 IF addresses can he defined in the Maonitor IP function. System can monitar
these IP based network devices and periodically report online status wia email based
Monitor IP on a configurable interval. These monitored devices can be accessed wia HTTP ar
HTTFS connection. The management interface of the monitored device can be
accessed via a hyperlink of device's IP address when the system is operated under
MAT mode.
Up to 20 domain names!IF addresses can he defined in the list. Authentication is NOT
Walled Garden ) )
required for users to access these domaing andior URLs.
Proxy Server Systermn supports up to 10 external proxy senvers.
DDNS Systermn supports dynamic OMS (DORS) feature.
Client Mobility Systerm supponts [P plug-and-play{PRFY.
There are 3 types of WPM connection supported in the system, including Lacal WP,
Remote WPH, and Site-to-Site WPR. For the lacal WP, an IPSec tunnel can he
VPN established between the systern and the client located at the LAM side. For the

Remote %¥FM, a PPTF tunnel can be established hetween the system and the remote
user over the Internet. Faor the Site-to-Site YR, an IPSec tunnel can be constructed to
he used to connect to other IPSec capahle device over the Internet.

3. Click the Proxy Server from the menu and the External Proxy Servers page will appear.

External Proxy Servers

No. IP Address Port

Redirect Outgoing Proxy Traffic To Built-in Proxy Server

Built-in Proxy Server O Enable & Disable

v nppy N X Cancel ]
4. Addthe ISP’s proxy Server IP and Port into External Proxy Servers Setting.
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5. Enable Built-in Proxy Server in Redirect Outgoing Proxy Traffic to Built-in Proxy Server Setting.

External Proxy Servers

No. IP Address Port

1 10.2.3.203 G588

Redirect Outgoing Proxy Traffic To Built-in Proxy Server

Built-in Proxy Server (Z1Enable C Disable

(/_fpoy X Cancol ]

6. Click Apply to save the settings.
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For Enterprise

Enterprises usually isolate their intranet and internet using a more sophisticated network infrastructure. Many

enterprises have their own proxy server which is usually located at the intranet or DMZ under firewall protection.

Core Switch ; Firewall Router

DSA-3600 L2 Switch

>

% Public LAN

Deskiop

=

—

. Managed
% APs
=

R

Server Server Server

&

DMZ

In enterprises, network managers or MIS staff often request their users to enable proxy setting in their browsers to

reduce Internet access loading, therefore some proxy configuration settings in the Gateway will be necessary.

Caution : Some enterprises automatically redirect packets to proxy server by using core switch or Layer 7 devices.
Using this method, the clients will not need to enable their browsers’ proxy settings, and administrators will not need

to set any proxy configuration in the Gateway.

Please follow the steps to complete the proxy configuration :

o Gateway setting

1. Login Gateway by using “admin”.

2. Click Network from main menu and the Network Configuration page will appear.
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Network Configuration

The KAT function supports 3 types of network address translation: DWZ{DCemilitarized

NAT
Zonel, Public Accessible Server and IPIFor Redirect.
The Privilege function supports two types of privilege list based on IP address and
Privilege MAC address. Devices specified in the list reguire MO authentication to access the
netwark.
Up to 40 IF addresses can he defined in the Maonitor IP function. System can monitar
these IP based network devices and periodically report online status wia email based
Monitor IP on a configurable interval. These monitored devices can be accessed wia HTTP ar
HTTFS connection. The management interface of the monitored device can be
accessed via a hyperlink of device's IP address when the system is operated under
MAT mode.
Up to 20 domain names!IF addresses can he defined in the list. Authentication is NOT
Walled Garden ) )
required for users to access these domaing andior URLs.
Proxy Server Systermn supports up to 10 external proxy senvers.
DDNS Systermn supports dynamic OMS (DORS) feature.
Client Mobility Systerm supponts [P plug-and-play{PRFY.
There are 3 types of WPM connection supported in the system, including Lacal WP,
Remote WPH, and Site-to-Site WPR. For the lacal WP, an IPSec tunnel can he
VPN established between the systern and the client located at the LAM side. For the

Remote %¥FM, a PPTF tunnel can be established hetween the system and the remote
user over the Internet. Faor the Site-to-Site YR, an IPSec tunnel can be constructed to
he used to connect to other IPSec capahle device over the Internet.

3. Click the Proxy Server from left menu and the External Proxy Servers page will appear.

External Proxy Servers

No. IP Address Port

Redirect Outgoing Proxy Traffic To Built-in Proxy Server

Built-in Proxy Server O Enable & Disable

v nppy N X Cancel ]
4.  Add your proxy Server IP and Port into External Proxy Servers Setting.

5. Disable Built-in Proxy Server in Redirect Outgoing Proxy Traffic to Built-in Proxy Server Setting.
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External Proxy Servers

No. IP Address Port

1 10.2.3.203 R5E8

Redirect Outgoing Proxy Traffic To Built-in Proxy Server

Built-in Proxy Server ' Enable ) Disable

6. Click Apply to save the settings.

Warning : If your proxy server is disabled, it will result in abnormal user authentication. When users open their
browser, the login page will not appear because the proxy server is down. Please ensure your proxy server is

always available.

e Client setting

Adding a default gateway IP address into proxy exception information is a necessity for clients so that the user login
successful page can show up normally.

1. Use the command “ipconfig” to obtain the Default Gateway IP Address.

C:Documentz and Settings“Administrator>ipconfig

Jindows IP Configuration

Ethernet adapter L:

Connection—specific DHS dlink.com

IP Addres=s. . . . . 192 168 _1 .64
Subnet Mazk . . . . 255.255.255.8
Default Gateway . . 192.168.1.254

C:~Documents and Settings“Administrator?
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2. Open the browser to add the default gateway IP address (e.g. 192.168.1.254) and logout page IP address

“1.1.1.1" into the proxy exception information.

= For Internet Explorer
Proxy Settings &|

Servers

gz

Type Proxy address to use Part

HTTP: | 102330

Secure: |

ETR: |

Socks: |

Use the same prosxy server For all protocols

Exceplions

& Donotuse proxy server for addresses beginning with:

GZ

192.162.1.254,1.1.1.1]

Use semicolons ( ; ) to separate entries,

I O l [ Cancel ]

=  For Mozilla Firefox

X

Connection Settings

Configure Proxes to Access the Intermet
() Direct connection to the Internet
() Auto-detect prozor settings for this network
() Mammal prosgy confiznration:
HTTE Proxy: | 102.3.203 | Fort: | 588 |

e thiz proxor server for all protocols

|Ho Py for: |192.168.1254,1.1.1.1| ||
Example: mozilla.org, netnz, 192.168.1.0/24
() Avtomatic proser configuration TRL:

[ oK ][ Cancel ][ Help
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Appendix D. Certificate Settings for IE6 and IE7

= Certificate setting for the company with Certificate Authority

> Background information

Any website or high-value Web Applications will require a client to access their websites via Secure Sockets
Layer (SSL). The browser will automatically ask for a public SSL certificate from the website and check if it is
valid. The public SSL Certificate consists of the public key and identity information which can be signed by any
established certificate authority (e.g. VeriSign). The certificate authority guarantees that the public key belongs
to the named entity. Usually, website’s security certificate may encounter problem only if the security certificate
presented to the browser has not been signed by any certificate authority which can be trusted.

As long as the SSL function is enabled in the DSA-3600, there must be a public SSL certificate signed by an
established certificate authority. To avoid the error message in the browser, a company should have its own
Certificate Authority (CA). The IT department must therefore install the SSL certificate for each normal user

when deploying the DSA-3600.

> Secure Certificate setting for both IE6 and IE7

For the company with its own Certificate Authority (CA), the certificate of the company should be trusted by all
his employees’ computers, and the certificate should be delivered through a trusted media. For example, the
MIS staff should install the CA certificate in each computer. The company CA will issue a certificate for the
DSA-3600 and export it to the DSA-3600.

Note: If the DSA-3600 is installed in a company, the administrator can create a certificate using a software

instead of purchasing a public trusted certificate.

= Certificate setting for the company without Certificate Authority

For a company that does not have it own Certificate Authority (CA), the administrators should first apply for a
trusted certificate, or create one using a certificate software. Second, the administrators should use some
trusted media to install this certificate (as trusted CA) in each employee’s computer, and in the meantime

export this certificate to the DSA-3600.
In some circumstance, the company without Certificate Authority may follow the steps stated below to avoid
error message. When in the LAN environment of the office instead of a wireless environment, administrators

may already have recognized certificates in the system which the CA must be verified as secured.
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= Certificate setting for Internet Explorer 7

For IE7, certificate issues caused by certificate publisher not being trusted by IE7, the following steps may be
taken to provide a workaround or to bypass the issue.
1. Open the IE7 browser, and you will be redirected to the default login page. If the certificate is not trusted,
the following page will appear.
Click “Continue to this website”.

- G =" |+l x 5

W4 (G| Corticate Ermor: Navigetion Blocked Fi- B % irpage - gk -

g There is a problem with this website's security certificate.
nted by this website was not issued by a trusted certificate
is webgite was issued for a different wehsite's address

hicate an attempt to fool you or intercept any data you

= More information

Doem @ et Hoow -

2. The default User Login Page will appear and the users can then login normally.

- Windews inbernel Explorer

G RN AR we—

Usar Name:

Password
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For installing a trusted certificate to solve the IE7 certificate issue, please follow the instructions stated below.

1. When the User Login page appears, click “Certificate Error” at the top.

J Remaining

2. Click “View Certificate”.

)| The secunty e
wetrade has &

Al pres nisd by this

i e o im0
Sl you ot iftimreapt any dsts you £and io
e server

This prod

W¥a recoenimend that you clase this
webpage

bt certricate srors

Wigw roriricates

Password.

3. Click “Certification path”.
- Tgyr—r—
28

Thes CA Ront cestilficate is not trusted. To enabile trust,
proy e

Cevtificate Informstion
Authorities store. ‘

Iosumd bar: [54-6100 |

Password

tesved by D58-2100 |

V' Submit W vl from 19/25/2006 to 103016

Ca]
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4. Select root certification, then click “ View Certificate”.

G - e Mmoo st
nes

User Name

Password

e caree

Cortfuate ghatus

[T it Bk cortifcatm & it rustd bacasen £ & rel 1 the Trusted Aok
Kmnh st hes #one

=]

5. Click “Install Certificate”.

Windmes intermet (wpinrar

G- =

= et | coticnionpan |
\FF
Tt

lumhﬁnuhw |

= This
User Login Page st this et the Trusted Aot Cevticbon

Augthuorities

User Name:

emed tn: [S4£100
Password

Bswmed bry: D5AS100

Valid from TORSZ006 te TLZYE0S

Install Cortficate...

6. Click “Next”.

Wimdewes inter el Explurn;
[ T ee———
w s .

Welcome to the Certificate Tmport
Wizard

Thod wsaecd sk vou copry Corifanms, CrtF e
ks, and certficate revocabon kets from your disk to s
costificabe stove.

& certficats, whach is issued by a certhoabon attarty, &
‘& confirmabon of your dentity and contsins eformation.

el o
Lt & cortfa e dore i e systen e sen
codtifates are hept.

Password
T contrn, chck bt
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7. Select “Automatically select the certificate store based on the type of certificate”, then click “Next”.

Cortfrate shores wre ayvtem wase whwen corthutes wre bept

Wrduve can suomaticaly sslect o cerifate sure, o yin can gaady 8 incation fe

Cdonainhe selac e cortiiiats shore bpead o e type of ceridicalel

S R Obwce @ cvttamns v the fohoweg sare

8. Click “Finish”.

Completing the Certificate Import
Wizard

ois b sscomsally compleind the Corifate Tt
wowd.

#ouhive sechied the followng settngs |
Cevtificae Store Seleched  Autmaticaly determined by |
Contant Cetfials

Password

9. Click “Yes”.

|Windww It Expinre

User Login Page

B o

DRRAI00

vabsre that aby frimm TSA- 100", Yo ek L L
TEALID0" The follosvrng e andser il ssssst vl it fress:

Thunbree (shal ) SEWEOE BIOMET| STFRITHE 604 TFEES TECETRAL

Wy
i Wi vl oy trust any covtéicate maued bey i CA. irstaleg »
oot ate vt o urconfammed Pastnd i e secuky rek I vou chok " o schnevledge thes risk.

o pous a1 e s corti g
QE
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10. Click “OK”.

T DL Legrpams g e - | "
W& |. e

| s [cotats | Corthcon et
Ir:-ﬂunlﬂw-nm

This LA ot cortificate i nol rusted, To enabde brust,
il Tust il Mnist C

Authoritees store.

Based b D58-4100
Beswed by [58-6100

Walid from L0252 to LEHE0IE

C=]

11. Launch a new IE7 browser. The certificate is now trusted via IE7 according to the key symbol shown at top next
to the address field.

{~ Login - Windows Internet Explorer

0 = [ hostiowormtaieorcammatioon st e =
Google |G~ v oG B - ) ol Fomdoe s S D) seetrgs
WG| e G- @ - irems Gross "
Yy
» User Login Page

User Name:

Fassword:
Done 7}

L§ & Intermat L 100% -
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= Certificate setting for Internet Explorer 6

For issues relating to IE6 certificate error, the following information provides the step to take when the certificate
publisher is not trusted by IEG6.

1. Open an IE6 browser, the Security Alert message will be appeared if the certificate is not trusted. Click “ Yes” to
proceed.

Security Alert |§|

(?‘1 Infarmation you exchange with this site cannat be viewed ar
?. changed by others. However, there iz a problem with the site's
® zecunity certificate.

& The zecurity certificate wags izsued by a company you have
not chosen to trust. Yiew the certificate to determing whether
yaou want ta truzst the certifying autharity.

o The zecurity certificate date is valid.

& The narne on the security certificate iz invalid or does not
match the name of the site

Do you want to proceed?

Yes ] [ No i [ ‘Wiew Cerlificate

2. The User Login Page will appear.

D Micreol) Intesaet Laplorer ff
Be Lkt Hew Fpote Dok b [
Qe - w (3 R O seerh Favotes §4) - i a

) bz 0. 1.1 Uogrpagetiiogn Stmi “ B »
|

Usar Name

Password
|

v S @ iniere

3. The user can now login normally.
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Appendix E. Service Zones — Deployment Examples

= Typical Application Scenario: Employees vs. Guests

Typical service zone settings will separate users groups into Employee and Guests for the purpose of different
authentication level.

DSA-3600

Multi-Service Business Gateway

Service Zone Settings
Service Applied
Zone VLAN Tag SSID  Encryption & Authentication Status Details
Policy
Hame
T Open
ice Zones Default = dlink Mane Disabled  Enabled
s System
- [ Access Points
- Network 871 1 dinkszi 0P None Server{  Disabled [ Corfigure
B[ Status System :]
) 2 dinksza 0PN one Server1  Disablad
Systerm
873 3 dinkszs  OPEN Server1  Disabled
Ik Systemn one erver Isable
574 4 dinkeszd 0PN one Server{  Disabled
System

= Application Network Diagram :

As shown in the diagram, assign service zone 1 to Employees and service zone 2 to Guest.

DSA-3600

VLAN #1 (Tag: 1111)

Managed w
APs S510; 821-Employee

R

VLAN #2 (Tag: 2222)

I
- P d
< - -

SSID #2: S3ID: SZ2-Guest
SSID #1: 522-Guest

//;':: SZ1-Employes

)

Service Zone #1 Service Zone #2
(for Employees) (for Guests)
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= Requirements for the Application Scenario :
1. Regardless of the location in the office, all users should be divided into two groups (Employee and Guest) for

the purpose of authentication differences.

2. Each service zone must setup its own SSID to let users to access the wireless network using the specific ID.
The system will give a unique Session ID to authenticated users when they start new sessions.

3. Both groups, Employees and Guests, will be redirected to different login portal pages and will be
authenticated against different authentication database.

4. Apply different access control policies to seperated groups Employee and Guests.

= Solution and Configuration in DSA-3600
1) Configure two service zones to map to the two groups

Step 1: Select “Tag-Based mode* for all “service zones*

LAN Ports and Service Zone Mapping

Sabect the mode for Service Zone Port-Based
=) Tag-Based

Motice: Under “Teg-Based™ mode, Service Zones will be
distinguizhed by VLAN tagmng, instead of physical LAN parts

LAl

LANY LANZ LAN3 Latd

Step 2: Choose and configure the desired “service zone* for the specific group (e.g. Choose and configure

“Sz1* for Employees)

Service Zone Sefttings
Sarvice A 1
Zone VLAN Tag 5510 Encryption Policy Authentication  Status Datails
Hame
Deraurt = dink oo None Disabled  Enattea | Confgure |
Open
1 diink-821 q‘-)-iem Nans Barver 1 Disabled
822 2 k522 ,.:':”m Hone Serer1  Disabled
Dpen =
| 3 dlnk-823 <\:IEm Hane Sarver | Disabled | Configurs |
a%a . 3 Cpen T —
824 4 mink824 o o Nang Server 1 Digabled | Cantigure |
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Step 3: Configure the “service zone* accordingly

Basic Settings

| Service Zone Status

(& Enabled | O Disahled

| Service Zone Name

Employee

Hetwork Interface

2) Configure the SSID

| YLAM Tag

1111 F (Range: 1 ~ 400

Operation Mode

IP Address :

Subnet Mask :

@ MNAT O Router

192.168.2.1 F

255.2565.255.0 i

Wireless Settings

sZ1-Employe e]

Security

WRAZ Mixed v

RADIUS Server Settings (802.1X)

3) Choose the authentication option and configure the login page

fmuthenticalion Required For the

Zone

Authentication Options

Custom Pages

Authentication IP Address
Port
Secret Key
WPAPSK v
Encryption TKIPIAES
Passphrase/PSK abcde12345 Hex A
Authentication Settings
(& Enabled| O Disabled
Auth Auth .
Option Database Postfix Default Enabled
( Local DB LOCAL local @ ]
Server 2 LOCAL Postfix2 i -
Server 3 RADIUS Postid & Tl
LDAP LDAP LDAP @) O
GuestUsers  OMDEMAMD kenaling & F]
((Login page [ Configure ])

Login Success Page
Login Success Page for Instant Account

Logout Success Page

4) Choose the appropriate policy for this “service zone*

Configure

Configure

(Default Policy in this Service Zone

Edit System Poilcies

|

Policy 1 v][

Email Message for Login Reminding ’

Edit Mail Message |
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» Finished Configuration — Service Zone Settings:
Once the settings of two service zones are completed, the configured result will be displayed on screen in the

Service Zone Settings. The name of the service zone and the enabled status should appear in the display.

Service Zone Settings

Applied
Policy

Service Zone
Hame

Default - diink  Open System  Policy 1 Local OB Enabled
Emplojes 1111 SZ1  wea2lixed  Policy 1 Local DB Enabled
: Employee -

VLAN Tag SSID Encryption Authentication Status Details

On-demand

( Guest 2222 522-Guest  Shared Key Policy 2 e

523 3 diink  Open System  Folicy 1 LocalDB Enabled
574 4 diink  OpenSystem  Policy 1 Local DB Disabled
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Appendix F. Deploying DSA-3600 Using DWL-2100AP

Wireless Features of DWL-2100AP
Wireless security can be addressed using the DWL-2100AP access point with WPA (Wi-Fi Protected Access)

and 802.1X authentication to provide a higher level of security for data communication amongst wireless
clients. The DWL-2100AP is fully compatible with industry standards such as WEP, and can support multiple
SSIDs, each of which can be mapped to a specific Service Zone (see Section 4.1.6 Service Zone) defined in
the DSA-3600. Using the Service Zone based architecture, administrators can assign wireless security settings

to different SSIDs according to the Service Zone profiles.

Wireless Security Setting

I '/ SSID1 w4 Service Zone 1 (profile)

{(WEP, WPA, 802.1X, etc.) || “*=P %gx ey SS|02 G Service Zone 2 (profile)

DWL-2 100AP \ SSID3 g Service Zone 3 (profile)

The DWL-2100AP can be deployed in the Service Zones and centrally managed via the DSA-3600. The
Service Zone and Centralized AP Management provide an ideal solution using the DSA-3600 together with
DWL-2100AP for quick creation and extension of wireless local area network (WLAN) in offices and other

workplaces, including hotspots.

Best Practice for Wireless Settings of DWL-2100AP

To use multiple SSIDs in DWL-2100AP, creation and configuration of different Service Zones will be needed.

Two Types of SSIDs:

The DWL-2100AP has two types of SSIDs :

I.  Primary (Only one for each DWL-2100AP) — Support every mode (Open System, Shared Key, Open
System/Shared Key, WPA-EAP, WPA2-EAP, WPA-Auto-EAP, WPA-PSK, WPA2-PSK, and
WPA-Auto-PSK) for security.

II. Guest (Up to 7 for each DWL-2100AP) — Does not support "Open System/Shared Key“ mode for security

Suppots v oecirik

I SSID1 (Prima T-}Iu?ﬁ}e dfp— Saryice Zone 1

Qf;ﬁ! w==p SSID2 (Guest TerJe}( . . A Service Zone 2
o He =Open SystemShialed Key™” securitymode

DWL-2100AP —% SSID3 (Guest Type G Service Zone 3

He “Open SystemShis ed)l(e_'-,'“ securitymode

Caution: If an existing SSID is already using Guest type, the wireless security of a Service Zone which is

associated with this SSID cannot be set in the Open System or Shared Key mode in DSA-3600.
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= Single Set of WEP Keys:
All SSIDs which belong to the same DWL-2100AP share the same set of WEP Keys (Key1 ~ Key4):

| v SSID1 @ Service Zone 1

WEFP Setting

- ‘ =
{(Keyl, 2, 3, &4) ey B5|D2  A— Service Zone 2
DWL

2100AP
~ SSID3 @ Service Zone 3

Caution: If two or more SSIDs belong to the same DWL-2100AP and the wireless security of the associated
Service Zones is set in the “Shared Key” mode in the DSA-3600, those SSIDs cannot be mapped to the
Service Zones that have different sets of WEP Keys in the DSA-3600.

= Single Set of RADIUS Server Setting:
Only one set of RADIUS Server setting is provided in DWL-2100AP.

I _,..-‘" S5ID1 == Service Zone 1

RADIUS Server Setting

IP Address, Port, Secret Key)|| <= ‘Eﬁﬁ e 55|02 M—— Service Zone 2

DWL -2 100 AP ~ SSID3 @ Service Zone 3

Caution: If two or more SSIDs belong to the same DWL-2100AP, and the wireless security of the associated
Service Zones is set in the modes which use RADIUS, those SSIDs cannot be mapped to the Service Zones

that have different sets of RADIUS Server settings in the DSA-3600.

= Availability of WEP Keys:
When an SSID of the DWL-2100AP is set in “WPA* related modes (such as WPA-EAP, WPA2-EAP,
WPA-Auto-EAP, WPA-PSK, WPA2-PSK, and WPA-Auto-PSK), it will disable the availability of WEP Key2 and
Key3 for another SSID, which is set in “Shared Key“ modes (Shared Key or Open System/Shared Key), in the
same DWL-2100AP.

WEF Setting Ssgllg;lﬂm " related modes @ Service Zone 1
{Only Key1 and
Keyd Available) $SID2 A Service Zone 2

Set m “Shared Key” related mwdes

Ssglll':::%lme{l Key™" related n‘r?{leﬁ_ Service Zone 3

Caution: If two or more SSIDs belong to the same DWL-2100AP and the wireless security of one associated

Service Zone is set in the modes of “WPA", “WPA2“ or “WPA Mixed®, those SSIDs that are in the modes of

“Shared Key“ and “Open System or Shared Key*“ cannot use WEP Key2 and Key3 in the DSA-3600.
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= Availability of 802.1x Authentication :

When an SSID (Primary type) of the DWL-2100AP is set in the mode of “Open System* or “Open
System/Shared Key*, it will not support 802.1x authentication.

Caution: 802.1x Authentication should NOT be enabled in DSA-3600 if any DWL-2100AP exists in the

Service Zone and the associated SSID is in the mode of “Open System” or “Open System/Shared Key”.

Wireless Settings

SSID dlink-8Z1
Open System w
Enable 80213 Authentication
RADIUS Server Settings (802.1X)
Authenttication
Security IF Address
Port
Secret Key
Encryption Mone s«

Availability of WPA Pre-Shared Keys (WPA-PSK) :
When an SSID of the DWL-2100AP is set in the mode of WPA-PSK, WPA2-PSK, and WPA-Auto-PSK in

DWL-2100AP, “Passphrase® is the only available Key type for Pre-Shared keys (PSK). In addition, the length of
“Passphrase” for the SSID of Guest type is 8 to 34 characters.

Caution: The “HEX* (the other Key type) should NOT be enabled in DSA-3600 if any DWL-2100AP exists in
the Service Zone and the associated SSID is in the mode of WPA-PSK, WPA2-PSK or WPA-Auto-PSK.

Also, administrators will have to ensure the length of “Passphrase” does not exceed 34 characters and not
shorter than 8 characters in DSA-3600.

Wireless Settings

SSID dlink-521
Authentication WiPA v
: WWPA-PSIK “
Security
Encryption THIP

Passphrase/PSK

Hex

= Availability of Super G (108Mbp) mode :

When multiple SSIDs of the DWL-2100AP are enabled, the “Super G mode” will not be available at the same
time.

Caution: Administrators have to ensure that when Service Zones of the DSA-3600 are set in “Tag-based
mode®, “Super G mode” of the DWL-2100 is not enabled.

Service Zone Settings
Service

Zone  LANPortMapping  SSID  Encryption ‘:}’c"’l::f;'
Name

peraut  [[GEIEIEEY ik O wane Disabled

System

Awthentication Status Details
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Appendix G. Network Configuration on PC

After the DSA-3600 is installed, the following configurations must be set up on the PC: Internet Connection Setup
and TCP/IP Network Setup.

* Internet Connection Setup
If the Internet Connection of this client PC has been configured as use local area network already, you can skip

this setup.

=  Windows XP

1. Choose Start > Control Panel > Internet Option. [EEkiElEL EOX

File Edit View Favorikes Took  Help aw

Q © & ) search [ Folders | [TTE]~
address | Cortrel Panel v Be

& ¥ D W £

Accessibiity  AddHardware  Addor  Administrative Date and Time
Options Remov... Tools

g = 7 A 8

See Also L "J Fey &
Display  Folder Gptions Fonts (zame

L Windows Update Contrallers

@) Help and Support &
= O @ b

Keyboard Mouse Network  Phonsand  Power Options
Connections Modem ...

= @ 2 9 9

Prinkers and  Regional and  Scanners and  Scheduled Sounds and

Faxes Language ... Cameras Tasks  Audio Devices
Speech System  Taskbar and  User Accounts YMware Tools v

1. Choose the “Connections” label, and then click RLEGEAETT88

Setup.

:  Toset up an Inkernet connection, click
l  Sebup,

Dial-up and “irtual Private Metwork, settings

Add..
Remowve

Choose Settings if wou need to configure a proxy Settings. .
server for a connection.

Mever dial a connection

Dial whenewer a netwoark, connection is not present

Alwapz dial my default connection

Set Default

Local Area Metwark, [LAM] zettings

LaM Settings do not apply ko dial-up connections, L&k Settings. ..

Choose Settings above For dial-up settings.

[ Ok ] [ Cancel Apply
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2. Click Next when Welcome to the New New Connection Wizard

)

Connection Wizard screen appears. Welcome to the New Connection

Wizard

Thiz wizard helps you:
* Connect to the Intemet.

* Connect to a private network, such ag pour workplace
nietwark.

* Setup ahome or small office netwark.

To continue, click Nest.

[ Mest> | D Cancel

3. Choose “Connect to the Internet” and then

New Connection Wizard

click Next Network Connection Type

‘wihat do you want to do? @

ou can browse the Web and read email.

() Connect to the network at my workplace

Connect to a buginess network [uzing dial-up or WYPN] 20 you can work. from home,
a field office, or another location.

(O Set up a home or small office network
Connect to an existing home or small office network. or zet up a new one.

() Set up an advanced connection

Connect directly to anhather computer using vour serial, parallel, or infrared port, ar
et up this computer so that other computers can connect ta it

T —
[ <ﬁac( “ Mewt » ]D Cancel
—

4. Choose “Set up my connection manually” and |[LERCILEEEIRFEE
then click Next. Getting Ready

The wizard is preparing to set up vour Intermet connection. @

How do you want to connect to the Intermet?

() Choose alis ternet service providers [I5Ps]

ora BTt ou wil need vour account name, password, and a
phone number for your ISP, For a broadband account, you won't need a phone
nurmber.

() Use the CD | got from an ISP

P ——
[ <Eacl( ” Mext > ]D Cancel
—
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5. Choose “Connect using a broadband
connection that is always on” and then click
Next.

6. Finally, click Finish to exit the Connection

Wizard. Now, you have completed the setup.

* TCP/IP Network Setup

New Connection Wizard
Internet Connection
How do you want to connect to the Intermet?

() Connect using a dial-up modem
Thig type of connection uges a modem and a regular or [SOM phone line.

() Connect using a broadband tion that
password

Thiz iz a high-speed connection uzsing either a DSL or cable madem. Your ISP may
refer ta this type of connection as PPPoE.

quires a user name and

nnect using

i i "

151 =

s "
connection. |t is always active, and doesn't require you to sign in.

A
[ < Back (H Mext » ]) Cancel
N——

New Connection Wizard

Completing the New
. Connection Wizard
“Your broadband connection should already be configured

and ready ta uze. IF your connection i nat working
properly, click the following link.

Learn more about

To cloge this wizard, click Finish.

[ < Back ” Finish ]? Cancel
V

In the default configuration, the DSA-3600 will assign an appropriate IP address to a client PC which uses

DHCP to obtain IP address automatically. Windows 95/98/2000/XP configures IP setup to “Obtain an IP

address automatically” in default settings.

To check the TCP/IP setup or use a static IP to connect to the DSA-3600 LAN port, please follow the following

steps:
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= Check the TCP/IP Setup of Window XP
1. Select Start > Control Panel > Network

Connection.

2. Click the right button of the mouse on the “Local

Area Connection” icon and select “ Properties”

3. Select “General” label and choose “Internet
Protocol (TCP/IP)" and then click Properties. Now,
you can choose to use DHCP or specific IP address,

please proceed to the following steps.
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£ Conirol Panel ‘EHEH

File Edit View Favorites Tools  Help

Qe - @ - ¥ Posacn [ rodes | [FH-

Address | [ Cantrol Panel vl =
g & X D w P ¢
E’ Control Panel = ‘.@ % L

Accessiilty  Add Hardware Addor Administrative Date and Time
[} Switch to Categary View Options Remav... Tools
E L\;/-]/ A = ?
See Also k -'LJ
Display  Folder Options Fants Game Internet
“ Windows Update Controllsrs Optians
@) Help and Support ,,:) E q 1
Keyboard Mouse Phone and  Power Cptions
Modem ...
. @ 5 9
2 b4 =/ 4
Printers and  Regionaland  Scanmers and  Scheduled  Sounds and
Faxes Lamguage ... Cameras Tasks Audio Devices
¥ 9 A4 ®
Speech System Taskbar and  User Accounts Wiware Tools v

e ) 1

= Network Connections ‘L”E‘lf‘

Fle Edt View Fevortes Toos Advanced  Help [

- 6 @) -
Qesck + () (T Ossaen [ s
Adress | € Network Connectians vl =

#  LAN or High-Speed Internet
Network Tasks

Creste & new "‘
connection

#3 Set up a home or small

ocal Area Connection

MET Family PCT Ethern...,

s o Disable
office networl Status
& Disable this network -
device epar
R Repair this connection Bridge Connections

Em Rename this connection
&) View status of this
connection

Change settings of this |
connection

Creeabe Shorkout
Delete
Rename

Properties

Other Places
@ Contral Panel

& Hy Metwork Places
My Documents

-4 Local Area Connection Properties

General | Avthentication " ;"—‘-.dvanced|

Connect using:

| =8 AMD PCMET Family PCI Ethernet Adapter |

Thiz connection uzes the fallowing items:

g Client for Microsaft Metworks
File and Printer Sharing for Microsaoft Metwoarks

Internet Protocol [TCRAR] I

Drescription

Transmission Control Praotocal/lnternet Protocol. The default
wide area nebwork. protocal that provides communication
acrozs diverse interconnected networks.

[] Show icon in notification area when connected

[ Ok ] [ Cancel
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Appendix G. Network Configuration on PC
4. Using DHCP: To use DHCP, choose “Obtain an  EUIELLE 8L GG W (el ELA T

IP address automatically” and click OK. This is General | Altemate Configuration

You can get I[P settings assigned automatically if pour network supports

the default Setting of WindOWS. Reboot the PC to thiz capability. Othenwize, pyou need to ask your network. administrator for
the appropriate IF zettings.

make sure an |IP address is obtained from the Qub g )
tain an IP addreszs autamaticall
DSA_3600 () Use theTanswm address:

() Obtain DMS server address automatically

() Use the following DMS server addresses:

I Ok ] [ Cancel ]

5. Using Specific IP Address: To use specific IP Internet Protocol [TCP/IP) Properties

General

address, please request from your network

'ou can get [P zettings assigned automatically if wour network. supports

administrator the fO”OWing information Of the thiz capability. Othenaize. you need to azk pour network. administrator far
the appropriate |P settings.
DSA-3600: IP address, Subnet Mask, New

b atically

() Obtaj
(&) Uze the following 1P address:

gateway and DNS server address.

IF addre=s:

[
Subnet mask: |
|

Choose “Use the following IP address” and Defauit gatevray:
enter the information given from the network S el
L. . Wewet@
administrator in “IP address”, “Subnet mask ProensT D =TT ]
and the “DNS address(es)” and then click OK. altemnate DNS server: I o |
I Q. l [ Cancel ]
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Appendix H. IPSec VPN

The DSA-3600 is equipped with IPSec VPN feature starting from release v1.00. To utilize IPSec VPN supported by
Microsoft Windows XP SP2 (with patch) and Windows 2000 operating systems, the DSA-3600 implements IPSec
VPN tunneling technology between client’s windows devices and the DSA-3600 itself regardless of wired or wireless

network.

By pushing down ActiveX to the client’s Windows device from the DSA-3600, no extra client software is required to
be installed except ActiveX, in which a so-called “clientless” IPSec VPN setting is then configured automatically. At
the end of this setup, a build-in IPSec VPN feature will be enabled and ready to serve once it is launched for setup.
The goal of this design is to eliminate the configuration difficulty from IPSec VPN users. At the client side, the IPSec
VPN implementation of the DSA-3600 is based on ActiveX and the built-in IPSec VPN client of Windows OS.

1. ActiveX component
The ActiveX is a software component running inside Internet Explorer. The ActiveX component can be checked

by the following windows.

Manage Add-ons @
Wiew and manage add-ons that are installed on your computer. Dizabling or deleting add-onz might
1 5:" prevent some webpages from working comectly.
Show: | Add-ons that have been used by Intermet Explorer w
Mame Publisher Skatus Tvpe File  #
_’ﬂ Google Script Object Google Inc Enabled Activel Contral googlel
,'_~’b] Google Toolbar Helper Google Inc Enabled Browser Helper Object  googlel
.j:l IExpress Enabled Browser Helper Object  iexpres
"1] Java Plug-in 1.3,1_02 Sun Microsystems, Inc, Enabled Activel Control ssyv.dil
,ﬂ Java Plug-in 1.5.0_10 Sun Microsystems, Inc, Enabled Activel Control ssv.dil
;3] SearchissistantoC Microsaft Corporation Enabled  Actives Control shdocy
’_a] Shockwave Flash Object  Adobe Systems Incorpora...  Enabled Activel Control Flashat
,’_é] SSWHelper Class Sun Microsystems, Inc, Enabled Browser Helper Object  ssv.dll
jsJ Sun Java Console Sun Microsystems, Inc, Enabled Browser Extension ssv.dil
%) 1asearch Enabled  ActiveX Control TESeat
Evenc] D-Link Corporation Enabled Activel Control WPNClie
i’] ‘Windows Messenger Enabled Browser Extension
.(-ﬂ #ML Document Microsoft Corporation Enabled  ActiveX Control msxr;IE bt
Settings Delete Actives
Click. an add-on name above and ® Enable Click the name af an
and then click Enable or Disable. — Activer; control above and
) Disable then click Delete.
Download new add-ons for Intermet Explarer
Leam more sbout add-ons

From Windows Internet Explorer, click “Manage add-ons” button inside “Programs” page under “Tools” to show

the add-ons programs list. You can see VPNClient.ipsec is enabled.
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During the first login to the DSA-3600, Internet Explorer will ask user to download the ActiveX component of

IPSec VPN. This ActiveX component once downloaded will be running parallel with the “Login Success” page.
The ActiveX component helps to setup the IPSec VPN tunnel between client’s device and the DSA-3600. It also
helps to check the validity of the IPSec VPN tunnel between them. If the connection is down, the ActiveX
component will detect the broken link and recompose the IPSec tunnel. Once the IPSec VPN tunnel is built, any
packet sent will be encrypted. Without connecting to the original IPSec VPN tunnel, user or client device has no
alternative to gain network connection beyond this. The DSA-3600’s IPSec VPN feature is designed to solve
possible data security leak between client and the controller via either wireless or wired connection without extra

hardware or client software installed.

Hello, Boh
_ You have successfully logged in.
| Gesssnsss The connection is secured by IPSec
; ; VPN.

2. Limitations

The limitation on the client side due to ActiveX and Windows OS includes:

a. Internet Connection Firewall of Windows XP or Windows XP SP1 not being compatible with IPSec protocol,
hence it shall be turned off to allow IPSec packets to pass through.

b. Without patch, ICMP (Ping) and PORT command of FTP cannot work in Windows XP SP2.

c. The Forced termination (through CTRL+ALT+DEL, Task Manager) of the Internet Explorer will stop the
running of ActiveX, which may result in IPSec tunnel not being able to work properly at client’s device. A
reboot of client’s device is needed to clear the IPSec tunnel.

d. The crash of Windows Internet Explorer may cause the same result.
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3. Internet Connection Firewall
In Windows XP and Windows XP SP1, the Internet Connection Firewall is not compatible with IPSec. Internet

Connection Firewall will drop packets from tunneling of IPSec VPN.

'] .- Ethernet Properties

| L Ethernet Status
General | Support General | Authentication| Advanced |
ERAREEET Intemet Connection Firewall
Status; Connected [ Protect my computer and netwark. by limiting or preventing
Duration: 5 days 04:53:39 access bo this computer from the Intermet
Speed: 100.0 Mbps Learn maore about [nternet Connection Firewall
Internet Connection Sharing
S [] Allova ather netwark users ta cannect through this
B > computer's Internet connection
Sent u"‘:j Received
Packets: 45 17E578
Learn more about Intermet Connection Sharing.
Properties ] [ Dizahle ]
f
(]S ] I Cancel

Suggestion: Please TURN OFF Internet Connection Firewall feature or upgrade the Windows OS into Windows XP

SP2.

ICMP and Active Mode FTP
On Windows XP SP2 that is without patch KB889527, ICMP packets will be dropped from IPSec tunnel. This

4.

issue can be fixed by upgrading patch KB889527. Before enabling IPSec VPN function on client device, please

access the patch from Microsoft's web at: http://support.microsoft.com/default.aspx?scid=kb;en-us;889527.

This patch also fixes issues of supporting active mode FTP inside IPSec VPN tunnel of Windows XP SP2.

Suggestion: Please UPDATE client’'s Windows XP SP2 with patch KB889527.
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5. The Termination of ActiveX
The ActiveX component for IPSec VPN is running parallel with the “Login Success” web page. Unless user
decides to close the session and to disconnect with NAC DSA-3600, the following conditions or behaviors of

user’s browser can be avoided in order to maintain the built IPSec VPN tunnel always alive.

Hello, Boh
You have successfully logged in.
The connection is secured by IPSec

Reasons why Internet Explorer may cause ActiveX to stop unexpectedly are as follows:

a. The crash of Internet Explorer on running ActiveX

Suggestion: Please reboot client’'s computer once Windows service is resumed. Go through the login process

again.

b. Terminate the Internet Explorer Task from Windows Task Manager

Suggestion: Do not terminate this VPN task of Internet Explorer.

138



Appendix H. IPsec VPN
c. There are some cases of Windows messages by which DSA-3600 will hint current user to:

(1) Close the Windows Internet Explorer,

(2) Click “logout” button on “login success” page,

(3) Click “back” or “refresh” of the same Internet Explorer,

(4) Enter new URL in the same Internet Explorer,

(5) Open a URL from the other application (e.g. e-mail of Outlook) that occupies this existing Internet

Explorer.

Helln, Bob
You have successfully logged in.
The connection is secured hy [PSec
VPN,

it -

i

X

Mieroeoft Intermel Explorer

\z‘) A oo samw yom want 4o dogot?

[ ox ]| Cones |

All these will cause the termination of IPSec VPN tunneling if the user chooses to click “Yes”. The user

has to log in again to regain the network access.

Suggestion: Click “Cancel” if you do not intend to stop the IPSec VPN connection yet.

6. Non-supported OS and Browser
Currently, Windows Internet Explorer is the only browser supported by DSA-3600.Windows XP and Windows
2000 are the only two supported OS along with this release.
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Appendix |. DHCP Relay

The DSA-3600 supports DHCP Relay defined according to RFC 3046. For scaling reasons, it is advantageous to set
up an external DHCP server apart from using the internal DHCP server implemented in the DSA-3600 for assigning
IP. When client-originated DHCP packets are forwarded to a DHCP server, a new option called the “Relay Agent
Information option” is inserted by the DHCP relay agent. External DHCP servers that recognize the Relay Agent
Information option may use this information to implement IP address or other parameter assignment policies. The
external DHCP server will echo the option back to the relay agent in server-to-client replies, and strip-off the option

before forwarding the reply to the client.

A graphic example of connecting 2 gateways with an external DHCP server:

10.1.1.100 10.1.1.200 10.1.1.254

Router Gateway |
‘_““"h-,____
192.168.1.254 192.168.2.254
172.16.3.254
DHCP Server
172.16.3.100
L]
/ \\ Gateway 2
10.10.10.254 123.100.1.254

Please note that the Router and Gateway 1 connected to the DHCP Server have to be under the same network

segment as the DHCP Server.

When a client requests IP address from Gateway 1 Public LAN through the build-in DHCP relay agent of the
DSA-3600, the DHCP server will receive a DHCP REQUEST packet with Option 82 (a code defined in RFC 3046). A
Circuit ID will be sent by the DSA-3600 when the DHCP relay is enabled to define where the packet is sent from,
and this Circuit ID will have a format of MAC_IP, such as 00:E0:22:DF:AC:DF_192.168.1.254. When the external

DHCP server gets the request packet, it will therefore know where to reply to and which IP to assign.
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Here is an example of configuration file of the DHCP server:

match if aoption : nt..ocircuit-id = : 160:21 192.1658.1.254";

class "gl private lan®™ {

match if aoption : nt..ocircuit-id =

rubrlic lan®™ {
match if aoption : it circuit-id = "O00:12:43:AD:32:F2 10.10.10.254";

:lass "gi private lan®™ {
.2h if option : at.oireuit-id = "00:12:43:4D:32:F2 123.100.1.254";
subnet 0.0.0.0 netmask 0.0.0.0 {
option domaih-name-Servers
pDDl i
allow m

range 19
option rounters

pDDl {

Based on the above example, the client that connects to the DSA-3600 sends out a DHCP request. The DHCP relay
function being enabled in the DSA-3600 sends a Circuit ID 00:90:0B:07:60:91_192.168.1.254 to the external DHCP
server. When the DHCP server gets the Circuit ID, it recognizes that the request is sent from g1_public_lan and thus
assigns the client a DNS server of 169.95.1.1, an IP that is in the range of 192.168.1.30 and 192.168.1.50, a default
gateway of 192.168.1.254, and a subnet-mask of 255.255.255.0
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