How to setup an IPSec VPN connection between a DIR-130 and DI-80xHV

This setup example uses the following network settings:

DIR-130 DI-80xHV WAN Interface:
WAN Interface: - 192.168.100.1
192.168.100.2 P

\% Interface: S\ VN Interface:

192.168.01 192.168.1.1

IP Address: 192.168.1.2

LAN 1
192.168.0.0/24

LAN 2
192.168.1.0/24

Subnet Mask; 255.255.255.0 Subnet Mask: 255.255.255.0
Default Gateway: 192.168.0.1 Default Gateway; 192.168.1.1

In our example the IPSec VPN tunnel is established between two LANs: 192.168.0.x and
192.168.1.x.
NOTE: It is essential to have private networks (LAN 1 and LAN 2) on different subnets.
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Configuration of the DIR-130

Step 1. Log into the DIR-130 by opening Internet Explorer and typing the LAN address of the
device. In our example we are using the default 192.168.0.1. Enter Username and Password
which you specified during the initial setup of the Firewall.

Step 2: Click on SETUP, select VPN SETTINGS, and select IPSec from the ADD VPN
PROFILE dropdown list and click Add.

VPN SETTINGS

ADD ¥YPN PROFILE :

20 - ¥YPN PROFILE :

Mame Type
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Step 3: Configure the IPSec VPN as followed:
IPSEC SETTING

Enable: check box to enable

Name: enter a name for the VPN

Encapsulation Mode:: Tunnel

Remote IP: select Site to Site and enter the remote gateway

Remote Local LAN Net /Mask: enter the remote network and remote subnet mask

Authentication: enter a Pre-shared Key (Pre-share key must match remote side)

¥PN - IPSEC

User this section to create and configure your YPH-IPSeC page.

[ Save Settings ] [ Don't Save Settings ]
IPSEC SETTING :
[“]Enable

Marne @ |test
Local Net fMaszk ;. |192.168.0.0/24 |
Femaote IP . (O Remote User () Site to Site [192.168,100.2
Remnote Local LAM Met fMask © |192.168.1.0/24
Authentication : (& Pre-shared Key |test
) %.509 Certificate
Local Identity
Certificates
O xauTH
Server mode

Authentication database | Groupl | »

Cilent mode
User Mame |
Password
Local ID: | Default v
Remote ID . | Default v

PHASE 1

IKE Proposal List: leave at default (S3DES, SHA1L)
PHASE 2

IPSec Proposal List: leave at default (3DES, SHA1)

Click Save Settings.
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PHASE 1 :

(& Main mode ) Aggressive mode
MAT-T Enable: []
Keep Alive f DPD: Onone & Keep slive (O DPD (Dead Peer Detection)
OH Group |2 - modp 1024-bit v|
IKE Proposal List
Cipher Hash
#1. |3DES MDS w

#2 | 3DES | MDS v |
#3: | 3DES MDS v
#4: | 3DES MDS v

IKE Lifetime ;  |28300 | Seconds

PHASE 2 :

PFS Enabile: Perfect Farward Secrecy PFS
PFS DH Group © |2 - modp 1024-bit + |

IPSec Proposal List ¢
Cipher Hash
#1: |3DES MDS

£

#2: | 3DES MDS

#3: | 3DES | MDS

#4: | 3DES MDS

IPSec Lifetime : Seconds

£

£

£
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Configuration of DI804HV/808HV

Step 1: Open your web browser and type in the IP address of the router (192.168.0.1 by
default). Enter the username (admin by default) and password (blank by default), and then
click OK.

In our setup we changed the IP of the unit to 192.168.1.1 (NOTE both routers can not be
on the same subnet).

Step 2: Click on the Home tab and select the VPN button and configure as followed:

VPN: check to enable
Max. number of tunnels: enter the number of tunnels

ID1
Tunnel Name: enter a name of the VPN
Method: select IKE

Click Apply to save the settings.

TS Advanced Tools — Status
VPN Settings
’ Item Setting
WM Enahle
3 MetBIOS broadeast 1 Enahble
e —
Max. number of tunnels
1D Tunnel Name Method
[——
- ) I
— ; I
= ; ]
[ Previous page ][ Mext page ]
| Dynamic VPN Seftings.. || L2TP Server Sefing.. || PPTP Server Setting.. |
[ Wiew VPN Status.. |
Apply Cancel Help
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Step 3: Click on More under Method and configure as followed:

Tunnel Name: the name of the tunnel should already be entered if done in the previous step

Local Subnet: enter the local subnet (192.168.0.0 in this example)

Local Netmask: enter the local subnet mask(255.255.255.0 in this example)

Remote Subnet: enter the remote subnet (192.168.1.0 in this example)

Remote Netmask: enter the remote subnet mask(255.255.255.0 in this example)
Remote Gateway: enter the remote gateway (172.68.140.140 in this example)

IKE Keep Alive (Ping IP Address): enter an IP address of a client on the remote side
(192.168.1.100 in this example)

Preshare Key: enter preshare key as desired (Pre-share key must match remote side)

IPSec NAT Traversal: check to enable

Auto-reconnect: check to enable

Click Apply to save the settings and click Continue when prompted.

Wizard

|
p—

WAN

J LAN

I DHCP

VPN
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Home [ CUELTSE

Item
Tunnel Mame

Afgressive Mode
Local Subnet
Local Metmask
Remaote Subnet
Remote Metmask

Femote Gateway

IkE Keep Alive
(Ping IP Address)

FPreshare Key

Extended Authentication
CALITH)

IPZec MAT Traversal
Auto-reconnect

Remote ID

Local ID

IKE Proposal Index
IFSec Proposal Index

Tools Status Help

Setting
test |

[ Enahle

19216510

2552552550
19216500
2552352550

[192.168.100.2

19216800 |
-

[ Enable
Server rrode

Client mode

Uszer Marme |

Password J \
[ Enahle

[ Enahle

Tyne [P Accrese Il

Value| |

Type |IF Address %

Walue | |
[ Select IKE Froposal... ]

[ Select IPSec Proposal... ]

O » VW O

Back Apply Cancel Help




Step 4: Click on Select IKE Proposal and configure as followed:

Proposal Name: enter a name for the Proposal ID Number 1

DH Group: Group 2

Encrypt algorithm: 3DES

Authentication Algorithm: SHA1

Life Time: 28800

Life Time Unit: Sec

Proposal ID: select 1 and click on Add To to add to the IKE Proposal index

Click Apply and then click Back.

D-Link

Buliding Networks tor People Dl-aoa HV
Broadband VPN Router

G Advanced Tools  Status |

VPN Settings - Tunnel 1 - Set IKE Proposal

ftem Setting
IKE Proposal index [1mE
ID ProposalName DH Group  Encrypt algorithrn Auth algorithm Life Time Life Time Uniit
1 (ke Group2 [w]|  [30ES ] sHat [v] (28800 sec. [w|
2 Group 1 v 30ES v shat [w] o sec. [w]
3 Group 1 || 30ES v shat [w] o sec. [w]
4 Group 1 || 3DES v sHat [w]| o sec. [w]
5 Group1 [w] [ 30ES [v] shat [v] o sec. [w]
b B Group1 [w] | 30ES ] sHat [v| o sec. [w]
7 | leroupt[w]  [30Es[¥] sHar[w] o | [sec. [v]
3 | Group1 [w]|  [30ES ] sHat (w| o ‘sec. [v]
] Group 1 v 30ES v ECIG Sec. [v|
10 Group 1 v 3DES v ECIE Sec. [v|
Proposal ID 1 | [ Add to | proposal index

O @ o O
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Step 5: Click on Select IPSec Proposal and configure as followed:

Proposal Name: enter a name for Proposal ID Number 1

DH Group: Group 2

Encapsulation Protocol: ESP

Encryption Algorithm: 3DES

Authentication Algorithm: SHA1

Life Time: 3600

Life Time Unit: Sec.

Proposal ID: select 1 and click on Add To to add to the IPSec Proposal index

Click Apply and then click Continue when prompted.

D-Link

Bulximg Networks 1or Feople DI_BOBHV
Broadband VPN Router
Home ['CUENTE  Status
VPN Setting: Tunnel 1 - Set IPSE Proposal
Htem Setting
IPSec Propasal index PSec
Proposal Encap Encrypt Auth Life  Life Time
D pame DHGroup o otocol  algorithm  algorthm  Time  Unit
1 IPSec orowp2(w| [Esplw]  [a0Es[w] [sHat[w] [3s00 Sec. v
2 None  [w]| [Esplw] [aDES[w] [Mone [w] o Sec. v
3 None [w| |ESP(s| [3DES[w]| |nere [w] [0 Sec. v
4 more [w| |EsPw| |30ES [w| |mone [w]| 0 Sec. | v
VPN 5 wone [w| [Esplw] [30Es[w] [nene [w] 0 sec. [v]
B mone [w| [Esp(v] [aDEs[w] [mone [w] (o sec. v
7 none [w] [Esps] [3DES[s] [none [w] o sec. [v]
8 mone [w| |EsPw| |30ES |w| more [w]| 0 Sec. v
9 mone [w| [Esp(w| [30ES[w] [More [w] [0 Sec. ||
10 mone [w| |Esplv|  [aoEs[w]  [nene [w] o ' sec. [v]
Proposal iD 1 jf] Pmposal index
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Step 6: Click on the Status tab and select the VPN Status button. The VPN should be
established. If the tunnel has not been established, click on the Refresh button or ping to an
IP address on the remote side. When replies are sent back, the tunnel has been established.

D-Link

Bulsimg Networks 1o Peopie X DI-EOBHV
Broadband VPN Router

Advanced Tools [T m

VPH Status
VPN status display VPM connection state.

| Refresn | [ PN setting... |

Device Info Remote Metwark Local hetwark
Mame IP Address/ P Addresss Type State Life  prop
pm——S Subnet Masks S Time
ubnet Mask
Pro— Gateway
i 192.168.1.0f e
: IPSec  255.255.255.01 26 yee gee  ESPMUNNel IKE established 3600
E—— 172.68.140.140
Stats
VPN Status
—_—
l:lm Sessions
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Connecting to shared resources via VPN

To connect to shared resources via VPN you can map remote computers’ drives and folders
by opening Windows Explorer and going to Tools > Map Network Drive (you need to specify
the IP address of the computer on remote network and the name of the shared folder):

Map Network Drive @

Windows can help vou connect to a shared network folder
and assign a drive letter to the connection so that you can
access the Folder using My Computer.

Specify the drive letter For the connection and the folder
that you want to connect to:

Drive: !Z: V‘

Folder: | 11192.168.1.20\Shared Do v‘

Example: \\serverishare
Reconnect at logon

Connect using a different user name.

Sign up for online storage or connect to a
network server,

|  Finish | [ Cancel ]

Alternatively you can do Search > Computers or People > Computer on Network > specify the
IP address of the computer you are trying to connect to.

If you do not see computers in My Network Places or My Network Neighbourhood you may
need to enable NetBIOS over TCP/IP in Windows.

Note that firewall/antivirus software installed on your or remote computer may stop you from
accessing remote network.
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