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O NET

Configuration examples for the D-Link
NetDefend Firewall series

Scenario: How to configure Traffic Management for Quality of Service
Assurance

Platform Compatibility: All NetDefend Firewall Series

Last update: 2008-03-07

Overview

In this document, the notation Objects->Address book means that in the tree on the left side of
the screen Objects first should be clicked (expanded) and then Address Book.

Most of the examples in this document are adapted for the DFL-800. The same settings can
easily be used for all other models in the series. The only difference is the names of the
interfaces. Since the DFL-1600 and DFL-2500 has more than one lan interface, the lan interfaces
are named lan1, lan2 and lan3 not just lan.

The screenshots in this document is from firmware version 2.12.00. If you are using an earlier
version of the firmware, the screenshots may not be identical to what you see on your browser.



D-Link

Building Networks for People

How to configure traffic management for Quality of Service assurance

This scenario is about customers intended to ensure important applications with Email, Web and
file transfer that can obtain guarantee bandwidth for business requirement in LAN environment.
And also, Email communication is their first priority; Web application is second priority and file
transfer is third priority depends on company policy.

Detail for this scenario:
- Internet upstream/downstream commit rate is 2000Kbps/2000Kbps.

- SMTP protocol with Bi-direction: The bandwidth is guaranteed to 800Kbps and the maximum
bandwidth limit is 1600Kbps.

- HTTP/HTTPS protocol with Bi-direction: The bandwidth is guaranteed to 600Kbps and the
maximum bandwidth limit is 1200Kbps.

- FTP protocol with Bi-direction: The bandwidth is guaranteed to 400Kbps and the maximum
bandwidth limit is 800Kbps.

- Other protocols with Bi-direction: The bandwidth will NOT be guaranteed and limited. It can
burst its traffic to use all available bandwidth if SMTP/HTTP/HTTPS/FTP is not full traffic load.

- SMTP is first priority; precedence will be assigned to 7.
- HTTP/HTTPS is second priority; the precedence will be assigned to 5.
- FTP is third priority; the precedence will be assigned to 3.

T g Upstream/Downstream
Host RS Commit rate; 2000Kbpsi2000Kbps

Host

192.168.1.0/24 -

The following procedure will go through how firewall prioritizes traffic for specific protocols.
Except for providing general bandwidth control functionality, it’s able to burst additional
bandwidth to efficiently utilize the rest of bandwidth if it’s available at that time.
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1. Interface address and default gateway.

. ) = Objects
Go to Objects ->Address book -> InterfaceAddresses: - Adress Book

o i InterfaceAddresses

Edit the following items:
Change lan_ipt0192.168.1.1
Change lannet t0192.168.1.0/24

Change wanl ip t0192.168.110.1
Change wanlnet t0 192.168.110.0/24
Change wanl_gw t0 192.168.110.254 (If this object does not exist, create a new one)

Eln phirterfaces
. 1&gl Ethernet

Go to Objects ->Interfaces -> Ethernet: - Psee
Select wanl interface '
Select the wan1_gw on Default Gateway drop-down menu for wan1 interface

Ethemet

]ﬁ Configure the settings for the Ethernet adapters in the system.

Marne * Ip - Metwork = DefaultGateway * DHCPERabled -
B3 dmi= (= drmz_ip W dmznet Ma
3 1an = lan_ip = lannet Ma
3 want 1.-:‘_, wanl_ip ]'; wanlnet I:"‘,- wanl_gw Mo
53 wanz Q wanz_ip Q wanznet Mo

wan(

General -~ Hardware Seftings | Advanced |

# ) General

]_:’—:I An Ethernet intedface represents a logical endpoint for Ethernet traffic.
e =

MName:

wanl
IF Address: wanl_ip L
M et fi: wanlnet b
Default & ateway: wanl_gw L
Reacajwe hMulticast Auta W
Traffic:

Click OK.



2. Firewall IP Rules

Go to Rules -> IP Rules.

Create one IP rule for SMTP protocol:
In the General tab:

General:

g SMTP_BW_Control

General | Log Settings ]/'N.&T ]fS.ﬂ-.T ]/'SAT Server Loadd Balancing

# ) General

g An IP rule specifies what action to pedform on netwak traffic that matches

Hame: SMTP_BIW_Contral
Ftion: M&T

Senvice: smtp

Schedule:  |[Mane)

# ) Address Filter

i Specify source intedface and source netnods, togetherwith destination int
2710 the rule to match.
B
Source Destination
Interface: lan W wani
Hebuo: lannet W all-nets

Name: SMTP_BW_Control
Action: NAT
Service: smtp

Source Interface: 1lan

Source Network: lannet
Destination Interface: wanl
Destination Network: all-nets

Click Ok.
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Eln_gi Fules
- - 8 P Rules
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Create one IP rule for HTTP protocol:

In the General tab:

General:
g HTTP_BW_Control

General [ Log Settings }”N.-'J«T ]”S.&T ]/'S.-'J«T Server Load Balancing

%) General

g An [P rule specifies what action to perform on nebuods traffic that matches

Hame: HTTP_BWW_Cantrol
Action: M&T
Senice: http-all

Schedule: (Mone)

%) Address Filter

i Specify source intefface and source nebuodk, together with destination int
T the rule to match.
e

=

s 7

Source Crestination
Interface: lan g wanl L
Mt lannet o all-nets L¥

Name: HTTP_BW_ Control
Action: NAT
Service: http-all

Source Interface: lan

Source Network: lannet
Destination Interface: wanl
Destination Network: all-nets

Click Ok.
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Create one IP rule for FTP protocol:
In the General tab:

General:
g FTP_BW_Control

General [ Log Settings }”N.-'J«T ]”S.&T ]/'S.-'J«T Server Load Balancing

%) General

g An [P rule specifies what action to perform on nebuods traffic that matches

Mame: FTP_BW_Control
Action: MaT
Senriga: frp-paszsthrough W

Schedule: (Mone)

%) Address Filter

i Specify source intefface and source nebuodk, together with destination int

=T the rule to match.
aat
Source Crestination
Interface: lan g wanl L
Mt lannet o all-nets L¥

Name: FTP_BW Control
Action: NAT
Service: ftp-passthrough

Source Interface: lan

Source Network: lannet
Destination Interface: wanl
Destination Network: all-nets

Click Ok.
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Create one IP rule for others protocol:

In the General tab:

General:

g Others_BW_Control

General | Log Settings }”N.-'J-.T ]/'S.-E'-.T ]/'S.-'J-.T Server Load Balancing

%) General

g An IP rule specifies what action to peform on netwods traffic that matches

Mame: Cthers_BW_Control
Aetion: M&aT
Sendce: all_zervices

Schedule: [Mone)

%) Address Filter

i Specify zource intefface and source nebuok, togetherwith destination int
=1
- _:} the rule to match.

Source Crestination
Interface: lan g wanl
Mt lannet v all-nets

Name: Others_BW Control
Action: NAT
Service: all_services

Source Interface: lan

Source Network: lannet
Destination Interface: wanl
Destination Network: all-nets

Click Ok.



3. Create pipe for each protocol

Go to Traffic Management -> Traffic Shaping -> Pipes.

Add a new Pipe for SMTP Downstream

In the General tab:
General:

Pipe

General  Pipe Limts [ Group Limits |

#) General
A opipe defines basic traffic shaping parameters. The pipe
Mame: SMTP_Downstream
Minimum Cefault M aximum
Frecedences: o In} 7

Name: SMTP_Downstream
Precedences: Keep it as default value with 0, 0, 7

In the Pipe Limits tab:
Pipe Limits:

A General v Pipe Limits - Group Limits

%} Pipe Limits

down to the lovwest available precedence.

FPrecedences: kilabits parsecond FPadkets parsec.

T
=}

5

Precedence 0-7: Keep it as “blank” by default
Total kilobits per second: 1600

Click Ok.

Use pipe limits to specify bandwidth limits per precedence in the pipe. If trafficin

(Il Maote that, for bandwidth, 'kile' and 'mega’ are multiples of 1000, not 1024

D-Link
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E|.;';=- Tratfic Management

= Traffic Shaping
""" 3Pipes
e PipeRules

e 8 Threshald Rules
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Add a new Pipe for SMTP Upstream

In the General tab:

Srouping ™ Groupi

General:

Pipe

Gerneral | Pipe Limits ]/'Grn:nup Limitz |

%) General
A pipe defines basic traffic shaping parameters. The pipe
Mame: SMTP_Upstream
Minimum Lefault M aximum
Frecedences: Iu| o 7

Name: SMTP_Upstream
Precedences: Keep it as default value with 0, 0, 7

In the Pipe Limits tab:

Pipe Limits:
< Zeneral ' Pipe Limits | Group Limits

# ) Pipe Limits

Use pipe limits to specify bandwidth limits per precedence in the pipe. If trafficin
down to the loveest available precedence.

(ll Mate that, for bandwidth, 'kile' and 'mega’ are multiples of 1000, not 1024

Precedences: kilabits parsecond FPadkets parsec.

T

G

Precedence 0~7: Keep it as “blank” by default
Total Kilobits per second: 1600

Click Ok.
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Add a new Pipe for HTTP Downstream

In the General tab:

General:

Pipe

Gerneral | Pipe Limits ]/'Grn:nup Limitz |

%) General
A pipe defines basic traffic shaping parameters. The pipe
Mame: HTTP_Downstream
Minimum Default M aximum
Frecedences: u] n} 7

Name: HTTP_Downstream
Precedences: Keep it as default value with 0, 0, 7

In the Pipe Limits tab:

Pipe Limits:
A General | Pipe Limits 7 Group Limits

# ) Pipe Limits

Use pipe limits to specify bandwidth limits per precedence in the pipe. If trafficin
dawn ta the lovwest available precedence.

(ll Maote that, for bandwidth, 'kile' and 'mega’ are multiples of 1000, not 1024

Frecedences: kilabits persecond Fadkets parsec.

ER

&:

Precedence 0~7: Keep it as “blank” by default
Total kilobits per second: 1200

Click Ok.

10
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Add a new Pipe for HTTP Upstream

In the General tab:

General:

Pipe

Gerneral | Pipe Limits ]/'Grn:nup Limitz |

%) General
A pipe defines basic traffic shaping parameters. The pipe
Mame: HTTP_Up=stream
Minimum Lefault M aximum
Frecedences: Iu| o 7

Name: HTTP_Upstream
Precedences: Keep it as default value with o, 0, 7

In the Pipe Limits tab:

Pipe Limits:
A General | Pipe Limits 7 Group Limits

# ) Pipe Limits

Use pipe limits to specify bandwidth limits per precedence in the pipe. If trafficin
dawn ta the lovwest available precedence.

(ll Maote that, for bandwidth, 'kile' and 'mega’ are multiples of 1000, not 1024

Frecedences: kilabits persecond Fadkets parsec.

ER

&:

Precedence 0~7: Keep it as “blank” by default
Total kilobits per second: 1200

Click Ok.
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Add a new Pipe for FTP Downstream

In the General tab:

General:

Pipe

Gerneral | Pipe Limits ]/'Grn:nup Limitz |

%) General
A pipe defines basic traffic shaping parameters. The pipe
Mame: FTP_Cawnstream
Minimum Lefault M aximum
Frecedences: Iu| o 7

Name: FTP_Downstream
Precedences: Keep it as default value with 0, 0, 7

In the Pipe Limits tab:

Pipe Limits:
A General v Pipe Limits © Group Limits

%] Pipe Limits

Use pipe limits to specify bandwidth limits per precedence in the pipe. If trafficin
down to the lowest available precedence.

(ll Maote that, for bandwidth, 'kile' and 'mega’ are multiples of 1000, not 1024

Frecedences: kilabits persecond Fadets parsec.

w3

G

Precedence 0~7: Keep it as “blank” by default
Total kilobits per second: 800

Click Ok.
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Add a new Pipe for FTP Upstream

In the General tab:

General:

FI'P

Gerneral | Pipe Limits ]/'Grn:nup Limitz |

%) General
A pipe defines basic traffic shaping parameters. The pipe
Mame: FTP_Upstream
Minimum Default M aximum
Frecedences: u] n} 7

Name: FTP_Upstream
Precedences: Keep it as default value with 0, 0, 7

In the Pipe Limits tab:

Pipe Limits:
< zeneral Fipe Limits -~ Group Limits

# ) Pipe Limits

Use pipe limits to specify bandwidth limits per precedence in the pipe. If trafficin
down to the loveest available precedence.

(il Mote that, for bandwidth, 'kilo' and 'mega’ are multiples of 1000, not 1024

Frecedences: kilabits per=second Fackets parsec.

T

G

Precedence 0~7: Keep it as “blank” by default
Total kilobits per second: 800

Click Ok.
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Add a new Pipe for Total Downstream commit rate

In the General tab:

General: ,h Grauping ~ Groupi

Pipe

General  Pipe Limits | Group Limits |
#) General
A opipe defines basic traffic shaping parameters. The pipe
Mame: Total_Downstream
Minimum Default M aximum
Frecedences: 0 In} 7

Name: Total Downstream
Precedences: Keep it as default value with 0, 0, 7

In the Pipe Limits tab:

Pipe Limits:
< eneral ' Pipe Limits | Group Limits

# ) Pipe Limits

Use pipe limits to specify bandwidth limits per precedence in the pipe. If trafficin
down to the lovwest available precedence.

(ll Mote that, for bandwidth, 'kilo' and 'mega’ are multiples of 1000, not 1024

Frecedences: kilabits parsecond Fadets parsec.
e 200
G:

Precedence 7: 800
Precedence 5: 600
Precedence 3: 400
Total kilobits per second: 2000

Click Ok.
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Add a new Pipe for Total Upstream commit rate

In the General tab:

General: Marne ,h Grouping ™ Groupi

Gerneral | Pipe Limits ]/'Grn:nup Limitz |

%) General
A pipe defines basic traffic shaping parameters. The pipe
Mame: Total_Upstream
Minimum Default M aximum
Frecedences: u] n} 7

Name: Total Upstream
Precedences: Keep it as default value with 0, 0, 7

In the Pipe Limits tab:

Pipe Limits:
< eneral ' Pipe Limits | Group Limits

# ) Pipe Limits

Use pipe limits to specify bandwidth limits per precedence in the pipe. If trafficin
down to the lovwest available precedence.

(ll Mote that, for bandwidth, 'kilo' and 'mega’ are multiples of 1000, not 1024

Frecedences: kilabits parsecond Fadets parsec.
e 200
G:

Precedence 7: 800
Precedence 5: 600
Precedence 3: 400
Total kilobits per second: 2000

Click Ok.

15
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Check all Pipes setting is shown as following screenshot then go to next step.

Pipes

0 Add -

Marne =

EE:Q FTP_Cownstreamm
@ FTP_Upstream

EE:Q HTTP_Cownstream
@ HTTP_Upstream
EE:Q SMTP_Downstream
@ SMTP_Upstream
EE:Q Total_Downstrearm
@ Total_Upstrearn

Grouping ¥
Mane
Mane
Mane
Mane
Mane
Mane
Mane

Mane

GroupinghetworkSize =

16

FPipes are used as regulators for nebwod traffic flowing through the system.

LirmitkbpsTotal =
gaa0

gaa0

1z00

1z00

1&00

1&00

2000

2000
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4. Create pipe rule for each protocol

“| = Traffic Management

| = Traffic Shaping

Go to Traffic Management -> Traffic Shaping -> PipeRules. . D Pipes

b [’3 PipeRules:
48 Threshald Rules

4-1. Add a new PipeRule for SMTP protocol

In the General tab:

Sourcelnterface  Sou

General:

SMTP_Shaping
General /m

# ) General
. A Pipe Rule determines traffic shaping poliey - which Pipes to use - for
g; uleset.
Mame: SMTP_Shaping
Senrice: mtp

Schedule: [Mane)

# ) Address Filter

£

Specify source inteface and netwod, together with destination interfac

Source Drestination
Interface: lan g wanl
M et lannet w all-nets

Name: SMTP_Shaping

Service: smtp

Source Interface: 1lan

Source Network: lannet
Destination Interface: wanl
Destination Network: all-nets

17
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In the Traffic Shaping tab:

Traffic Shaping:
o General b Traffic Shaping

# J Pipe Chains

Use pipe chains ta direct nebwod traffic matehing this rule through one or more pipes in arder to peform

Fomnward Chain  Awailable Selected
FTP_Crawn=stream SMTP_Up=stream
FTP_Upstraam Total_Upstream

HTTP_Cownstream
HTTP_Upstream
SMTP_Downstream
Tuotal_Downstreamn

£ W
£ W

[ Mave up ][ Mave down ]

Return Chain Porailable Selected
FTP_Crawnstream SMTP_Downstream
FTP_Upstream Total_Downstream

HTTP_Downstream
HTTP_Upstream
SMTP_Upstream
Total_Upstream

kS W
kS W

[ Mave up ][ Mave down ]

Selected Forward Chain: SMTP_Upstream, Total Upstream
Selected Return Chain: SMTP_Downstream, Total Downstream

Note:

The SMTP Pipes (SMTP_Upstream or SMTP_Downstream) must be put upper on Total bandwidth
commit rate (Total_Upstream or Total_Downstream).

Precedence:

# | Precedence

™ Map IP DSCP (ToS)

(¢ Uze Fixed Precedence

T "

Use Fixed Precedence: 7

Click Ok.

18
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4-2. Add a new PipeRule for HTTP protocol

Ea FipeRule

Sourcelnterface * Sou

In the General tab:

General:
@ HTTP_Shaping
General -~ Traffic Shaping |

#) General
w Fipe Rule determines traffic shaping policy - which Pipes to use - for one
g; leset.
Hame: HTTP_Shaping
Senrice: http-all w

Schedule: (Monel

4} Address Filter

| Specify source interface and netwods, togetherwith destination interface an

=T
Eaet]
Source Destination
Interface; lan LY wanl
M et i lannet [ all-nets w

Name: HTTP_Shaping

Service: http-all

Source Interface: 1lan

Source Network: lannet
Destination Interface: wanl
Destination Network: all-nets

19



In the Traffic Shaping tab:

Traffic Shaping:
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A General b Traffic Shaping

# ) Pipe Chains

Fanward Chain

Return Chain

Forailable

Use pipe chains ta direct nebwod traffic matehing this rule through one or more pipes in arder to peform

Selected

FTP_Crawnstream
FTP_Upstraam
HTTP_Cownstream
EMTP_Dawnstream
SMTP_Upstream
Total_Downstreamn

£ W
£ W

HTTP_Up=tream
Total_Upstream

Poailable

[ Mave up ][ Mave down ]

Selected

FTP_Crawnstream
FTP_Upstream
HTTP_Upstream
SMTP_Downstream
SMTP_Upstream
Total_Upstream

kS w
kS w

HTTP_Downstream
Total_Downstream

[ Mave up ][ Mave down ]

Selected Forward Chain: HTTP_Upstream, Total Upstream
Selected Return Chain: HTTP_Downstream, Total Downstream

Note:

The HTTP Pipes (HTTP_Upstream or HTTP_Downstream) must be put upper on Total bandwidth
commit rate (Total_Upstream or Total_Downstream).

Precedence:

%] Precedence

5

™ Map IP DSCP (ToS)

(¢ Uze Fixed Precedence

b

Use Fixed Precedence: 5

Click Ok.

20
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4-3. Add a new PipeRule for FTP protocol

63 FipeRule

Sourcelnterface * Sou

In the General tab:

General:

FTP_Shaping

General -~ Traffic Shaping |

#) General
w Fipe Rule determines traffic shaping policy - which Pipes to use - for one
g: leset.
Hame: FTP_Shaping
Senrice: ftp-passthrough W

Schedule: (Monel

4} Address Filter

| Specify source interface and netwods, togetherwith destination interface an

=T
Eaet]
Source Destination
Interface; lan LY wanl
M et i lannet [ all-nets w

Name: FTP_Shaping

Service: ftp-passthorugh
Source Interface: 1lan

Source Network: lannet
Destination Interface: wanl
Destination Network: all-nets

21
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In the Traffic Shaping tab:

Traffic Shaping:
A General b Traffic Shaping

# ) Pipe Chains

Use pipe chains ta direct nebwod traffic matehing this rule through one or more pipes in arder to peform

Fanward Chain

Return Chain

Forailable

Selected

FTP_Crawn=stream
HTTP_Downstream
HTTP_Upstream
EMTP_Dawnstream
SMTP_Upstream
Total_Downstreamn

£ W
£ W

FTP_Upstream
Total_Upstream

Poailable

[ Mave up ][ Mave down ]

Selected

FTP_Upstream
HTTP_Crownstream

FTP_DCownstream
Total_Downstream

HTTP_Upstream
SMTP_Downstream
SMTP_Upstream
Total_Upstream

kS w
kS w

[ Mave up ][ Mave down ]

Selected Forward Chain: FTP_Upstream, Total Upstream
Selected Return Chain: FTP_Downstream, Total Downstream

Note:

The FTP Pipes (FTP_Upstream or FTP_Downstream) must be put upper on Total bandwidth
commit rate (Total_Upstream or Total_Downstream).

Precedence:

4} Precedence

™ Map IF DSCP (Tas)

(¢ Usze Fixed Precedance

3 L

Use Fixed Precedence: 3

Click Ok.

22
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4-4, Add a new PipeRule for Other protocols

63 FipeRule

Sourcelnterface * Sou

In the General tab:

General:

Other_Protocols

General -~ Traffic Shaping |

#) General
. A Pipe Rule determines traffic shaping policy - which Pipes to use - for one
g: ruleseat.
Hame: Other Protocols
Senrice: all_services W

Schedule: (Monel

4} Address Filter

= Specify source interface and netword, together with destination interface an

T
Eaet]
Source Lestination
Interface: lan g wanl
M et i lannet “w all-nets o

Name: Other Protocols
Service: all-services

Source Interface: 1lan

Source Network: lannet
Destination Interface: wanl
Destination Network: all-nets

23
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In the Traffic Shaping tab:

Traffic Shaping:
A General b Traffic Shaping

# ) Pipe Chains

Use pipe chains ta direct nebwod traffic matehing this rule through one or more pipes in arder to peform

Fanward Chain Forailable Selected

FTP_Crawnstream Total_Upstream
FTP_Upstraam
HTTP_Cownstream
HTTP_Upstream
SMTP_Downstream
SMTP_Upstream
Total_Downstream

£ W
£ W

[ Mave up ][ Mave down ]

Return Chain Poailable Selected

FTP_Crawnstream Total_Downstream
FTP_Upstream
HTTP_Downstream
HTTP_Upstream
SMTP_Downstream
SMTP_Upstream
Total_Upstream

kS w
kS w

[ Mave up ][ Mave down ]

Selected Forward Chain: Total _Upstream
Selected Return Chain: Total Downstream

Precedence:

%) Precedence

™ Map IF DSCP (ToS)

{* Ize Fixed Precedence

u] v

Use Fixed Precedence: 0

Click Ok.

Make sure the PipeRule setting is shown as following screenshot then Save and activate the
configuration

# ™ Marme ¥ Sourcelnterface ¥ SourceMetwork ™ DestinationInterface ™ CDestinationMetwork ™ Service =

1 ['3 SMTP_Shaping B4 lan ‘% lannet BEf wan1 ‘% all-nets ‘a sritp

2 @ HTTP_Shaping L4 lan E lannet B wan1 ‘S all-nets a http-all

3 53 FTP_Shaping B2 1an ‘% lannet B3 wani ‘% all-nets ‘a ftp-passthrough
4 ﬂ Other Protocols 123 lan E lannet B3 wan1 H all-nets ‘& all_services
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