
 

 

 

 

Configuration examples for the D-Link 
NetDefend Firewall series  

 
Scenario: How to configure PPTP or L2TP LAN-to-LAN Tunnel 

 
Platform Compatibility: All NetDefend Firewall Series 
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Overview 

In this document, the notation Objects->Address book means that in the tree on the left 
side of the screen Objects first should be clicked (expanded) and then Address Book.  
 
Most of the examples in this document are adapted for the DFL-800. The same settings can 
easily be used for all other models in the series. The only difference is the names of the 
interfaces. Since the DFL-1600 and DFL-2500 has more than one lan interface, the lan 
interfaces are named lan1, lan2 and lan3 not just lan. 
 
The screenshots in this document is from firmware version 2.12.00. If you are using an 
earlier version of the firmware, the screenshots may not be identical to what you see on 
your browser. 

 



 

 

How to configure PPTP or L2TP LAN-to-LAN Tunnel  

Create one LAN-to-LAN PPTP VPN tunnel between firewall A and B. Firewall B is the server 
and firewall A the client. 
 
If a L2TP tunnel is going to be used, instead of PPTP, follow the steps in this guide but 
change tunnel protocol from PPTP to L2TP in step 2 and 6. The other settings are same in 
both cases. 
 
 
 
 

 



 

1. Firewall A - Addresses 

Go to Objects -> Address book -> InterfaceAddresses. 
Edit the following items: 
Change lan_ip to 192.168.1.1 
Change lannet to 192.168.1.0/24 
 
Change wan1_ip to 192.168.110.1 
Change wan1net to 192.168.110.0/24 
 
Go to Objects -> Address book. 
 
Add a new Address Folder called RemoteHosts. 
 
In the new folder, add a new IP address: 
Name: fwA-remotenet 
IP Address: 192.168.1.0/24 
 
Click Ok 
 
In the same folder, add a new IP address: 
Name: fwB-remotegw 
IP Address: 192.168.110.2 
 
Click Ok 
 

2. Firewall A – PPTP client interface 

Go to Interfaces -> PPTP/L2TP Clients. 
 
Add a new PPTP/L2TP Client. 
 
In the General tab: 
 
General: 

 
Name: PPTPClient 
Tunnel Protocol: PPTP 
Remote Endpoint: fwB-remotegw 
Remote Network: fwB-remotenet 



 

 
Authentication: 

 
Username: userA 
 
In the Security tab: 
 
Authentication: 

 
The only options that should be checked is Microsoft CHAP Version 2 (MS-CHAP v2) 
 
Microsoft Point-to-Point Encryption (MPPE): 

 
Only RC4 128 bit should be checked. (Using MS-CHAP v2 and 128 bit is the most secure 
option.) 
 

3. Firewall A – Rules 

Go to Rules -> IP Rules. 
 
Create a new IP Rules Folder called lan_to_fwB-pptp 
 
In the new folder, create a new IP Rule. 
 
In the General tab: 



 

General: 

 
Name: allow_all 
Action: Allow 
Service: all_services 
 
Address Filter: 

 
Source Interface: lan 
Source Network: lannet 
Destination Interface: fwB-pptp 
Destination Network: fwB-remotenet 
 
Click Ok. 
 
Create a second rule in the same folder. 
 
In the General tab: 
 
General: 
Name: allow_all 
Action: Allow 
Service: all_services 
 
Address Filter: 

 
Source Interface: fwB-pptp 
Source Network: fwB-remotenet 
Destination Interface: lan 
Destination Network: lannet 
 
Click Ok. 
 
Save and activate the configuration on firewall A. 



 

4. Firewall B - Addresses 

Go to Objects -> Address book -> InterfaceAddresses. 
Edit the following items: 
Change lan_ip to 192.168.2.1 
Change lannet to 192.168.2.0/24 
 
Change wan1_ip to 192.168.110.2 
Change wan1net to 192.168.110.0/24 
 
Go to Objects -> Address book. 
 
Add a new Address Folder called RemoteHosts. 
 
In the new folder, add a new IP address 
Name: fwA-remotenet 
IP Address: 192.168.1.0/24 
 
Add a new Address Folder called IPPools. 
 
In the new folder, add a new IP address. 
Name: fwA-ippool 
IP Address: 192.168.2.100-192.168.2.199 
 
Click Ok 
 



 

5. Firewall B – User database 

Go to User Authentication -> Local User Databases. 
 
Add a new Local User Database called PPPUsers. 
 
In the new database, add a new User: 
 
General: 

 
Username: userA 
 
Per-user PPTP/L2TP IP Configuration: 

 
Static Client IP Address: (None)  
Networks behind user: fwA-remotenet 
Metric for networks: 90 
 



 

6. Firewall B – PPTP Server interface 

Go to Interfaces -> PPTP/L2TP Server. 
 
Add a new PPTP/L2TP Server 
 
In the General tab: 
 
General: 

 
Name: fwA-pptp 
Inner IP Address: lan_ip 
Tunnel Protocol: PPTP 
Outer Interface Filter: wan1 
Server IP: wan1_ip 
 
In the PPP Parameters tab: 
 
General: 
Check the Use User Authentication Rules option 
 
Microsoft Point-to-Point Encryption (MPPE): 

 
Only RC4 128 bit should be checked.  
 



 

IP Pool: 

 
IP Pool: fwA-ippool 
 
In the Add Route tab: 
 
Proxy ARP: 

 
Proxy ARP: wan1 
Click Ok. 
 



 

7. Firewall B – User authentication rules 

Go to User Authentication -> User Authentication Rules. 
 
Add a new User Authentication Rule. 
 
In the General tab: 
 
General: 

 
Name: pptp-ua 
Agent: PPP 
Authentication Source: Local 
Interface: fwA-pptp 
Originator IP: fwA-remotegw 
Terminator IP: wan1_ip 
 
In the Authentication Options tab: 
 
General: 

 
Local User DB: PPPUsers 
 
Click Ok. 
 
 



 

8. Firewall B – Rules 

Go to Rules -> IP Rules. 
 
Create a new IP Rules Folder called lan_to_fwA-pptp 
 
In the new folder, create a new IP Rule. 
 
In the General tab: 
 
General: 

 
Name: allow_all 
Action: Allow 
Service: all_services 
 
Address Filter: 
Source Interface: lan 
Source Network: lannet 
Destination Interface: fwA-pptp 
Destination Network: fwA-remotenet 
 
Click Ok. 
 



 

Create a second rule in the same folder. 
 
In the General tab: 
 
General: 
Name: allow_all 
Action: Allow 
Service: all_services 
 
Address Filter: 
Source Interface: fwA-pptp 
Source Network: fwA-remotenet 
Destination Interface: lan 
Destination Network: lannet 
 
Click Ok. 
 
Save and activate the configuration on firewall A. 
 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


