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SMTP ALG Configuration

- Network topology

WAN

DFL-210

PC2

PC1

IP: 192.168.1.100/24

LAN

IP: 192.168.1.1/24

Internet
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Objectives
� To deny users behind the firewall to send e-mail to a particular 

SMTP e-mail account.

The logic of configuration
� Create SMTP ALG (for HTTP Server)

� Configure SMTP Service to use the configured SMTP ALG

� Configure IP Rule using the configures SMTP Service

SMTP ALG
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• Create SMTP ALG

SMTP ALG
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SMTP ALG
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• Create SMTP ALG



8/5/2008

3

D-Link Security

5

SMTP ALG
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• Create SMTP ALG – Add the Recipient e-mail
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SMTP ALG

Configuration For DFL-210

• Create SMTP ALG – Add the Recipient e-mail in Blacklist
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SMTP ALG

Configuration For DFL-210

• SMTP ALG Created
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• Configure SMTP Service

SMTP ALG
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• Configure SMTP Service to use the Created SMTP ALG
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SMTP ALG

Configuration For DFL-210

• SMTP Service Configured
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• Create IP Rule

SMTP ALG
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SMTP ALG
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• Create IP Rule to use the configured SMTP Service
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SMTP ALG
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• Move the created IP Rule to the top of the Rule

D-Link Security

14

SMTP ALG
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• IP Rule created and move to the top of the Rule



8/5/2008

8

D-Link Security

15

SMTP ALG
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• Save and Activate the configuration
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SMTP ALG
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• Click “OK to Confirm


